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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
89. 138. 161. 54 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
45.32.196. 8 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
163. 172.67. 79 Uni ted Ki ngdom 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
45.32.196. 8 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack List drop 1
185. 81. 157. 152 F ance 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
163. 172. 67. 79 Uni ted Ki ngdom 147.237.76. 38 eeneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Device Action

177.12.172. 43 Brazil 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 5
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per it 2
177.12.172. 43 Brazil 147.237.72. 166 aka.idf.il 9785: HITP. SQ Injection (Referer Header) B ock 1
198. 20. 69. 74 Wnited States 147.237.76.198  [e.yohal an.idf.il [13840: TLS QpenSS. Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address étu?]ctkre; Signature
177.12.172. 43 |147.237.72. 166 |Brazil aka.idf.il A Injection - Select From 8
18 2. 31 2 147 237 77 297 | na o haraz. i df il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 3
Potential Scan or Brute Force
80. 246. 139. 244 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
64.137. 168. 128 [147.237.0.33 [Canada idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
47.88. 4. 204 147.237.76.31 |Canada nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
183 142.5. 26 |147. 237 76.31 |chi na rekehal i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
164. 52. 227. 101 |147. 237. 77. 216 |Uhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
164. 52. 227. 101 |147. 237. 77. 176 |Lited Sates |natpash.idf.il ET SCAN Potential SSH Scan 1
164. 52, 227. 101 [147. 237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 13. 205 [147. 237. 76. 42 |9 ngapore refuah.idf.il SE'\T\/E?-APAO-E'Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
64.137. 168. 128 [147. 237. 77. 121 |Canada e.navy.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237.76. 34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
198. 199. 89. 155 [147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
164.52. 227. 101 |147. 237. 77. 212 |Uhited Sates |e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
164. 52. 227. 101 |147. 237. 76. 177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
164.52. 227. 101 |147. 237. 76. 148 |Lhited Sates |gqcenter.aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYNretransmt wth different w ndow

37.142.88.204 |israel 147.237.77. 233 |atal .idf.il Bad TCP sequence scal e nonitor  [271
46.19. 85. 92 I'srael 147.237.77. 176 |nat pash. i df .| Streaning Engine: TCP Invalid linvalid segnent retransmssion. Packet drop 41
Ret r ansni ssi on dr opped.
77.126.58.14  |israel 147.237.77. 243 |moti e iop i1 | SAMNG Engine: TCP Invalid Jinvalid segnent retransnission. Packet | 30
Ret r ansni ssi on dr opped.
5.102. 195. 231 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 22
5.102. 195. 231 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 22
154.121.5.226 |Ageria 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |20
84.229.12.187 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18
S reaning Engi ne: TGP SYN i
154.121.5.226 |Mgeria 147. 237.77. 216 |dover. i df .| Nodi 11 e nget ?ansrri ssi on Ecatkfm;:eeﬁzefdabﬁfgﬁgsﬁﬁrf N 18
46. 116. 202. 171 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
154.121.5.226 |Ageria 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber monitor |10
154.121.5.226 |Ageria 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 10
46.19. 85. 34 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
154.121.5.226 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or
95.86.110. 167 I srael 147.237.76. 200 | tan aka i i1 || Cam NG Engine: TP Invalid finvalid segnent retransmssion. Packet |y 8
Ret r ansni ssi on dr opped.
109. 253. 218. 21 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
185.27.105.10 |Israel 147.237.77. 243 |moti e iop i1 | SAMNG Engine: TCP Invalid Jinvalid segnent retransnission. Packet | 6
Ret r ansni ssi on dr opped.
148. 251. 122. 171|Ger many 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 6
185.120. 125. 11 |israel 147. 237.76. 200 [ei tan aka. i .11 || S2M NG Engine: TP Invalid invalid segnent retransmssion. Packet drop 6
Ret r ansni ssi on dr opped.
66.249. 66,189 | ted 147.237.0.19  |radimatal igr. 1| €2M NG ENgine: TCP Invalid finvalid segnent retransmission. Packet | o 6
Sates Ret r ansni ssi on dr opped.
93.172. 153. 149 |Israel 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 6
46. 19. 85. 247 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 247 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Inval i d ACK nunber monitor |6
109. 253.209.1 |israel 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |6
85.130.232.63 |Israel 147.237. 72. 166 |aka.i df . | Bad TCP sequence Invalid ACK nunber monitor |5
85. 130. 232. 63 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
154.121.5.226 |Ageria 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber monitor |5
5.102. 195. 231 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46.116.51. 225 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
176.13.10. 128 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
109. 253. 220.30 |Israel 147. 237. 77. 216 |dover. i df . i Bad TCP sequence mﬁsﬁ ;ansm"t wth different moni tor |4
209.95.56.53  |Jted 147. 237.76. 200 [ei tan aka. i .11 || S2M NG ENgine: TCP Inval i d inval id segnent retransmssi on. Packet drop 4
Sates Ret r ansni ssi on dr opped.
173. 49. 165. 107 g;:: 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |4
2.55.161. 196 | srael 147.237.72.167 |ishurimaka.idf.i[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
2.53.33. 142 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 253. 198. 1521 srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence S el reansm't with different monitor (3
79.177.31.150 |israel 147.237.77. 243 |mmvi i1 | SAM NG Engine: TQP Invalid invalid segnent retransmssion. Packet drop 3
Ret r ansni ssi on dr opped.
46. 19. 86. 120 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nvalid ACK nunber monitor |3
85.130.179. 172 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 253. 198. 152|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
46.19. 85. 110 I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |3
85.130. 179. 172 [Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber monitor |3
46. 19. 85. 92 | srael 147.237.77. 176 |nat pash.i df .i | Bad TCP sequence Invalid ACK nunber alert 3
185. 3. 147. 92 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
85.130.179. 172 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
46. 19. 85. 92 I srael 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence I'nvali d ACK nunber monitor |3
109. 67. 204. 177 |[Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 85. 77 I srael 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg reansm't with different moni tor |2
46.19. 85. 77 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 66 I 'srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 2
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46.19.86.182 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 58
46.19.86.182 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 21
46.19. 85. 39 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 14
79.179. 196. 221 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
2.53.175.175 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
185. 27.105. 10 [l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
77.138.60. 244 |France 147. 237.72. 166 |aka. i df . i | thaut hor i zed Method POST for = - Bock |3
wv aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugshi kul i m aspx
. . . Unaut hori zed URL Access to
212.76.108.26 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e.i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 3
79.179.134.75 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
77.139.172.9 |Rance 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for wwy aka. i df . il /mai n/ sachar B ock
82.171.74.199 |Netherlands |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock
77.237.138. 202 gpi%ﬂ . 147.237.77.233|atal .idf .i| Unaut hor i zed URL Access to / B ock 1
209.95.56.53 |Lhited Sates |147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww anan. i df.il/favicon.ico B ock 1
. ny-kosher - kravi . i df . ) ) )
169. 229.3.91 Lhited Sates |147.237.0. 16 i Untraceabl e SSL Sessions: Protocol violation (SSL_GONN CLI ENT_HELLOQ [None 1
-kosher - kravi . i df.
40.77.167.62 |lhited Sates [147.237.0. 16 In?/ Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
79.181.176. 49 |[Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 1
68.180.231.57 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df .il/1395-en/dover.aspx  |B ock 1
. . - SS. Lhtraceabl e Gonnection - Protocol viol ation
180. 97. 106. 162 |Chi na 147.237.77. 234 |hal ag. i df . il (SSL CONN LI ENT FELLO) None 1
Unknown HTTP Request Met hod
46. 19. 85. 46 I srael 147.237.76.42 |refuah.idf.il dlc=18bef da8d02060e2. 1454870497. 4. 1472459161. 1472459161.;  [B ock 1
in URL asp. net_sessi oni d=t xp4zn55zzvz0s550qqi pi j p
89.187.220.58 |Lebanon 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for vy aka. i df . i |/ mai n/ hone/ def aul t. aspx |Bl ock 1
79.177.35.35 |[Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock
209.95.56.53 |[Lhited Sates |147.237.76.200(ei tan. aka.idf .il Ml tiple Unaut horized URL Access from 209. 95.56. 53 B ock
. . . SS. Lhtraceabl e Gonnection - Protocol violation
180. 97. 106. 37 |Chi na 147.237.76.42 |refuah.idf.il (SSL OONN LI ENT FELLO) None 1
79.182.121. 213 [I srael 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
77.138.69. 244 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138. 69. 244 Bl ock 1
46.19.85.246 |Israel 147.237.77.233|atal .idf .il Illegal HITP \ersion Bl ock 1
109. 66. 184. 135 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v i df . i/ navy/ B ock 1
79.177.125. 67 |lsrael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112745. pdf Bl ock 1
46.117.197. 142 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
www. chamat z. aka. i d i
209.95.56.53 |Wnited Sates |147.237.77. 226, . Wnaut hori zed UR. Access to B ock 1
f.oil waw chamat z. aka. i df . i1/t enpl at es/ honepage/ hormepage. aspx
. . . SS. Lhtraceabl e Gonnection - Protocol violation
180. 97. 106. 37 |Chi na 147.237.77. 216 |dover. i df . i | (SSL OONN LI ENT FELLO) None 1
46.19. 85. 46 I srael 147.237.76. 42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
79.182. 121. 213 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
46.19.85.246 |lIsrael 147.237.77.233|atal .idf.il Mal formed URL asp. net _sessi oni d=j Ome155hner eenSaj aj dhas B ock 1
185. 32. 179. 247 | srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
. . Unhaut hori zed URL Access to
2.55.144.161 |[Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah.idf.il Untraceabl e SS. Sessions: Protocol violation (SSL_GONN QLI ENT_HELLQ |None 1
. . . Uhaut hori zed URL Access to
66.249.64.95 |Israel 147.237.76.30 |hi nush.idf.il vow tech. atal i of i1/t enpl at es/fa f aq, aspx B ock 1
180. 97. 106. 161 |Chi na 147.237.77.235|sviva. i df . i | Lhtraceabl e S Sessi ons: Protocol violation (SSL_GON QLIENT_ HALQ |None 1
I11egal HITP \ersion
46. 19. 85. 46 I 'srael 147.237.76.42 |refuah.idf.il __at uvc=0% C34%R2C2% C35%2 CO% C369R2C0% C379%RC1% C38; B ock 1
___atuvs=57e2f 5b46b214b0f 000
79.183.31.3 I srael 147.237.72.167 )i shuri maka. i df .i | SSL Wntraceabl e Gonnection - pen Mde None 1
. . Uhknown HTTP Request Method ie: in URL
46. 19. 85. 246 | srael 147.237.77.233|atal .idf.il asp. net_sessi oni d=j Onle155hncr eensaj aj dhas Bl ock 1
185. 120. 126. 2 |l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
37.142.88.204 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
157.55.39.11 |Wited Sates |147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to waw anan. i df.il/robots. txt B ock 1
66.249. 75. 186 [l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to waw nakhal .idf.il/1072- B ock 1
. m ny- kosher-kravi . i [Mitiple Wtraceabl e SI Sessions from 180. 97. 106. 162 (Pr ot ocol
180. 97. 106. 162 |Chi na 147.237.0. 17 df il violation (SSL_QONN QLI ENT_HELLO) None 1
46.19. 85. 46 I srael 147.237.76. 42 |refuah.idf.il Mal formed URL asp. net _sessi oni d=t xp4zn55zzvz0s550qdi pi j p; B ock 1
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