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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 253. 140. 27 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
109. 253. 141. 213 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 2
173.208. 197. 206 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forvard 2
222.186. 21. 97 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|[JLM Under Attack Con_Tcp drop 2
185.94. 111. 1 Russi an Federation 147.237. 76. 199 e. nakchal .idf.il B ack List drop 1
63. 141. 242. 197 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl forward 1
45.32.196. 8 Lhited Sates 147.237.76. 34 yohal an.i df .il B ack List drop 1
218. 93. 206. 21 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|[JLM Under Attack Con Tcp drop 1
69. 30. 226. 219 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl forvard 1
45. 32. 201. 228 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
109. 65. 4. 192 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ack List drop 1
63. 141. 231. 195 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site

|Sgnature

5.196.22. 55 France 147.237.77.226 |ww chamat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 12
50.63.197. 7 Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection \ariable Declaration Bvasion  [B ock 12
178. 137. 84. 187 |lkraine 147.237.77.216 |dover.idf.il C1000016: HITP. adnministrator in LR Per nirt 8
5. 196. 22. 55 France 147.237.77.226 |www chanat z. aka. i df .i| |[5670: HITP. SQ Injection (SELECT) B ock 6
50.63.197.143 |lhited Sates 147.237.77.216 |dover.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
205.144.171. 34 [Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.151.208.90 |United Kingdom [147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
205. 144.171. 34 |[Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection \ariable Declaration Bvasion  [B ock 6
50. 63.197. 7 Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  |Bl ock 6
177.12.161. 72 |Brazil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63.197. 7 Lhited Sates 147.237.76.42 |refuah.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
205.144.171. 34 [Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection \ariable Declaration Bvasion  [B ock 6
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

5.196. 22. 55 147.237. 77. 226 |France ww chanat z. aka.idf il [SQL Injection - Select From 33
50. 63.197. 7 147.237.76.42 [lhited Sates |refuah.idf.il SQ Injection - Select Fom 26
205. 144, 171. 34 [147.237. 76. 42 |Uhited Sates |refuah.idf.il SQ Injection - Select From 20
177.12.161.72 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 18
50. 63. 197. 143 |147.237.77.216|Wited Sates |dover.idf.il SQ Injection - Select Fom
91.151.208. 90 [147.237.77.74 wi;gegom lawidf.il SQ Injection - Select Fom
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

123. 141. 236. 69 |147. 237. 72. 156 ?rea’ RepUDI 1 C | v, i i1 Potential Sean or Brite Forze 3
164. 52. 227. 101 |147. 237. 76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144.65 |[147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
218.93.206.21 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
218.93.206.21 [147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
104. 167.6.84  |147.237.77.226|lhited Sates |wwuchamatz.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
45.40.135.12 |147.237.72.166|lhited Sates |aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.93.206.21 [147.237.0.34 [China tikshuv. idf.il ET SCAN Potential SSH Scan 1
94.102.56. 151 |147.237.76.38 |[Netherlands eengitav.idf.il ET SCAN Potential SSH Scan 1
23.91.75.231 |147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.93.206.21 [147.237.0.15 |[China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94.102.56. 151 |147.237. 72. 156 [Net her| ands anan. i df.il ET SCAN Potential SSH Scan 1
192. 151. 154. 43 [147.237.0.33 |Lhited Sates |[idf.il ET SCAN NVAP -sS w ndow 4096 1
94, 102.56. 151 |[147.237.0.19 |Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
183, 204. 99. 188 |147. 237. 77. 235 | i na svivaid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
66.249. 64. 117 |147.237.72.166 |Lhited Sates |aka idf.il SER_\/ER-APAO-E_Apache mod_ss| non-SSL connection to SSL port 1

deni al of service attenpt
61. 240. 144. 65 |147.237.77. 226 |Chi na wwn chanat z. aka. i df il |ET SCAN Potential VNC Scan 5800- 5820 1
164. 52, 227. 101 [147. 237.76. 176 |Lhited Sates [test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.77.19 [China | awforumidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
164. 52. 227. 101 [147.237.76.86 |lUited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.93.206.21 |[147.237.76.34 [China yohal an. i df .i| ET SCAN Potential SSH Scan 1
110. 5. 109. 236 |147. 237. 77. 235 || ndonesi a svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
45.40.135.12 |147.237.72.166|Whited Sates |aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
218.93.206.21 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
104.167.6.84 |147.237.0.19 |lhited Sates |madimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.40.135.12 |147.237.72.166|lWnited Sates [aka. idf.il ET SCAN NVAP -f -sS 1
218.93.206.21 [147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
94, 102. 56. 151 [147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
94.102.56. 151 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
192. 151. 154. 43 [147.237.0.33 |Whited Sates |[idf.il ET SCAN NVAP -sS wi ndow 3072 1
183, 80. 100. 233 |147. 237.8.14 |\t et nam o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
61.240. 144. 65 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
175. 103. 58. 114 |147. 237. 76. 30 |I ndonesi a hi nush. i df . i | ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.77.74 |China lawidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address Devi ce

Action ‘Count

‘Signature

Attacker CQountry ‘Target Addr ess ‘Ste

37.76.195. 112 glcisgii:;a” Territory. 1y 47, 237. 7. 216 |dover.idf. i1 |dr op Frst packet isn't SN drop 65
154.121.5.226 |Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
109. 253. 131. 230|I sr ael 147.237.72. 166 |aka. i of . i SYN Att ack SYN -> SYN-ACK -> RST monitor |25
154.121.5.226 |Ageria 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout monitor |20
188. 161. 61. 108 glcisgiig;a” Territory.ty 47 237, 77. 176 |nat pash. i ot . i1 |dr op First packet isnt SWN drop 12
154.121.5.226 |Ageria 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 40 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
109. 253. 206. 222|l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 11
37.26.147.175 |israel 147.237.72.166 |aka idf.il  |Bad TOP sequence wﬁtr:ﬁt;jgzz;;gm moni tor |10
154.121.5.226 |Ageria 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 86. 40 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert 10
154.121.5.226 |Ageria 147.237.77. 176 |natpash.idf i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |10
154.121.5.226 |Ageria 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber moni t or 9
46.116. 1. 156 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 8
109. 253. 131. 230|l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 8
109. 253. 206. 222|I sr ael 147.237.72. 166 |aka. i of . i | SYN At t ack nonitor |8
79.178.104. 137 |Israel 147, 237.76. 200 [ei tan. aka. i of o' SAM NG Engine: TP Invalid inval i d segnent retransnissi on drop 8
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 131 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 7
46.19.86.158  |[israel 147.237.72.166 |aka.idf.il  |Bad TCP sequence ﬂ;‘gﬁtrmjgzgctaj‘é‘”h moni tor |7
46. 19. 86. 18 I srael 147.237.77.233|ata .idf.il  [Bad TCP sequence I'nvali d ACK nunber alert 7
79.177.203. 190 |[Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
93.173.72.108 |Israel 147.237.72. 166 |aka. i of . i SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |7
46. 19. 86. 18 I srael 147.237.77.233|ata .idf.il  [Bad TCP sequence I'nvali d ACK nunber monitor |7
93.173.72.108 [ srael 147.237.72.166 |aka idf.il  |Bad TOP sequence wﬁtﬁ;jﬁl&gth moni tor |7
37.26.147.175 |israel 147.237.72. 166 |aka. i of . i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |6
80. 246. 137. 164 I srael 147.237.77. 216 |dover.if i1 [Bad TOP sequence ﬂﬁtﬁ;ggzl;gth moni tor 6
46. 19. 85. 217 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
84.111.104.92 |israel 147.237.72.156 |anan.idf.il  |SYN At tack SYN -> SYN-ACK -> RST noni t or
185.120. 125. 11 | srael 147, 237. 76. 200 e tan. aka i of || M NG Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.217  [israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvali d ACK nunber monitor |6
80.246.138.73 I srael 147.237.72.156 |aman.idf i1 |Bad TOP sequence ﬂﬁtﬁ;ggzl;gth moni tor |6
109. 253. 218. 21 |Israel 147.237.72.166 |aka.idf.il  |Bad TCP sequence ﬂe}ﬁtr;’;;s&;g&gm monitor |6
176.13.239.33 |lsrael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.26.147.205 |israel 147. 237, 76. 200 | tan. aka. i of .| | SAM NG ENgi ne: TGP | nvalid invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
46.120.144.35 |israel 147, 237.77. 243 |rvit e i o1 | SAM NG Engine: TCP Inval i invalid segnent retransmssion. | o 6
Ret ransn ssi on Packet dr opped.
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
46. 19. 86. 40 | srael 147.237.76.42 |refuah.idf.il |dr op Frst packet isn't SN drop 5
154.121.5.226 |Ageria 147.237.77. 176 |mtpash.i df .i| |[Bad TCP sequence Inval i d ACK nunber alert 5
85.130.232.63 |[lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
154.121.5.226 |Ageria 147.237.77. 176 |mtpash.idf.i| [Bad TCP sequence I'nvali d ACK nunber monitor |5
154.121.5.226 |Ageria 147.237.77. 176 |mtpash.i df .i| |[Bad TCP sequence Inval i d sequence nunber moni t or 5
37.26.147.175 |Israel 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 5
207. 241. 226. 144|Wited Sates 147.237.77. 216 [dover.idf.il |drop SAMrule drop 4
37.26.147.175 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
80.246.138.73 |Israel 147.237.72.156 |anan.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti meout monitor |4
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
46.116. 1. 156 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
37.26.147.175 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
85.64.136.102 | srael 147.237.77. 243 it et || ©aM NG Enginer T Invalid - fimalid segnent retransmssion. | o 4
Ret ransn ssi on Packet dr opped.
176.13.239.33 |lsrael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.176.144.20 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 67
84.108. 232. 159 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 48
14. 155. 227. 140 |Chi na 147.237.77. 216 |dover.idf .i | Ml ti pl e Unaut horized URL Access from 14. 155. 227. 140 Bl ock 17
14. 155. 227. 140 |China 147.237.77. 176 |nat pash. i df . i | Mil tipl e Waut hori zed URL Access from 14. 155. 227. 140 B ock 16
46.19. 86. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
14. 155. 227. 140 |Chi na 147.237.77. 216 |dover.idf .i | PHP At t enpt Bl ock
14. 155. 227. 140 |China 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock
Wiy, chamat z. aka. i d |unaut hori zed URL Access to
5.29.51.225 | srael 147.237.77. 226 f.il wan chanat z. aka. i df . i | /tenpl at es/ fag/ f ag. aspx Bl ock 5
77.125.87.136 | srael 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Met hod HEAD for Bl ock 5
wan aka. i df . i |/ nai n/ gi yus/ gener al . aspx
109. 253. 204. 1521 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
2.53.135. 17 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
77.126.0. 56 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed Method for Known URL from77.126.0.56 |B ock 3
85. 65.194. 115 |[Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mvde None 2
176.228.36.95 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
77.237.138. 202 |Czech Republic |147.237.77.235|sviva.idf.il Unaut hori zed Met hod HEAD for / B ock 1
. . Uhaut hori zed URL Access to
66. 249. 79. 59 | srael 147.237.77.216|dover. i df . i | 147. 237. 77. 216/ 1129- he/ dover . aspx B ock 1
62.0.117.253  |israel 147.237.72. 156 |aman. i df . i | Wnaut hori zed LR Access to . . . Bl ock 1
wane aman. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png
2.53.138. 237 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 1
77.126.0. 56 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df . i |/ mai n/ kapat z/ Bl ock 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
66.249. 64. 117 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
] . . . . S Uhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates |147.237.72.167 i shuri maka.idf.il (SSL CONN CLI ENT FELLO) None 1
} . . . Uhaut hori zed URL Access to
68.180.228. 44 |Wnited Sates |[147.237.76.200|eitan. aka.idf.il v el tan. aka. i df i 1/t enpl at es/ shar ed user cont r ol s/ header upper / B ock 1
] . . D stributed Whaut horized Met hod for Known URL on
66.102.9.2 Uited Sates |[147.237.72.166|aka.idf.il vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1
Russi an . . D stributed Whaut hori zed Method for Known URL on
95. 143. 213. 229 er ati on 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
. . Uhaut hori zed Met hod PCST for
77.138.113. 154 |France 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64. 142 |l srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ si p_st or age/ fi | es/ 8/ 3208, pef B ock 1
14. 155. 227. 140 |Chi na 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df . il/index. asp Bl ock 1
. . S Whtraceabl e Gonnection - Protocol violation
79.181. 200. 123 |Israel 147.237.77. 216 |dover.i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
] . . Uhaut hori zed Met hod PCST for
66.102.9. 8 Uited Sates |[147.237.72.166|aka.idf.il v aka. i df i |/ mai v i yus/ book et s. aspx B ock 1
. . Uhaut hori zed Met hod PCST for
77.138.168. 251 |France 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ rai v har edi i gener al . aspx B ock 1
66.249.64.181 |[Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
77.126.0.56  [israel 147.237. 72. 166 |aka. i df . i | 'Ilegal Byte ode Character in LR /naikapatz//resiol2 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
66.102. 9. 24 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/main/home/ defaul t.aspx [B ock 1
157.55.39.102 |thited Sates [147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to nadimatal .idf.il/robots. txt B ock
77.139. 119, 38 France 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _maut_horl zed Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 64. 183 |l srael 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.120.144.35 |Israel 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 1
85.64.179. 145 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 1
66.240.192. 138 |Lhited Sates  [147. 237. 76. 147 [chi nuch. aka. i df . i | Lhaut hori zed URL Access to 147.237. 76. 147/ robot s. t xt B ock 1
i www. chanmat z. aka. i d ) o
157.55.39.226 |lhited Sates 147.237.77. 226 £l Uhaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
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