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|Top Attackers | n DDoS- Def ence |

Attacker ‘Target

Attacker .
Signature

Address Country Address

2.53.137. 183 I srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 6
173.208. 150. 116 Lhited Sates 147.237. 76. 30 hi nush. i df .i | bl ock-sp-trafl forward 2
69. 30. 193. 250 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
204. 12. 220. 82 Lhited Sates 147.237.0. 17 Im”’" kosher-kravi. i df.i |p o sptraf1 forvard 1
71.15.85.176 Lhited Sates 147.237.77. 179 e nazi.idf.il JLMPurple Con Limt_Tcp dr op 1
173. 208. 197. 202 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-trafl forward 1
69. 30. 193. 250 Lhited Sates 147.237.77. 233 atal .idf.il bl ock-sp-traf 1 f orwar d 1
204. 12. 220. 85 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
142.54.174. 82 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf1 forward 1
176. 228. 24. 49 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
69. 30. 226. 220 Lhited Sates 147.237.72. 166 aka. idf.il bl ock-sp-traf 1 forward 1
142.54. 174. 86 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forward 1
63. 141, 231. 195 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-trafl forward 1
198. 204. 224. 235 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 1
69. 30. 226. 220 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf1 forward 1
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79.179.19. 77 147.237.72. 166 I srael aka.idf.il ET SCAN NVAP -sA (2) 2
115 238, 163, 174|147, 237. 77 235 |chi na svivaid il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
5.149.251. 149 |147.237.77.176|uni ted Ki ngdom |nat pash.idf.il ET SCAN NVAP -sS w ndow 1024 2
193 142, 241 28 |147. 237, 77 216 |07€R Republic |, ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 5
of Potential Scan or Brute Force
94.102.56.151 [147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
94.102.56.151 |147.237.76.34 [Netherlands yohal an. i df .i | ET SCAN Potential SSH Scan 1
198.20.69.74  |147.237.8.45 |lited Sates |e.eitan.idf.il SERVER APACHE Apache nod_ssl non-SSL connection to SSL 1
port denial of service attenpt
163. 172. 238. 45 |147.237.72. 156 |Uni ted Ki ngdom |anman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.137.168. 128 [147.237.77.74 |Canada lawidf.il ET SCAN Potential SSH Scan 1
118. 103. 126. 194|147. 237. 77. 179 [Japan e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
47.88. 4. 204 147. 237. 77. 226 |Canada wwwy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 234 ?;Z:;:I”ion hal ag. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
94.102.56.151 [147.237. 77. 233 |Net her| ands atal .idf.il ET SCAN Potential SSH Scan 1
94.102.56.151 |147.237.77. 176 |Net her| ands nat pash. i df .i | ET SCAN Potential SSH Scan 1
94.102.56.151 |147.237.76. 200 |Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
94.102.56.151 [147.237.0.200 [Netherlands mdu.idf il ET SCAN Potential SSH Scan 1
176.228.24.49 |147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
71.15. 85. 176 147.237.77.235|lhited Sates  [svivaidf.il ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.77.234|thina hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
116.26. 7. 25 147 237 76.39 |chi na oobi | e el tav. i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.143.82.50 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
113. 105. 246. 214|147. 237. 77. 176 |Chi na nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
105. 67. 4. 128 147.237. 77. 216 |Mor occo dover.idf.il portscan: TCP O stributed Portscan 1
94.102.56.151 |147.237. 77. 205 [Net her | ands prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
141. 226.218. 32 |Israel 147.237.77. 234 |hal ag.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |48
105.71.8.18  |Morocco  |147.237.77.216|dover.idcf.il  |Bad TCP sequence mﬁsggansm with different moni tor |46
105.71.8.18 Mor occo 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 39
105. 67. 4. 128 Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 33
105. 67. 4. 128 Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
80. 246. 139. 4 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 17
142.244.5.112 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |12
105.71. 8. 18 Mor occo 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber nonitor |11
105.71.8.18 Mor occo 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 10
80. 246. 139. 4 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST nonitor |10
46. 19. 85. 130 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
46.19.85.130  |[israel 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁ;ﬁfﬂsm wth different moni tor |10
109. 253. 240. 157l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
105.71.8.18 Mor occo 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
84.111.38.84  |Israel 147, 237, 76. 200 |ei tan. aka. i of. i1 | €M NG Engi ne: TP Irvalid invalid segrent retransnission. Packet drop 8
Ret r ansni ssi on dr opped.
46.19.85.130  |[israel 147. 237.77. 216 |dover. i df . Bad TCP sequence mﬁsgrea”smt wth different moni tor |8
105.67.4.128  |Morocco  [147.237.77. 216 |dover. i f il Bad TCP sequence mﬁ;ﬁfﬂsm with different moni tor |8
105. 67. 4. 128 Mor occo 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber alert 8
66. 102. 9. 147 Lhited Sates |147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
105. 67. 4. 128 Mor occo 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor |8
105. 67. 4. 128 NMor occo 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 8
109. 253. 240. 157l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
S rean ng Engi ne: TCP SYN '
105.67.4.128  |Morocco  |147.237.77. 216 |dover. i df .i | odi £ 6 nget ?ansni s on z‘krﬁ‘mﬁ%ie‘é_edsbﬁf;giengiﬁf;xf U 3 6
46.19.86.251  |Israel 147.237.77. 243 |mvi e i1 | €AM NG Engine: TCP I nval id inval id segnent retransmission. Packet drop 6
Ret r ansni ssi on dr opped.
185. 32. 179. 149 |l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
79.181.58.141 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnissi on. Packet drop 6
Ret r ansni ssi on dropped.
84.94.182.234 |lsrael 147.237.72. 167 [ishurimaka i df.i [Bad TCP sequence nonitor |6
176.13.246.88 |Israel 147.237. 77, 243 |mbi e ich. i1 || S NG Engine: TP Invalid |invalid segnent retransmission. Pcket |y o, 6
Ret r ansni ssi on dr opped.
80.246.139.4  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁ;ﬁfﬂsm wth different moni tor |6
84.94.182.234 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 6
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 5
80. 246. 139. 4 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
207.241. 226. 144|lhited Sates |147. 237. 77. 216 |dover.idf . il dr op SAMrul e drop 5
2.55.179. 142 | srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |5
185.32.179. 149 |Israel 147.237.72. 166 |aka. i df .1 Bad TCP sequence i;;e”a”sm't with different wndow | oonitor |5
141. 226. 218. 32 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5
141. 226. 218. 32 |l srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Invalid ACK nunber alert 5
2.55.191.108 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.46. 39. 81 I srael 147. 237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber nonitor |4
46.19. 86. 92 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST monitor |4
37.46.41.214 | srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 4
37.26.149. 137 [Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
79.182.147. 135 |Israel 147.237.76.86 [navy.idf.il SYN At ack SYN -> SYN-ACK -> RST monitor |4
66.249.64. 169 |United Sares [147. 237 7. 243 |mbileicr i1 | S NG Bgine: TCP Invalid finvalid segnent retransmssion. Pcket | o 3
Ret r ansni ssi on dr opped.
46.19.85.73 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop
84.94.182.234 |lsrael 147.237.72. 167 [ishurimaka i df.i [Bad TCP sequence Invalid ACK nunber alert
176.13.19.64  [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence mﬁsggansm wth different moni tor |3
5.149. 251. 149 z‘i;;gom 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST monitor |3
84.94.182.234 |[Israel 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.147.161 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
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46. 19. 85. 83 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 137
2.53.138. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 62
109. 253.132.3  |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 54
2.53.20.6 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 38
. . Unaut hori zed Met hod HEAD for
77.125.87.136 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx Bl ock 17
2.53.135. 99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 14
176.13. 247. 182 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
185. 120. 126. 29 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod CPTIONS for v aka. i df.il/ B ock 6
185. 120. 126. 29 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 1/ B ock 3
46. 19. 85. 220 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.179. 25. 10 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
5.22.134. 70 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
2.53.166. 16 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed Met hod HEAD for
217.132.44.28 [Israel 147.237.72. 166 [aka. i df . i | vaw aka. i df i |/ nai n/ gi yus/ ki osk/ ki osk. aspx Bl ock 2
109. 253. 201. 89 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.126. 39. 25 I srael 147.237.72. 166 [aka. i df . i | v aka i dff i |/ mai r/ sachar / pi r suneyof et . aspx None 1
Unknown Par anet er
217.132.116. 109]1 srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $erai | Updat e$r pt Emai | Subj ect s [None 1
Li st $ct | 00$chbEai | Subj ect in wwv aka. i df .il/nai n/ gi yus/ f ag. aspx
180. 97. 106. 162 |Chi na 147.237.76.30 |hi nush.idf.il Unhaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy Bl ock 1
46. 19. 86. 140 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL |i ke B ock
] . . . Untraceabl e S3. Sessions: Protocol violation
169. 229. 3. 91 Lhited States [147.237.77.235|sviva.i df . il (SSL_OONN LI ENT HELLO None 1
46.19. 85. 73 I srael 147.237.76.86 |navy.idf.il Mal for med LRL Bl ock 1
2.53.138. 237 I srael 147.237.77.243|nobi le. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
87.69.67.177 | srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on v aka. i df.il/main/ B ock 1
66. 240.192. 138 |Lhited Sates |147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
46. 19. 85. 89 I srael 147.237.76.86 |[navy.idf.il I11egal HITP \ersion Bl ock 1
. m ny- kosher - kr avi . i _
180. 97. 106. 161 |Chi na 147.237.0. 17 df il Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy B ock 1
110. 170. 10. 178 [Thai | and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
5.149. 251. 149 LK*i"rfgegom 147.237.77. 176 |nat pash. i df . i | Unaut hori zed Method CPTI QNS for / Bock |1
. ] D stributed Whaut horized Method for Known URL on
77.139. 226. 111 |France 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
217. 132. 165. 113l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for v aka. i df . i |/ mai n/ gi yus/ B ock 1
180. 97. 106. 162 |Chi na 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy Bl ock 1
46. 19. 86. 140 I srael 147.237.77.216|dover.i df . il Unknown HTTP Request Method (KHTM., in URL |ike B ock 1
46.19.85. 73 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Met hod /en_US, FBOP/5] in URL B ock 1
2.53.140. 189 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
89.237.114.86 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . Unaut hori zed URL Access to
66.249.64. 139 |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8876- he/ r ef uah. aspx B ock 1
198. 20. 87. 98 Lhited Sates |147.237.77.216|dover.i df . il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt Bl ock 1
. . . . D stributed Unaut hori zed LRL Access on
180. 97. 106. 161 |Chi na 147.237.0.19 |nadimatal .idf.il 180. 163. 113. 82/ check pr oxy Bl ock 1
. . Lhaut hori zed URL Access to
141.226.218.32 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Lhi ted . . Untraceabl e S3. Sessions: Protocol violation
5.149.251.149 |\ /" om 147.237.77. 176 [nat pash. i df . i | (SSL_OONN LI ENT FELLO) None 1
185.27.105. 74 |Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wwu i df.il/watch Bl ock 1
46. 19. 86. 251 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
. . . . D stributed Unaut hori zed LRL Access on
180.97.106. 37  [Chi na 147.237.0.34 |tikshuv.idf.il 180. 163, 113. 82/ check pr oxy B ock 1
89.248.172.16 |Netherlands |147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to 147.237.76.30/ robots. txt B ock 1
www. chamat z. aka. i d|ostri i
66.249. 65.14  |Israel 147.237.77. 226, . Distributed hauthori zed URL Access on B ock 1
foil ww chanat z. aka. i df . i | /404. aspx
216. 244.66.236 |Wited Sates [147.237.0.34 |[tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock 1
. . . D stributed Unaut hori zed URL Access on
180. 97. 106. 161 |Chi na 147.237.72. 156 [arman. i df . i | 180. 163. 113. 82/ check pr oxy Bl ock 1
46. 19. 86. 140 I srael 147.237.77.216|dover.i df . il Abnornal |y Long Request request version B ock 1
157. 55. 39. 153 Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
37. 46. 39. 223 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwy aka. i df.il/main/ B ock 1
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