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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
81.62.177.18 Sii t zerl and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

109. 65. 77. 214 [147.237. 72. 166 |I srael aka. idf.il Xenu Link Seuth User Agent 32
218. 205. 151. 198[147. 237. 76. 86 |Chi na navy.idf.il ET SCAN NVAP -f -sS 1
94.102.56.151 [147.237.8.14 |Netherlands [e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.86 |China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102.56.151 |147.237.0.33 |Netherlands  |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
46.183.223.228 [147.237.0.17 |Latvia mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97. 106. 161 |147.237.77. 176 |Chi na nat pash. i df .i | . . 1
port denial of service attenpt
. . o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180. 97. 106. 37 147.237.76.39 |China nobi le.neitav.idf.il . . 1
port denial of service attenpt
. N L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
113. 101. 77. 56 147. 237. 72. 167 |Chi na ishurimaka.idf.il . 1
Potential Scan or Brute Force
112 246.72.39  |147. 237 77. 176 |oni na vat vash i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T I pash-1dt- Potential Scan or Brute Force
106. 186. 20. 183 [147.237.8.46 |Japan e. chinuch.idf.il ET SCAN Potential SSH Scan 1
218. 205. 151. 198|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
106. 120. 209. 152|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN NVAP -f -sS 1
211.149.222.5 |[147.237.0.16 [China ny-kosher-kravi.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
94.102.56.151 [147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.31 |China nakchal . i df i ET SCAN Potential WNC Scan 5900- 5920 1
46.183.223.228 [147.237.77.61 |Latvia e.cogat.idf.il ET SCAN Potential SSH Scan 1
, o SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 162 |147.237.0. 15 Chi na kosher-kravi .idf.il . . 1
port denial of service attenpt
46.19. 85. 94 147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
, . |SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 37 147.237.77. 226 |Chi na waw chanat z. aka. i df . i | . . 1
port denial of service attenpt
118. 103. 126. 194|147. 237.8. 46  [Japan e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
113.99.216.37 |147.237.0.35 [China akavs. i df . il . 1
Potential Scan or Brute Force
106. 120. 209. 152|147. 237. 76. 86 [Chi na navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
94.230. 86. 234 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 74
77.126.58.14  |israel 147. 237. 77. 243 |nobi l e.i df .i | Streamng Engi ne: TCP Inval id finvalid segnent retransmission. | 30
Ret r ansni ssi on Packet dr opped.
78.11. 48. 201 Pol and 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |21
164. 39. 74. 202 LK*i‘irfgegom 147. 237. 76. 200 |ei tan. aka. i f . ‘:E; fzrr:"sr:g slzﬂig(;:e: TP Invalid 'P’;‘éak'eitd dsregg;g; retransmssion. |, 20
176.13.236.29 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 18
78.11.48.201  [Pol and 147.237.72. 166 |aka. i df .| Bad TCP sequence ;ﬁ?ﬁ;ﬁ;ﬁ;gggth monitor |18
78.11. 48. 201 Pol and 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 17
94.230. 86.234 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 16
176.13.236.29 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence ﬂ;ﬁﬁ;ﬁgﬁlﬂm monitor |15
2.53.27. 68 I'sr ael 147.237.72. 167 |i shuri maka. i df . i | Streamng Engine: TCP Invalid Jinvalid segnent retransnissi on. dr op 15
Ret r ansni ssi on Packet dropped.
123.63. 1. 99 India 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
109. 67.160.75  [Israel 147. 237.77. 216 |dover i f . i Bad TCP sequence ﬁﬁﬁ:ﬁ;g&gth monitor |13
212.29.252.81 |Israel 147.237. 77. 216 |dover.i df .i drop First packet isn't SWN drop 12
46.19. 86. 251 I srael 147. 237. 77. 176 |nat pash. i of . | SYN Attack SYN -> SYN-ACK -> RST noni t or 12
87. 68. 5. 202 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence noni t or 10
37.26.147.145 |Israel 147.237. 72. 167 |i shuri maka. i df . | Bad TCP sequence moni tor (8
46. 19. 85. 52 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |7
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 179 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
2.55.165.98  |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id finvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dr opped.
37.26.147.240 |israel 17.237.0.17 [V kosher-kravi-id 1paq TOP sequence Invalid ACK nunber monitor |6
46. 19. 86. 160 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6
172.172.173. 162|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 5
212.29. 252. 81 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 5
77.139. 163. 226 |France 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 5
87.68.5. 202 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
87.68. 5. 202 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |5
87. 68. 5. 202 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 5
37.26.147.240 |israel 147.237.0.17 [V kosher-kravi. 1d lpaq TOP sequence Invalid ACK nunber aert 5
141. 226. 217. 234l srael 147.237. 72. 166 [aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
77.138.114. 170 |Fance 147.237.72. 166 |aka. i df .| dr op First packet isn't SYN drop 4
37.26. 147. 145 | srael 147.237.72. 167 |i shuri maka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 86. 21 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber moni tor (4
176. 13. 248. 147 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
77.124.1. 168 I srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |4
37.26.147.145 |Israel 147. 237. 72. 167 |i shuri maka. i df . | SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |4
37.26.146.230 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 4
37.26.146.230 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence moni tor |4
37.26.147.145 |lsrael 147.237.72. 167 |i shuri maka. i df . il drop First packet isn't SYN drop 4
213.8.204. 41 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 6 I srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST moni tor |4
77.138.114.170 |France 147.237.72. 166 |aka.i df .i| Bad TCP sequence noni t or 4
37.26. 147. 145 | srael 147.237.72. 167 |i shuri maka. i df . il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 86. 21 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber aert 4
87.68. 5. 202 | srael 147.237.72. 166 |aka. i df .| dr op First packet isn't SYN drop 4
79.179.15.76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
5.29.132.54 I srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout moni tor 3
37.46.41. 214 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |3
83.130. 11. 231 | srael 147.237.72. 166 |aka. i df .| dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
59. 39. 240. 56 Chi na 147.237.77.216|dover. i df . i | Ml tiple Whaut horized URL Access from 59. 39. 240. 56 B ock 17
. . Mul tipl e Whaut hori zed Method for Known URL from
109. 65. 77. 214 |lIsrael 147.237.72. 166 |aka. i df . i | 109. 65. 77. 214 B ock 14
59. 39. 240. 56 Chi na 147.237.77. 216 |dover . i df . i | PHP At tenpt B ock 5
109. 253. 136. 127|I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 65. 77. 214 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 65. 77. 214 B ock 3
80. 246. 137. 224 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.184.72 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 2
83.130.250.70 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
W, ch z. aka. i df i
5.29.51. 225 I srael 147. 237, 77. 226 | ChanBL 2. aka. i df Junaut hori zed URL Access to B ock 2
R wanw chamat z. aka. i df . i 1/t enpl at es/ honepage/ hormepage. aspx
79.178. 250. 149 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
. . Unaut hori zed URL Access to
31.210.187.0 I srael 147.237.72. 166 |aka. i df . i | voww aka. i of i 1/si p storage/fil es/ 3/ 61193, p B ock 2
] ] . Unaut hori zed Met hod PCST for
208. 74.52. 71 Lhited Sates [147.237.72.166|aka.idf.il v aka, i f i 1/si t es/ hone/ def aul t . asp B ock 2
213.8.204. 41 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock
66.240.192. 138 |Lhited Sates [147.237.77.176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock
] . - . Lht raceabl e SS. Sessi ons: Protocol viol ation
169. 229. 3. 91 Lhited Sates [147.237.76.30 |[hinush.idf.il (SSL_OONN LI ENT FELLO) None 1
94.230.86.234 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css |B ock
77.124.1.168 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
. - - SS. Lhtraceabl e Gonnection - Protocol violation
180. 97. 106. 161 [Chi na 147.237.77. 176 [nat pash. i df . i | (SSL CONN LI ENT FELLO) None 1
109. 67. 224. 137 |israel 147.237.77. 216 |dover . i df . i | Distributed Lhat hori zed LR Access on B ock 1
v i df i |/ https: /wawidf.il/
213.8.204. 41 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.i|/xmrpc. php B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
169. 229 3. 91 Wited Sates |147.237.77. 243 |nobi le.idf il Lht raceabl e SS. Sessions: Protocol viol ation None 1

(SSL_CONN CLI ENT_HELLO)

94.230. 86.234 |Israel 147.237.77. 216 |dover. i df .i | Distributed thaut horized URL Access on B ock 1
v i df i |/ https: /v idf.il/

Lhtraceabl e S Sessi ons: Protocol viol ation

180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi.idf.il (SSL_OONN LI ENT FELLO) None 1
84.108. 6. 31 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
213.151.56.41 |Israel 147.237.77. 216 |dover . i df . i | Distributed Lhat hori zed LR Access on B ock 1
v i df i |/ https: /wawidf.il/
66. 249. 79. 59 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx |B ock 1
. . . DO stributed Unaut hori zed URL Access on
180. 97.106. 37  |China 147.237.72. 166 |aka. i df . i | 180. 163. 113. 82/ check pr oxy B ock 1
109. 64. 150. 151 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
79.178.250. 149 [Israel 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
204.79.180. 253 |Wnited Sates |147.237.72.166 |aka.idf.il Wnaut hori zed Method PCST for B ock 1
aka.idf.il/portal ml uinitenpl at es/i nner. asp
59. 39. 240. 56 Chi na 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/index. asp B ock
141. 226. 217. 225|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84.108.138.15 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Request Content Type text/ping Bl ock 1
- . Unaut hori zed URL Access to
66.249.79.143  |Israel 147.237.77. 216 |dover . i df . il 147, 237. 77. 216/ 1133- 23184~ he/ dover . aspx Bl ock 1
37.26.146.230 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None 1
. . . - - Lht raceabl e SS. Sessi ons: Protocol violation
180. 97.106. 37  |China 147.237.76.39 |mobile.neitav.idf.il (SSL_CONN QLI ENT HELLO) None 1
www. chamat z. aka. i df _ S
80. 246. 130. 94 | srael 147.237.77. 226 i Unhaut hori zed URL Access to waww chamat z. aka. i df . i |/404. aspx B ock 1
66. 102. 9. 26 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/main/home/ defaul t.aspx |B ock 1
] . . - Unaut hori zed URL Access to
157.55.39.119 |Wited Sates |147.237.0.34 |tikshuv.idf.il vaw ti kshuv, i o .1 1/si t e/ gener al . asp. . . 669&doci d=72592 B ock 1
2.53.47.58 I 'srael 147.237.72.167|i shuri maka. i df .i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
85.250.186.79 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1

Paraneter Type M ol ati on PageNumin
wawy i df . i |/ 1393- en/ dover . aspx
D stributed Lhaut hori zed URL Access on

46. 19. 85. 198 | srael 147.237.77.243|nobi | e.i df . i | mobi | e.idf i1/ nekudot /i ndex B ock 1

68.180.231.57 |lLnited Sates [147.237.77.216|dover.idf.il B ock 1

. waw. chamat z. aka. i df |s3. ntraceabl e Gonnection - Protocol violation
180. 97. 106. 37 Chi na 147.237.77. 226 i (SSL_CONN CLI ENT_HELLO) None 1
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