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109. 253. 219. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
77.138. 26. 130 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 65. 192. 59 | srael 147.237.72. 167 ishurimaka.idf.il B ack List dr op 6
109. 65. 192. 59 | srael 147.237.77. 216 dover.idf.il B ack List drop 5
5.29.247. 41 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
173. 208. 197. 205 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-trafl forvard 2
89. 138. 107. 66 | srael 147. 237. 76. 42 refuah.idf.il B ack List drop 2
63. 141. 231. 194 Lhited Sates 147.237. 76. 147 chi nuch. aka. i df .i | bl ock-sp-trafl forward 2
63. 141, 242. 194 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
196. 200. 16. 203 Kenya 147.237.77. 176 nat pash. i df . i | Invalid TGP H ags drop 1
46. 19. 85. 206 I srael 147.237.77. 216 dover.idf.il ;?: handshake violation, first packet mot |, 1
69. 30. 193. 251 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
204. 12. 220. 82 Lhited Sates 147.237.0. 17 Im”y' kosher-kravi. idf.i |\ o cptraf1 forvard 1
77.138.52. 97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
173. 208. 197. 206 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 1
91. 230. 121. 158 Lkr ai ne 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
69. 30. 226. 218 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 f orward 1
41. 206. 63. 130 Kenya 147.237.77. 176 nat pash. i df . i | Invalid TGP H ags drop 1
139. 167. 186. 232 S ngapore 147.237.77. 216 dover.idf.il ;?: handshake violation, first packet mot |, 1
85. 130. 255. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
63.141. 231. 197 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 f orward 1
185.94.111.1 Russi an Federation 147.237. 76. 34 yohal an.idf.il B ack List drop 1
69. 30. 226. 219 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 f orward 1
41. 206. 63. 132 Kenya 147.237.77. 176 nat pash. i df . i | Inval i d TP H ags dr op 1
142.54.174. 82 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forward 1
87.69. 118. 82 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
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109. 65. 77. 214  |147.237. 77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
91.224.160.106 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 2
109. 65. 77. 214  |147.237. 72. 166 |I srael aka.idf.il Xenu Link S euth User Agent 2
91.224.160. 106 [147.237.0.19 |[Netherlands  [nadi matal.idf.il ET SCAN Potential SSH Scan 1
108.52.13.168 [147.237.72.167 |Lhited Sates [ishurimaka idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
66.249.93.202  |147.237.72. 166 |Eur ope aka. idf.il ET SCAN NVAP -sA (2) 1
94.102.56.151 |147.237.77.234|Netherlands  |halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211.149. 219. 167|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 200. 137 [147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
94.102.56.151 |147.237.76.198 Netherl ands  |e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14.140.252. 90 |147.237. 76. 200 |Indi a eitan. aka.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37  |147.237.0.17 |China m ny- kosher -kravi .idf.il SERVER APAO_E Apac.he rmd_SSI non-SSL connection to SS. 1
port denial of service attenpt
94.102.56.151 |147.237.72.156 |Netherlands  |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14.140.252.90 |147.237.76.176|India test.ncore.idf.il ET SCAN Potential SSH Scan 1
128. 199. 207. 123|147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.102.56.151 |147.237.8.50 |Netherlands |e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14.140.252.90 |147.237.76.44 |Iindia e.refuah.idf.il ET SCAN Potential SSH Scan 1
128.199. 83. 245 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.102.56.151 |147.237.0.200 |Netherlands  |ndu.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14. 140. 252. 90 |147.237.76.34 [India yohal an. i df . il ET SCAN Potential SSH Scan 1
110. 5. 109. 236  |147. 237. 77. 170 |l ndonesi a naar achot . i df . i ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106 |147.237.76.147 |Netherlands  |chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
109. 65. 174. 200 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
77.126. 25. 57 147.237.76.86 |Israel navy. i df il ET SCAN NVAP -sA (2) 1
100. 13. 130. 4 147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 66. 15 147.237.77.170|Whited Sates |[naarachot.idf.il ET SCAN NVAP -sA (2) 1
94.102.56.151 [147.237.76.199|Netherlands  |e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
180.97.106.37 [147.237.76.38 [china e.emeitav.idf.il SERVER APACHE Apache nod_ssl non-SSL connection to SSL 1
port denial of service attenpt
41.251. 250. 250 |147.237.77. 216 |[Mor occo dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
94.102.56.151 |147.237.76.176|Netherlands  [test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14. 140. 252. 90  |147.237.76. 198 |Indi a e.yohal an.idf.il ET SCAN Potential SSH Scan 1
139. 167. 186. 232|147. 237. 77. 216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.102.56.151 |147.237.72.14 [Netherlands  [dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
14. 140. 252. 90 |147.237.76.86 |India navy.idf.il ET SCAN Potential SSH Scan 1
128. 199. 167. 194|147. 237. 77. 216 |9 ngapore dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
94.102.56.151 |147.237.8.28 [Netherlands [e. nobile-ks.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
14.140.252. 90 |147.237.76.38 |India e.eneitav.idf.il ET SCAN Potential SSH Scan 1
128.199. 81. 128 |147.237. 77. 216 |9 ngapore dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
94.102.56.151 [147.237.0.15 |[Netherlands  [kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14.140.252.90 |147.237.0.15 |india kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
109. 253. 219. 88 [147.237.76.30 |Israel hi nush. i df il ET DB Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
91.224.160.106 [147.237.76.34 |Netherlands |yohal an.idf.il ET SCAN Potential SSH Scan 1
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different w ndow scal e

46.121.152. 242 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |36
5.45. 62. 150 Net her | ands 147.237.72.166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 30
109. 253. 219. 88 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
5.45.62.150  [Netherl ands 147.237.72. 166 |aka.i df i Bad TCP sequence wﬁtr\?;;j;;?c;gth moni tor |27
46.19. 85. 94 I srael 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence wﬁtrs\f;zzl&gth moni tor (23
46.19.85.206  |Israel 147.237.77. 226 | "} chanat z. aka. 1df 1pad TGP sequence Inval i d ACK number monitor |14
46.19.85.3 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |14
46.19.85. 3 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 86. 140 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 12
80. 246.139.24 |Israel 147. 237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Invalid segnent retransmssion. | . 12
Inval i d Retransnission Packet dr opped.
178. 137. 153. 235|lkrai ne 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
2.55.170.198  |Israel 147.237. 77. 243 |robi | e. i df . | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dr opped.
79.178.164.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 43.101. 227 _szrfis:i):‘;"”acupi o [147-237. 77. 176 |nat pash. i f i1 drop First packet isn't SIN drop 11
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 11
176. 12. 160. 2 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 8
o S reaning Engi ne: TCP Invalid segnent retransnission.
46.19. 86. 194 | srael 147.237.76.86 |navy.idf.il nvalid Igét h snsm ssi on Packet drec?pped. drop 7
109. 253. 156. 220|I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |6
104. 179. 115. 161|Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 6
207. 241. 226. 144|lhited Sates 147.237.72. 166 |aka. i df i drop SAMrule drop 6
46.19.85.3 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
109. 253. 219. 88 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 6
46. 19. 85. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence wﬁtrs\f;zzl&gth monitor |6
46.19.85.3 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
2.53.25.88 I srael 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence monitor |5
46.19. 86. 175 I srael 147. 237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber alert 5
46.19. 86. 33 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5
85. 130. 255. 129 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 86. 175 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
87.71.48.138 [ srael 147. 237. 77. 216 |dover. i of .i Bad TCP sequence wﬁtr\?;;j;;?c;gth monitor |5
37.46. 39. 44 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
46. 19. 85. 202 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 202 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
2.53.5.104 I srael 147.237.72.167 |ishurimakaidf.il  |Bad TCP sequence wﬁtr\?;;j;;?c;gth moni tor |4
176. 12. 160. 2 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor
85. 130. 255. 129 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
176.12.160.2 [l srael 147. 237.72. 166 |aka. i df . Bad TCP sequence ;ﬂ'\f;oefnrmg;;?c;gth moni tor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop
85. 130. 255. 129 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 66. 26. 222 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 253. 207. 181|i srael 147.237.77. 243 |robi L e. i o .i | Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 3
Inval id Retransm ssion Packet dr opped.
2.53.25.88 I srael 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 3
185. 3.147.210 |lsrael 147.237.77.233 |atal .idf.il drop Frst packet isn't SN drop 3
5. 45. 62. 150 Net her | ands 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |3
85.64. 6. 144 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |3
2.55.12. 14 I srael 147.237.72. 166 |aka. i dof i SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
77.139.51. 92 France 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 3
134.35.143.3 Lhited Sates 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |3
2.53.25.88 I srael 147.237.77. 243 |mobil e.idf il Bad TCP sequence Invalid ACK nunber monitor |3
5.45.62.150  [Netherlands 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNFACK retransmt with moni tor |3
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109. 253. 196. 98 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
. . . Mil ti pl e Unhaut hori zed Method for Known URL from
189. 212. 232. 21 |Mexi co 147.237.72. 166 [aka. i df . i | 189, 212, 232 21 B ock 4
213.57.187.237 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 4
. . Mil tipl e Whaut hori zed Method for Known URL from
77.139.85.105 |France 147.237.72. 166 |aka. i df . i | 77 139. 85. 105 Bl ock 4
79.178.250. 149 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 207. 181 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
46. 19. 86. 82 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
109. 67. 49. 26 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
85. 250. 160. 243 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspi ci ous Response (ode Bl ock 2
2.53.135. 99 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
77.139.85.105 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for wwu aka. i df.il/ishurim B ock 1
185.32.179. 190 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
- . Unhaut hori zed URL Access to
2.53.5.82 | sr ael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
109. 65. 77. 214 |l srael 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to wawidf.il/atal B ock
79.179. 147. 136 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
. . Unaut hori zed Met hod PCBT for
77.138.121.76 |France 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ nai v/ gi yus/ pni of ansver . aspx B ock 1
207.46.13.31  |Wited Sates |147.237.72.166|aka.idf.il Whknown Par aret er 4f 9c0c80 in None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
2.53.183. 242 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
176.13.12. 212  |Israel 147.237.72. 156 [aman. i df . i | Distributed Suspi ci ous Response Code B ock 1
84.108.127.28 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
77.139.226.111 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/wwtikshuv.idf.il B ock 1
185. 120. 124. 54 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |Bl ock 1
46.19. 86. 175 I srael 147.237.77.216|dover. i df . i | Lhaut hori zed LR Access to v idf.il/https:/wwidf.il/ B ock 1
2.53.25.0 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ atal . aspx |Bl ock 1
79.183. 42. 83 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/nai n/ gi yus/ nul | Bl ock 1
. . Mil tipl e Whaut hori zed Method for Known URL from
77.139.34.105 |France 147.237.72. 166 |aka. i df . i | 77 139. 34. 105 Bl ock 1
207. 46. 13. 93 Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock 1
. m ny- kosher -Kkravi . i d |ss_ Untraceabl e Gnnection - Protocol viol ation
180.97.106.37 [China 147.237.0. 17 i (SSL_CONN CLI ENT FELLO) None 1
. . Unaut hori zed Met hod PCBT for
37.47.169. 77 Pol and 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
. . Mil tipl e Whaut hori zed Method for Known URL from
77.139.232.45 |France 147.237.72. 166 |aka. i df . i | 77 139. 232, 45 Bl ock 1
- . DO stributed Whaut hori zed URL Access on
46.121.152. 242 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
2.53.25.88 I srael 147.237.77.243|nobi l e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
80.179.9.7 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
77.139.34.105 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
181.215.117. 117|thited Sates |147.237.77.234|hal ag.idf.il Dstributed PHP At tenpt B ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp Bl ock 1
109. 65. 77. 214 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/edi m B ock
77.139.232.45 |Fance 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method PCST for ww aka. i df.il/main/smal i B ock 1
189. 212.232. 21 |Mexi co 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for ww aka.idf.il/ishurim B ock 1
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df il Dstri bu_t ed _U"naut_horl zed Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . DO stributed Whaut hori zed URL Access on
80.179.9.115  |[Israel 147.237.77.233|atal . i df il 147. 237, 77. 233] 1501- hel at al . aspx B ock 1
’ . . Unaut hori zed URL Access to
181.215.117. 117|thited Sates [147.237.77.234|hal ag.idf.il ww | ogi st cs. atal i df .i1/bl og/ vp-1 ogi n. php Bl ock 1
46. 19. 85. 68 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 1
109. 65. 77. 214 |l srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 109. 65. 77. 214 B ock 1
68.180.231.57 |Wnited Sates |147.237.77.216|dover.idf.il Parameter Type Mol ation PageNimin B ock 1
wwy i df . i 1/1379- he/ dover. aspx
192. 116. 52. 137 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
2.53.136. 224 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 2/ 1682. doc B ock 1
’ . . Unhaut hori zed URL Access to
157.55.39. 195 |lhited Sates |147.237.72.166|aka. i df .il v aka. i df .|/ consol e/ coref doc_myr/ nul | B ock 1
. . D stributed Uhauthorized URL Access on
82.102.169. 113 |l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1501- he/ at al . aspx B ock 1
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