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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

2.53.28.173 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 4
141. 0. 14. 146 Eur ope 147.237.76. 86 navy.idf.il JLIMPurple Gon Limt Htp drop 3
173.208. 150. 117 Lhited Sates 147.237.76. 30 hi nush.idf.il |bl ock-sp-trafl forvard 2
141.0. 14. 146 Eur ope 147.237.76. 86 navy.idf.il JLM Under Attack Con Htp drop 2
69. 30. 193. 254 Lhited Sates 147.237.76. 42 refuah.idf.il |bl ock-sp-trafl forward 2
198. 204. 224. 235 Lhited Sates 147.237.77.176 nat pash.i df.il |bl ock-sp-trafl forward 1
204. 12. 220. 86 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
52.53.222.9 Lhited Sates 147.237.76. 34 yohal an.idf.il |B ack List drop 1
142.54. 174. 84 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

Ste

|Signature

66.249. 93. 91 147.237.76.42  |Europe refuah.idf.il ET SCAN NVAP -sA (2) 659
91.121. 132. 153 147.237.77.74  |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
46. 19. 86. 126 147.237.77.216  |lIsrael dover.idf il portscan: TCP DO stributed Portscan 1
212.143.124.203 [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.76.147 [Netherl ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
37.142.10. 170 147.237.77.216  |lIsrael dover.idf il portscan: TCP DO stributed Portscan 1
211. 149. 201. 80 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.76.200 |Wkraine eitan aka. idf.il ET SCAN NVAP -sS wi ndow 2048 1
180. 213. 5. 205 147.237.0. 35 Chi na akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.76.148 |lkrai ne ggcenter. aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
180. 213. 5. 205 147.237.0. 19 Chi na nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.76.148 |Wkraine ggcenter. aka. i df il ET SCAN NVAP -f -sS 1
110. 5. 109. 236 147.237.77. 61 I ndonesi a e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 56. 151 147.237.77.226  |Net herl ands Wi chanat z. aka. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
64.137. 168. 128 147.237.0. 19 Canada madi matal .idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 151 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.12. 86. 235 147.237.76.201 |[India e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 56. 151 147. 237.76. 30 Net her | ands hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
50. 84. 213. 146 147. 237.8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NVAP -f -sS 1
218.27.1.174 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 56. 151 147.237.8. 27 Net her | ands e.madimatal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
41.160. 222. 18 147. 237.76. 42 South Africa refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.149.222.5 147.237.0.34 Chi na tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
192. 223. 80. 103 147.237.77.179 |Bolivia e.nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91. 201. 236. 50 147.237.76.200 |Wkraine eitan aka. idf.il ET SCAN NVAP -f -sS 1
180. 213. 5. 205 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.76.148 |lkrai ne gqcenter. aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
163.172.129. 15 147.237.77.216 |Wnited Kingdom |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 67. 119. 169 147.237.77.216  |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
66. 249. 66. 12 147.237.77.170 |Whited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
94.102. 56. 151 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 12. 86. 235 147.237.76.201 |[India eatal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
94.102. 56. 151 147.237.76. 34 Net her | ands yohal an. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
50. 84. 213. 146 147.237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94. 102. 56. 151 147.237.8.28 Net her | ands e. nobi | e-ks.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
141. 0. 14. 146 Eur ope 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 264
37.46.39.77 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 53
95.86.114. 101 |israel 147. 237, 76. 200 |ei tan aka. i i1 || SN NG Engine: TP Invalid —invalid segnent retransmssi on. drop 46
Ret r ansni ssi on Packet dr opped.
82.145. 223. 125 |Europe 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 21
46.19.85.140  |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
176.13.9.252 [ srael 147.237.76.31 |nokehal ir.i1 | 2™ NG Engine: TP Invalid —invalid segnent retransmssion drop 21
Ret ransni ssi on Packet dr opped.
207.241. 226. 144|lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 18
46.19. 86. 197 I srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 11
2.55.144.138 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SWN drop 9
82.81.161.130 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 85. 202 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 202 I srael 147.237.76.31 |nakcha .idf.il [Bad TCP sequence Invalid ACGK nunber aert 7
46. 19. 86. 50 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 149 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176. 13. 245. 205 |Israel 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
46.19.86.254  |Israel 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46.19. 86. 154 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
85. 186. 148. 251 |Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 154 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 149 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 86. 107 I srael 147.237.0.34 |tikshwv.idf.il [Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 42 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
77.127.30.204 | srael 147.237.72. 166 |aka.i df . i Bad TCP sequence mﬁﬁsrcjlreansm wehdifferent | onitor |5
46. 19. 86. 107 I 'srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 42 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 5
85.64. 6. 144 I srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.9.73 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
185. 32. 179. 235 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
94.79. 67. 17 Tur key 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
46. 19. 86. 28 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
89.139.142.54 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 | €2 NG Engi ne: TP Invalid  invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
31.154.81.3 I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or
185.3.147. 207 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
185.32.179.98 [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁﬁsrcjlreansm wehdifferent | onitor |
185. 3. 147. 207 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 72 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 4
101. 109. 185. 208|Thai | and 147.237.72. 166 |aka. i df . il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 4
46.19. 85. 72 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.181. 37. 30 I srael 147.237.72. 167 |ishwimaka i df.i[Bad TCP sequence noni t or 4
141. 0. 14. 40 Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 226 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
2.53.185. 41 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
37.46.39.77 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
2.55.144. 138 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
80. 246. 133. 199 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
207.232.46.209 |lsrael 147.237.76. 31 |nakchal .idf.il drop Frst packet isn't SN drop 3
46. 19. 86. 26 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
2.55.13.40 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 140 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 86. 28 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 3. 165 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 87
37.26.149.173 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 69
112.111. 172. 185|Chi na 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from112. 111. 172. 185 B ock 17
109. 253. 196. 98 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
112. 111. 172. 185|Chi na 147.237.77. 216 |dover . i df .i | PHP At t enpt Bl ock 6
46.19. 86. 102 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 6
5.29.7.164 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
176. 13. 245. 205 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 3
46.19. 85. 193 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
213. 8. 204. 65 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.227.43 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 3
46.19.86.50  |israel 147.237.77. 234 hal ag. i f i1 [Mo- orgl)rsltfgg e O o o storage Bl ock 2
79.176.3.73 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Code B ock 2
185.32.179. 98 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
192. 116. 232. 69 |l srael 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 192. 116. 232. 69 Bl ock 2
46.19.85.9 I srael 147.237.76.31 |nakchal .idf.il |Miltiple Miformed URL from46.19.85.9 B ock 2
5.29. 182. 89 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46.19.85.9 I srael 147.237.76.31 |nakchal .idf.il |[Miltiple Unknown HTTP Request Method from 46. 19. 85. 9 Bl ock 2
31.13.113.69 Irel and 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/sip storage/files/5/5015.)jpgthis |B ock 1
212.179.21.194 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.237.138. 202 g&%ric 147.237.77. 235 [sviva. i df . i Unaut hori zed Method HEAD for / Bt ock 1
66. 249. 79. 60 I srael 147.237.77. 216 |dover . i df .i | D stributed Unhaut horized URL Access on 147.237. 77. 216/ robot s. t xt Bl ock 1
176.13.241.34 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.109. 38. 47 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
46.19.85.9 I srael 147.237.76.31 |nakchal .idf.il |Abnormally Long Request nethod Bl ock 1
2.53.2.103 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 242. 163. 237 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/l obby B ock 1
66. 249. 93. 91 I srael 147.237.76.31 |nakchal .idf.il |Unhauthorized URL Access to 147.237.76. 31/ favi con. i co Bl ock 1
172.56.35.146 |United Sates |147.237.72.166|aka. i df .|| Dstrbuted trautori zed d'\e‘:;:f?_;‘s’;xmom R on B ock 1
66.102. 9. 154 Uhited Sates [147.237.72.156|aman.idf.il Lhaut hori zed URL Access to ww aman. idf.il/favicon.ico B ock 1
46.19.85.9 I srael 147.237.76.31 |nakchal .idf.il [Unknown HTTP Request Method 4gk3k55 in URL Bl ock 1
87.69. 225. 63 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.210.187. 116 |Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
213.8.71.26 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut hori zed URL Access from213.8.71.26 Bl ock 1
66. 249. 93. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css Bl ock 1
46.19.86.50 |Israel 147.237.77. 234 |hal ag. i df . i | oninowr Semnﬁosﬁq:ﬁtasﬁggofhe& 1130 i1 UL Bl ock 1
84.109. 240. 160 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
46.19.85.9 | srael 147.237.76.31 |nakchal .idf.il Illegal HITP \ersion Bl ock 1
2.53. 60. 161 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
198. 20. 164. 234 |Uhited Sates [147.237.77.233|atal .idf.il PHP At t enpt Bl ock 1
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1779- he/ dover. aspx Bl ock 1
66.249. 64. 136 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1638- he/ r ef uah. aspx Bl ock 1
101. 109. 185. 208|Thai | and 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176.13.158 | srael 147. 237.72. 166 |aka. i df . i | mn;)k"‘;‘lﬁr?ﬁ;;r Ncééfﬁﬁt;agzﬁgzﬁgfmsam”$Ct' 13in None 1
37.26.146.137 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
213.8.71.26 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to ww idf.il/inages/ 1. he/titlecap. png Bl ock 1
66. 249. 93. 85 | srael 147.237.76. 42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 1
112. 111. 172. 185|Chi na 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/index. asp Bl ock 1
84.111.109. 138 |Israel 147.237.72. 166 |aka. i df . i | L'u'rigeasl/ i?’tagegfing;a;;;/eéoi)zcﬁi/ fmj "V kapat 2/ /1 es#012 B ock 1
46.19. 85.9 | sr ael 147.237.76.31 |nakchal .idf.il |valforned URL B ock 1
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