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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
176. 13. 226. 136 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 40
46. 19. 85. 138 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 5
2.53.161.101 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4
8. 37. 225. 89 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 3
123. 59. 59. 52 Chi na 147.237.76. 86 navy.idf.il |bl ock-sp-trafl forward 2
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 2
77.138.52. 97 France 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 1
147. 236. 238. 55 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1
24.99. 45. 58 Lhited Sates 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
193. 111. 140. 153 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 3
213. 239. 205. 207 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

77.125.94.66  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109, 60. 153, 178 |147. 237, 77 g1 |RUSSiaN e, coget i o i1 ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potentia1
Federation Scan or Infection
46.121.60.249 |147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102.56. 151 |147.237.8.46 |[Netherl ands e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
31.154.19.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201.236.50 |[147.237.76. 196 |lkrai ne e.svivaidf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236.50 [147.237.76. 196 |lkrai ne esvivaidf.il ET SCAN NVAP -f -sS 1
87.69. 62. 72 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
211. 149. 231. 57 |147.237.8.28 |Chi na e.mobi l e-ks.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
81.28.96. 74 147.237.0.15 [France kosher-kravi.idf.i |ET SCAN Potential VNC Scan 5900- 5920 1
185.32.179.19 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79. 180. 231. 210 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176.228. 194. 14 [147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.176.31. 233 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
109. 64.24.99  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
47.88. 4. 204 147. 237. 72. 156 |Canada aman. i df . il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 115. 181 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19.85.209  |147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
94.102.56. 151 |147.237.8.45 [Netherl ands eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.201.236.50 |[147.237.76. 196 |kraine e.svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
89. 138. 174. 170 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP D stributed Portscan 1
11 174, 125.53 |147 237 0.33  |Forea Remublic [ .. ET SCAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
81.218.131.88 (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 120. 126. 10 |147. 237. 72. 166 || srael aka.idf.il portscan: TQP D stributed Portscan 1
80. 246. 139. 42 [147.237.72. 166 || srael aka.idf.il portscan: TGP Dstributed Portscan 1
180. 76. 15. 159 [147. 237. 72. 166 |Chi na akaidf.il portscan: TCP D stributed Portscan 1
79.178. 234. 195 |147. 237. 77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
110. 5. 109. 236 |147.237.0.19 | ndonesi a nedi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
8. 37.225. 89 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 275
79.176.31.233 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 77
100.92.53.7 147.237.76. 31 |nakchal .idf.il drop First packet isn't SYN drop 21
27.55.37.222  |Thailand 147.237.77. 23 |mmbite i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssion drop 20
Ret ransni ssi on Packet dr opped.
207.241.226. 144|tnited Sates [147.237.72. 166 |aka.idf.il drop SAMrul e drop 16
2.55.131.137  |israel 147. 237.77. 216 |dover i of .1 Bad TCP sequence mﬁsg Lansm't wthdifterent Joonitor |13
185.24.207. 104 |Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Smwace e reansm wehdifferent | onitor |13
2.55.131. 137 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
2.53.177.108 |l srael 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent 1 onitor o
46. 19. 85. 231 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 148 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or
8.37.225.89 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or
2.53.63.132 I srael 147. 237.72. 166 |aka. i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | oitor s
185. 24. 207. 104 |Israel 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
176. 13. 234. 249 i srael 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
37.26.146.193 | srael 147237, 72. 167 |i shurimaka i o i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on dr op 6
Ret ransni ssi on Packet dr opped.
100.92.53.7 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
77.125.45.210 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
2.53.177.108 | srael 147.237.77. 233 |atal i of .i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent 1 onitor |6
109. 253. 139. 58 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
187.33.38.114 |Prazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert
2.53.44.251  [israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Smwaae e reansm wehdifferent | onitor |5
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
77.125.7.225 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
185. 24. 207. 104 | srael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
46.19.85.201 [ srael 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |5
46.19. 85. 148 I 'srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
185. 24. 207. 104 |l srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 4
2.53.172. 136 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 86. 180 I 'srael 147.237.0.34 |tikshwv.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 4
77.138. 135. 254 |France 147.237.77. 23 |mmbit e i1 | M NG Engine: TP Invalid — invalid segnent retransmssion drop 4
Ret ransni ssi on Packet dr opped.
8.37.225.89 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
176.13. 237. 116 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
80.246.139. 23 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 253. 207. 207l srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 3
195.182. 96. 4 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
2.53.63.132 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 3
2.55.131. 137 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 3
2.53.63.132 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN - > SYN ACK -> Ti neout aert 3
87.69. 160. 52 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
2.53.63.132 I srael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
2.55.140.0 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
80.246.139.23 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
2.53.63.132 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber alert 3
187.33.38.114 |Bazil 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 3
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
2.53.63.132 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber noni t or 3
87.69. 43. 221 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 3
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Target Address Sgnature Action ‘Count
109. 253. 195. 142|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 55
2.53.177.101 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 46
2.53.30.5 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 15
77.126.33.85 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from77.126. 33. 85 B ock 15
80.246.137.18 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 14
194.90. 198. 10 |Israel 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Met hod B ock 9
194.90.198.10 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from 194. 90. 198. 10 Bl ock 8
2.53.30.5 I srael 147.237.0.19 |nmadi matal . i df. i |Suspici ous Response Code B ock 6
77.139.139. 243 |France 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Met hod B ock 5
2.55.52. 49 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
194.90.198.10 |[lIsrael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 3
46.19. 85. 172 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
109. 253. 209. 94 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 250. 160. 243 |l srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 2
5.102.195.230 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.19. 86. 124 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 140. 70 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
77.138.79.19 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waww aka.idf.il/mai n/ hone/ defaul t.aspx  [B ock 2
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Aonormal |y Long Header Line request header nane Bl ock 1
46. 19. 85. 96 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 1
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
46. 19. 86. 180 I srael 147.237.0.34 |tikshuv.idf.il [Malformed LR B ock 1
180. 76. 15. 163  |China 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm B ock 1
109. 253. 156. 172|I srael 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
66.102.9. 26 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
169. 229. 3. 91 Wited Sates [147.237.77.234|hal ag.idf.il Illegal Byte Qode Character in Header Nane B ock 1
46.19. 85. 112 I srael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 1
85. 250. 160. 243 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 1
68.180.231.57 |nited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1397-en/ dover . aspx B ock 1
46.19. 86. 180 I srael 147.237.0.34 |tikshuv.idf.il [Unknown HTTP Request Method es. 186.df b3=* in URL B ock 1
192. 116. 199. 98 |l srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 4/ 113484. pdf Bl ock 1
2.55.183.231 [Israel 147.237.77. 234 |hal ag. i df . i | Twafmogfgtrﬁf;;'? A, 0. 25 Bl ock 1
77.139.139. 243 |France 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to wawu nakhal .idf.il/sip_storage/files/ B ock 1
66.249. 64,128 I srael 147.237.72. 166 |aka. i df . i | ?45;. r2i3b7Lftf; iggf;?‘;ﬂszﬁdom ng)isho?/r\} or um asp Bl ock 1
169.229.3.91  [lhited Sates |[147.237.77.234|hal ag.idf.il Mal for med URL Bl ock 1
89. 138. 174. 170 |l srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ B ock 1
62.219.137.5 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
192. 157. 252. 155|Uhited Sates [147.237.77.233|atal .idf.il PHP At t enpt B ock 1
204.12.255.130 |Wited Sates [147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 1
66.249. 64. 185 I srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzg;’r'?;efe(% (icrf;sj/ gtacl)l ery/ showpi LU e, asp Bl ock 1
169.229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Unknown HTTP Request Method &"; @B in URL B ock 1
109.64.43.101 |l srael 147.237.72. 166 [aka. i df . i | \;P;rwvar;i[:ri dFl?éidI /O]rrla)ll n\f;ijls;)gl ylurr]1/ N yunpr ocessquest i onnai r e. aspx None !
77.126. 33. 85 I srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/1134- he/ navy. asp B ock
66.102.9.2 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for waw aka. i df.il/nai n/ sachar/kl al i . aspx B ock

192. 157. 252. 155|Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed LRL Access to atal .idf.il/blog/wp-1ogin. php B ock 1
157.55.39.218 |Uited Sates |147.237.76.86 |navy.idf.il mu;;u”tngsry' e R e navy. aspx. asp Bl ock 1
37.26.147.209 |lsrael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
84.109. 38. 47 I srael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 1
204.12.255.130 [United Sates [147.237.77.74 |lawidf.il m”fgv?lrii;fe.?#:‘pifgfasgéﬁi s 7/ 307. pdf /w1 ogi 1. pho Bl ock 1
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?‘.’tzgc;r_i;;dléggxﬁgffotrz i aspl showf or um asp Bl ock 1
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