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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
141.0. 14. 219 Eur ope 147.237.76. 86 navy.idf.il JIMPurple Gon Linmt Htp drop

141. 0. 14. 219 Eur ope 147.237.76. 86 navy.idf.il JLM Under _Attack _Con_Htp drop 1
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 1

106. 186. 113. 132 Japan 147.237.76. 39 nobi | e. nei tav.idf.illbl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
151. 80. 44. 115 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 110
62.210. 90. 118 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 77
62.210. 90. 118 France 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Permt 9
62.210. 90. 118 France 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5.102.211.105 |[147.237.72. 166 |l srael aka idf.il ET SCAN NVAP -sA (2) 7
46.19. 86. 71 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
98. 207. 0. 127 147.237.77. 216 |Wnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
41.160.222.18 |147.237.8.46 [South Arica  |e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.56.151 |147.237.77.226|Netherlands  |ww chanatz.aka.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
31.168.172. 139 |[147.237.76.38 |[lIsrael e.eneitav.idf.il ET SCAN Potential SSH Scan 1
94.102.56.151 |147.237.77.19 |Netherlands  |lawforumidf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.172.97.123  |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
2.53.17. 167 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178.86.245 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
211.149.244.79 |147.237.77. 243|Chi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 67 147, 237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
176.13. 247. 157 |147.237.76.30 |Israel hi nush. i df .i 1 ET SCAN NVAP -sA (2) 1
46.183.223. 228 |147.237.76.39 [Latvia nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
125 91.109. 216|147, 237. 76. 199 |hi na o nakehal i df il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 86. 208 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 29. 42 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19.85.157  |147.237.77. 216 (I srael dover.idf.il portscan: TCP O stri buted Portscan 1
94.102.56.151 |147.237.77.233|Netherlands  |atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.26.149.240 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.56.151 |147.237.77. 176 |Net her | ands nat pash. i df i | ET SCAN Potential VWNC Scan 5900- 5920 1
31.168. 172. 139 |[147.237.72. 156 |l srael anan. i df .i | ET SCAN Potential SSH Scan 1
94.102.56. 151 |147.237.0.17 |Netherl ands m ny- kosher-kravi . i df.il ET SDAN Behavi oral Lhusu_aj ly fast Termnal Server Traffic, 1
Potential Scan or Infection
5.102. 207. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180. 153. 44  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178.18.170 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 24, 207. 112 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.183.223. 228 |147.237.77.121|Latvia e navy.idf.il ET SCAN Potential SSH Scan 1
125, 213. 243. 10 [147.237. 72. 217 |Thai | and eidf.il ET SCAN NVAP -sS w ndow 1024 1
46.121.67.195 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 158. 180|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
62.0.247.1 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 36
80.179. 36. 175 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence SYNretransmit wth different wndowscale|monitor |31
141. 0. 14. 219 Eur ope 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 30
107. 167.98. 113 |Lhited Sates|147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
79.178. 129. 102 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
79.176. 31. 233 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval id ACK nunber noni t or 18
2.53.6.81 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
185.32.179. 81 | srael 147.237. 77, 243 |mti e ich. i1 | €M NG Engine: TP Invalid finvalid segnent retransnission Packet | o 12
Ret ransmi ssi on dr opped.
194.90. 25. 122 |l srael 147.237.76. 201 |e.atal .idf.il Bad TCP sequence SYNretransmit wth different w ndow scal e |nonit or 11
141. 0. 14. 219 Eur ope 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
50. 138. 15. 23 Lhited Sates|147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
50.138.15.23 |Wnited Sates|147. 237. 72. 166 |aka.i of . Bad TCP sequence mﬁﬁsg rea”sm with different moni tor |10
176. 13. 247. 157 |l srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.26.147.183 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop
37.26.147.183 |lsrael 147.237.72. 166 |aka. i df. il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
37.26.147.183 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SIACK retransmt wth different moni tor (8
79.179. 125. 202 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 7
2.53.23.150 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 7
194. 90. 25. 122 |Israel 147.237.76. 202 |e.hal ag.idf .il Bad TCP sequence SYNretransmt wth different w ndow scal e [moni t or 7
46. 19. 86. 6 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 6
109. 253. 143. 94 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
2.53.23.150  |Israel 147. 237. 72. 156 |anan. i of . i Bad TCP sequence mﬁsg ;ansm't wth different moni tor |6
46. 19. 86. 6 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 120. 144. 213 |l srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
37.26.147.183 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 6
46. 19. 85. 220 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
Streamng Engi ne: TGP SYN i
102. 249. 66. 247 |Unted Sates|147. 237. 77. 216 dover. .11 [° nget ?ansrri o z&s@;‘zge‘é‘fdabﬁfsgﬁgs‘a{ﬁ Aﬁ:d‘:‘sts U 2 6
37.26.148.216 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 5
2.53.23.150 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
79.180. 163. 147 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 5
37.26.148.216 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
212.143. 142. 44 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 5
113.210.201.8 |Mil aysia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
80. 246. 138. 176 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176. 13. 247. 157 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber aert 5
194. 90. 25. 122 |l srael 147.237.77. 212 |e. dover.idf .il Bad TCP sequence SYNretransmt wth different w ndow scal e [moni t or 5
109. 253. 143. 94 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber alert 5
2.55.185. 254 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19.86.138 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor (4
5.22.134.222 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor (4
84.110.84.5 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
5.29.66.121  |Israel 147 237.72. 167 i shurimaka. it [ @M NG Engine: TCP Invalid invalid segnent retransmssion. Packet drop 4
Ret r ansm ssi on dr opped.
85. 250. 121. 187 |l srael 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 86. 53 I 'srael 147.237.77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 198 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
194, 242. 171. 24 |France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
109. 64. 41. 242 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46. 19. 86. 90 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval id ACK nunber noni t or 3
46. 19. 86. 138 | srael 147.237.72.166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.55. 39. 200 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 90
109. 253. 140. 77 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 48
46.19. 85. 172 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 27
119. 128. 120. 163|Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 119. 128. 120. 163 Bl ock 12
77.139. 139. 243 |France 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 12
2.55.180. 113 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 9
46. 19. 86. 246 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 5
119. 128. 120. 163|Chi na 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 4
2.55.10.93 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 197. 161 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
176.13.5. 11 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19.86. 73 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.154.19.5 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from31.154.19.5 B ock 2
79.180.35.250 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
128.139. 12. 142 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
31.154.33.190 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 2
. . Paraneter Read Qnly Molation in
212.235.79.47 [Israel 147.237.72. 166 [aka. i df . i | W aka i of i 1/1i znoret/f acy def aul t. asp None 2
119. 128. 120. 163|Chi na 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to www i df.il/index. asp Bl ock 1
] ] . Unaut hori zed Met hod PCST for
66. 102. 9. 26 Uited Sates |147.237.72.166|aka.idf.il aka. i o . i 1/ nai v hore/ def aul t . aspx Bl ock 1
wwv. chanat z. aka. i df . i
191.96.143.12 |wnited Sates |147.237.77. 226 . Wnauit hori zed LRL Access to . B ock 1
il wawe chanat z. aka. i df . i1/ bl og/ wp- 1 ogi n. php
46.19. 86. 169 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request net hod B ock 1
77.138.28.251 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
. . Unaut hori zed URL Access to
46.120.95.14  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Unhaut hori zed URL Access to
31.154.19.5 I srael 147.237.77.216|dover . i df .i | ww i df i 1/i nages/ 1. hel ti t1 ecap. png B ock 1
80.179.36.175 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249. 64. 134 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
194.242.171. 24 |France 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
46.19.86.169  |[israel 147.237.77. 216 |dover . i df . i | 11egal HITP Version [ike Gecko) Version/.0 Nebil e/ 13G35 B ock 1
Saf ari /601. 1
77.138.237.250 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to www aman. i df.il/favicon.ico B ock 1
. . Unhaut hori zed URL Access to
46.120. 144. 213 |lIsrael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
. . Unhaut hori zed URL Access to
80.179.36.175 |Israel 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
66.249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
46. 19. 86. 169 | srael 147.237.77.216|dover . i df .i | Mal formed URL (khtnt, Bl ock 1
46.121.141. 205 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
176.13.8.6 I srael 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 65. 98. 228 | srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www idf.il/https: /v idf.il/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249.76. 113 [l srael 147.237.72. 166 [aka. i df . i | v aka, i o i 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
46.10.86.169  |Israel 147. 237.77. 216 |dover . i df . i | t{(‘r']‘t”ncl:"‘“ HTTP Request Method Appl eVebKi t/601.1.46 in LRL g o 1
. . Unhaut hori zed URL Access to
77.139. 139. 243 |France 147.237.76.31 |nakchal .idf.il v nakhal i f .i1/5i pstoragel il es/ 2/ B ock 1
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx
. wawv chamat z. aka.idf. | .
191.96.143.12 |Whited Sates |147.237.77.226 i Dstributed PHP Attenpt Bl ock 1
89.237.67.27  |France 147. 237. 72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on B ock 1
virwy anan. i df . i |/ favi con. i co
. www, chanat z. aka. i df . .
71. 6. 165. 200 Lhited Sates |147.237.77.226 i Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt Bl ock 1
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