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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
37.26.149. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 253. 130. 31 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
176.13.9. 89 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
217.132.138. 110 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.76. 197 e hinush.idf.il |Back List drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

82.81.49. 185 147.237.72.166 |lIsrael aka.idf.il ET SCAN NVAP -sA (2) 2
64.137. 168. 128 147.237. 8. 24 Canada elifestyle.idf.il ET SCAN Potential SSH Scan 1
217.132. 54. 107 147.237.77.216 [Israel dover . idf il portscan: TCP O stributed Portscan 1
87.71.32.99 147.237.77.216 |israel dover.idf.il portscan: TCP O stri buted Portscan 1
58. 218. 200. 137 147.237.76.148 |China gocenter. aka. i df . il ET SCAN Potential SSH Scan 1
212. 29. 202. 206 147.237.77.216 [Israel dover . idf il portscan: TCP O stributed Portscan 1
84. 95. 208. 20 147.237.72.166 [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 154 147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
211. 149. 231. 57 147.237.0. 17 Chi na mny- kosher -kravi .idf il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 137. 51 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
198. 199. 89. 155 147.237.77.234 |lhited Qates hal ag.i df .il ET SCAN NVAP -sS wi ndow 1024 1
31. 168. 208. 240 147.237.77.216  [Israel dover . idf il portscan: TCP O stributed Portscan 1
80. 178. 158. 133 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.72.156 [lhited Sates anan. i df .i | ET DRCP DBshiel d B ock Listed Source 1
5.29.72.63 147.237.77.216  [Israel dover . idf il portscan: TCP O stributed Portscan 1
79.178. 6. 75 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
192. 115. 163. 105 [147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.55.39.39 147.237.77.216  [Israel dover . idf il portscan: TCP O stributed Portscan 1
77.127.82. 117 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.53.146. 200 147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
118. 103. 126. 194  |147.237.77.179 |Japan e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
72.204. 190. 238 147.237.77.216 |lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 130. 31 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
64.137. 168. 128 147. 237.76. 34 Canada yohal an. i df .il ET SCAN Potential SSH Scan 1
109. 66. 184. 167 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
62.90. 99. 198 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
213.57.180. 159 147.237.77.216 [Israel dover . idf il portscan: TCP O stributed Portscan 1
85. 65. 12. 193 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
58. 218. 200. 137 147.237.0. 17 Chi na m ny- kosher -kravi .i df . i | ET SCAN Potential SSH Scan 1
211. 149. 231. 57 147.237. 8. 50 Ghi na e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 203. 90. 226 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 149. 140 147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 84 147.237.72.166 [lsrael aka.idf.il portscan: TCP O stributed Portscan 1
198. 199. 89. 155 147.237.77.227 |lhited Sates e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
31.154.8.70 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 42. 211 147.237.77.216 [Israel dover . idf il portscan: TCP O stributed Portscan 1
192.116. 83. 2 147.237.72.166 [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
5.29.8.119 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
77.139.237. 125 147.237.72.166 |France aka.idf.il portscan: TQP Distributed Portscan 1
2.55.14. 218 147.237.77.216 [Israel dover.idf.il portscan: TCP O stributed Portscan 1
176. 106. 45. 205 147.237.77.216 |Paestinian Territory, Gecupied  [dover.idf.il portscan: TCP O stributed Portscan 1
77.127.5.56 147.237.77.216 [Israel dover . idf il portscan: TCP O stributed Portscan 1
118.103. 126. 194 |147.237.8.24 Japan elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
68. 180. 228. 99 147.237.72.166 [lhited Sates aka idf.il portscan: TCP O stributed Portscan 1
109. 226. 48. 155 147.237.77.216 [Israel dover . idf il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

79.183.19.50 [ srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |44
109. 66. 168. 162 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdze\:,rsaé;”gt Wth different monitor |31
107. 167. 112. 241|Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 23
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
46.19. 85. 191 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 19
109. 253. 130. 31 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 16
37.26.147.135 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout aert 14
37.26. 147. 135 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 12
37.26.147.135 |israel 147. 237.72. 166 |aka. i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | onitor |11
46.19. 85. 191 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber aert 10
79. 180. 20. 85 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
69. 125. 163. 160 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
46. 19. 85. 222 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber aert 8
46. 19. 85. 222 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
79.183.53. 96 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
176.13.224.73 |l srael 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 7
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 195 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
176.13.224.73  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SO relransmt wehdifferent 1 onitor |6
46. 19. 85. 195 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 139. 40 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 6
37.26.147.135 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 6
79. 183. 53. 96 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
77.139.191.82 |France 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
2.55.159.166  |Israel 147. 237. 72. 156 |aman. i of . i Bad TCP sequence SIACK retransmt wehdifferent 1 onitor |6
79.183.53.96  |Israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wthdifterent Joonitor [
46. 19. 86. 226 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 182 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 222 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 226 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
37.46. 39. 44 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
79. 183. 53. 96 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
37.26.149.130 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 86. 139 I 'srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 4
2.53.22.231 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
176.13.9.89  [Israel 147.237.77.216|dover.idf.il  |Bad TCP sequence SIACK retransmt wehdifferent | onitor |
79. 183. 53. 96 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 4
37.142.215.30 |israel 147, 237. 77, 243 |mobi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 4

Ret ransni ssi on Packet dr opped.

77.139.191.82 |France 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
176. 13.224. 73 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
77.126.240.205 |lsrael 147.237.72. 156 |anan. i df . i | drop Frst packet isn't SN drop 4
109. 253. 198. 217! srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
46.19. 85. 59 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 86. 139 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid ACK nunber alert 3
176.13.224.73 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
2.53.13. 44 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
2.53.168. 131 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert 3
2.53.168. 131 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 3
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2.53.161. 129 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 153
37.26.147.188 |[Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 139
46.19. 85. 194 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 119
46. 19. 86. 218 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 80
80. 246.136.37 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 76
109. 253. 136. 127|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
37.26.147.236 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 14
109. 253. 140. 70 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
195. 160. 242. 40 |l srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed HTTP Met hod Bl ock 10
176. 13. 229. 200 |Israel 147.237.77.243|nobi l e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 9
195. 160. 242. 40 |l srael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 195. 160. 242. 40 B ock 9
176.13.1.124 I srael 147.237.77.243|nobi l e.idf . i | Ml tipl e Unaut horized URL Access from 176.13. 1. 124 B ock 9
109. 253. 158. 180 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 7
46. 19. 86. 82 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46.19. 86. 165 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
109. 67.36. 7 | srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code Bl ock 4
84.94.176. 72 I srael 147.237.72. 156 |aman. i df . i | D stributed Whknown HTTP Request Met hod B ock 3
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Dstributed Abnormal |y Long Request B ock 3
213. 8. 41. 250 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Uhaut horized URL Access from 213. 8. 41. 250 Bl ock 3
84.94.176. 72 I srael 147.237.72. 156 |aman. i df . i | Dstributed I11egal Byte Qode Character in Mt hod B ock 3
37.26.147.215 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55. 39. 200 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
81.218.241.25 |[Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 3
77.138.38.253 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df . i/ nai n/ gi yus/ pni ot . aspx B ock 3
84.94.176.72 | srael 147.237.72. 156 |aman. i df . i | Dstributed |11egal Bite Gode Character in LRL Bl ock 3
46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.149.194 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Distributed Mal forned LRL B ock 3
82.80.138.212 | srael 147.237.77.74 |lawidf.il mult 2&{: éfe_di Iﬁor:;e:fcéfe/ doc ot/ doc. nur . asp Bl ock 2
176.13.14. 167  |Israel 147. 237.76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on wwu chi nuch. aka. i df.il/404. htm |B ock 2
81.218.33.77 I srael 147.237.77.216|dover.idf.i |l D stributed Unaut hori zed HTTP Met hod B ock 2
109. 253. 136. 127|I srael 147.237.0.19 [nadimatal .idf.il|Paraneter Type Mol ation ReturnU| in nadi matal.idf.il/login. aspx B ock 2
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Mitiple Illegal HITP \ersion froms84.94. 176. 72 B ock 2
37.26.147.212 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.218. 33. 77 I srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/hebrew organi zati on/ honefront/ |[B ock 2
217.132.44.105 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Ml formed HTTP Header Line from 84.94.176. 72 B ock 2
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Ml tiple Abnormal |y Long Header Line from 84.94.176.72 B ock 2
185. 32. 179. 125 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Code Character in Header Nane from 84.94. 176. 72 B ock 2
109. 65. 129. 60 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 109. 65. 129. 60 B ock 2
176.13.1. 124 [Israel 147.237.77. 243 |nobi L e. i df . i | ﬁ;ﬂt:?rc;fsz , t’;‘eggfﬁzm;esn St ehi | ddocunent </ 1465 Bl ock 2
80.246.136.37 | srael 147.237.0.19 |nadi matal .idf.il Ed??ne;f; T?'gfe}ﬂl 7lnitbii ?2/%8%?;232‘;;“ der1$txtLasthane in B ock 2
37.26.147.197 [israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to v arman. i df . i|/nodiin/gen wnSxpsa.lare  [B ock 1
160.177.22.93 |Morocco 147.237.77.216|dover.idf.i |l Lhaut hori zed URL Access to /robots. txt B ock 1
2.53.30. 65 I srael 147.237.77.234|hal ag. i df . i | i;t ;'33‘“7‘;‘1Zﬁifggzsfiiaglﬁﬁi ﬂi . Bl ock 1
109. 65. 129. 60 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wa aka. i df.il/nain/giyus/general .aspx |B ock 1
79.183. 19. 50 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock 1
84.94.176.72  |israel 147.237.72. 156 |aman. i df . i | %gggﬂfggﬁ"&f‘iﬁﬂi&&f&%ﬂ& 72 (Protocol violation |y, 1
212.179. 226. 179|l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. idf.il/main/scripts/css3pie. htc B ock 1
09-21-2016-15:04:01 to 09-21-2016-16:04:01




