09-21-2016-13:04:02 to 09-21-2016-14:04:02

([
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y RepOrt
[Top Targets |
500+
M nadi matal .idf.i
M dover.idf.il
W aka idf.il
B mobile.idf.il
Nugbef B tikshuv.idf.il
At acks B aman.idf.il
M refuah.idf.il
B nat pash. i df . |
navy.idf.il
B nakchal .idf.il

Top Tar get

[Top Attackers |

240-+'¢

W 109. 253. 132. 137
109. 253. 221. 95

120+ I 46.19. 85. 39

212.179. 245. 137

N”'éber Il 109. 253. 140. 70
At t acks 60 B 109. 253. 140. 77
7] 27.55. 202. 118
M 46.19.85. 72
46. 19. 86. 45
S M 213.57.170.8
"y N2) . Q Q © A
o I q/ga N N & q‘b qu /\\,
M N A I - A S
S RO

Top Attackers



09-21-2016-13:04:02 to 09-21-2016-14:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|

79. 182. 25. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
109. 67. 222. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
84.108. 27. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
52.53.222.9 Lhited Sates 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
185. 24. 233. 30 Irel and 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
69. 30. 193. 252 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 f orward 1
37.26. 146. 160 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
173. 208. 150. 114 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forward 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df.il B ack List dr op 1
80. 246. 135. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
173. 208. 150. 118 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 1
69. 30. 193. 251 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
204. 12. 220. 82 Lhited Sates 147.237.0. 15 kosher-kravi . i df.il|bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count |
46.19. 85. 131 147.237.77.176  |Israel nat pash. i df .i | PCLI CY- OTHER TCP packet with urgent flag attenpt 5
84.108. 12. 255 147.237.77.216  |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
206. 246. 150. 226  |147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.125.12. 26 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
163. 172. 129. 15 147.237.76.199 |United Kingdom |e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
141, 226. 162. 79 147.237.77.216  |Israel dover . idf.il portscan: TCP D stributed Portscan 1
5.144.62. 22 147.237.77.216  |Israel dover . i df .i | portscan: TCP DO stri buted Portscan 1
118.103. 126. 194  |147. 237.76. 38 Japan eenmitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 211. 238 [147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 226. 43. 146 147.237.77.216  |Israel dover . i df .i | portscan: TCP DO stri buted Portscan 1
213.57. 163. 183 147.237.77.216  |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
87.71.44.29 147.237.77.216  |Israel dover . idf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 147.237.77.216 |[Israel dover.idf.il portscan: TP D stributed Portscan 1
84. 108. 32. 167 147.237.77.216  |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
211.149. 240. 243 |147.237.76.197 [China ehimish.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
84.108. 2. 209 147.237.77.216  |Israel dover . i df .i | portscan: TCP DO stri buted Portscan 1
200.241. 137. 4 147.237. 8. 24 Brazil elifestyle.idf.il|ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 9 147.237.77.216  |Israel dover . idf il portscan: TCP D stributed Portscan 1
141. 226. 218. 98 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 36 147.237.77.216  |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
118.103. 126. 194  |147.237.77.121 |Japan e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 245. 103 |147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 196. 174  [147.237.77.216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
213.151. 45, 174 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
89. 139. 189. 19 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
213.57.137.76 147.237.77.216  |Israel dover.idf.il portscan: TGP DO stributed Portscan 1
87. 69. 235. 123 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
211. 149. 246. 60 147.237.76. 34 Chi na yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.179. 245. 137|lI srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 57
27.55.202.118  |Thai l and 147.237.77. 243 |mbi 1o i or 11 | €M NG Engi ne: TCP Invalid segnent retransmssion. Packet drop 36
Inval i d Retransnissi on dr opped.
185. 114. 254. 52 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
46. 19. 86. 45 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 14
185. 114. 254. 55 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
46. 19. 86. 45 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber monitor |14
109. 253. 130. 126I srael 147.237.76.42 |refuah.idf.il  [Bad TOP sequence onracre ransmt with different wndow oo |13
46.19. 85. 72 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Invalid ACK nunber moni tor |13
46.19. 85. 72 I srael 147.237.0.34 |[tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 13
185. 114. 254. 51 [Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
185. 114. 254. 54 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
185. 137. 19. 158 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
2.53.137.103 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 9
213.57.170.8 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni tor |8
62.0.221.1 | srael 147.237.77. 170 |maar achot . i df . i 1|dr op Frst packet isn't SN drop 8
185. 114. 254. 53 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
213.57.170.8 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
46.19. 86. 92 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |7
46. 19. 86. 234 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber alert 7
46.121.13.74 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
100. 92. 136. 11 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
46.19. 86. 16 I srael 147.237.77. 243 |mbi 1 e i or 11 | €M Ng Engine: TCP Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnissi on dr opped.
79.182.25.252  |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber monitor |6
79. 182. 25. 252 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 131 | srael 147.237.77. 176 |natpash.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |6
46.19. 86.6 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber alert 6
62. 219. 198. 6 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19. 86. 6 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
2.53.18. 255 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
62.0.247.1 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
2.53.18. 255 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |5
46. 19. 86. 2 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
77.126. 240. 205 |Israel 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SN drop 5
185. 114. 254. 50 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
79.176.52.210 I srael 147.237.76.31 |nakchal .icf.il [Bad TCP sequence ggepm retransmt with different wndow oo |5
84.108.27.43 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
46. 19. 85. 213 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 101 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
84.108. 27. 43 | srael 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
o Streaning Engine: TCP TCP segnent _V\it_h urgent poi nt_er (no data).
46.19. 85. 131 | srael 147.237.77. 176 [nat pash. i df . i1 Ugent data indication was stripped. Hease drop 4
Wgent Data Enforcement | oo to sk3ssso.
46. 19. 86. 240 I srael 147.237. 72. 156 |anan. i df .i | dr op Frst packet isn't SN drop 4
46.19. 85. 122 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 86. 92 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
77.124.11.174  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 85. 101 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invali d ACK nunber monitor |4
185. 89. 217. 232 |Netherlands [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 130 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 4
213.57.170.8 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber aert 4
37.26.148.246 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253. 132. 137|I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 235
109. 253. 221. 95 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 102
46.19. 85. 39 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 71
109. 253. 140. 70 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 39
109. 253. 140. 77 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 38
46.19. 86. 253 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 253. 199. 36 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 6
81.218.70.243 |[Israel 147.237.76.31 |nakchal .idf.il |Mitiple Uauthorized URL Access from 81.218. 70. 243 B ock 5
77.139.204.68 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/ishurinmimai n/ B ock 3
2.53.8.253 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
132.74.209. 127 |israel 147.237.77.74 |lawidf.il marguelr d??f/\s'iggl_ig/;gt ';fjt erf;;bader 1$uckeader Sear chtxt Search in B ock 2
2.53.26.152 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
85. 250. 155. 171 |l srael 147.237.76.31 |nakchal .idf.i|l |Dstributed Unauthorized HITP Met hod B ock 2
212.179. 42. 225 |l srael 147.237.77.216|dover . i df . i D stributed Unaut horized HTTP Met hod B ock 2
37.26.148.185 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
111.93.113. 149 |india 147.237.72. 166 |aka. i df . i | m;gﬂt;ﬂwiﬁm;zfzw hod for Known LR on Bl ock 2
85. 250. 155. 171 [Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 85.250. 155. 171 B ock 1
68.180.231.43 |Wnited Sates [147.237.76.30 |hinush.idf.il mf::g.'ai:j. iu;_. mcteesni)lta(t)es/shared/usercontroI of header upper B ock 1
212.179.42.225 |[israel 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed LRL Access from 212.179. 42, 225 B ock 1
41.233. 44. 63 Egypt 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw idf.il/894-ar B ock 1
169.229. 3. 91 Lhited Sates |147.237.0.19 |madimatal .idf.i[lllega Byte Gde Character in URL B ock 1
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i|  |Uhauthorized URL Access to www cogat.idf.il/sip storage/files/3/ B ock 1
192.118.78.57 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawidf.il/rul es. abe B ock 1
89.139.189.19 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wan navy.idf.il/en B ock 1
77.124. 23. 26 I srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/anman B ock 1
212.179. 42. 225 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/1133-19064- he/ B ock 1
46. 19. 85. 36 I sr el 147.237.72. 166 |aka. i df . i | mngk“; i???‘/ﬁn;r n/c;;g?:ﬁ;angf‘;:_Ngisgf‘:phsacr'ar$°t' 85in None 1
169.229. 3. 91 Lhited Sates |147.237.0.19 |madimatal .idf.i[Mitiple Il1legal Byte Qode Character in Mthod from 169. 229. 3. 91 B ock 1
198. 20. 87. 98 Lhited Sates |147.237.0.34 |ti kshuv.idf.il Unaut hori zed URL Access to 147.237.0.34/robots. t xt Bl ock 1
66. 249. 65. 160 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1235- he/ at al . aspx B ock 1
147. 236. 238. 161 |l srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |madi matal.idf.i|NLL Character in URL B ock 1
81.218.70.243 |Israel 147.237.76.31 |nakchal .idf.i|l |Uauthorized URL Access to ww nakhal .idf.il/inages/shared/ mailthis.gif [B ock 1
212.25.85.54  |Israel 147.237.76. 200 |ei tan. aka. i df . i | m“ter‘f;'nzzsaﬁf _Aiclc/etszn;fat s/ honepage! honepage. &P Bl ock 1
66. 249. 66. 75 | srael 147.237.76.86 |navy.idf.il Lhaut hori zed LR. Access to navy.idf.il/iturintasp/displayal | sol diers. asp Bl ock
2.53.45.94 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nmadimatal .idf.i|DOstributed Abnornally Long Request Bl ock

109. 253. 132. 137|I srael 147.237.0.19 |nadimatal .idf.i gd?rrf;f;l T?Zf.\iﬂl7':;;ﬁllcltégﬁ1c§n;;n;t'?§§;§' der 1 xtArstName in B ock 1
79.180.212.40 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 176 |nmat pash. i df.i | Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 Bl ock 1
46. 19. 85. 217 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ | ayout 2. css B ock 1
68.180. 228. 238 |[Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.19 |madimatal .idf.i|Dstributed Unknown HTTP Request Met hod Bl ock 1
109. 253. 134. 255|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
80.179.223.31 |Israel 147.237.77. 176 [mat pash. idf .i| |Ostributed Unhaut horized HTTP Met hod Bl ock 1
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Waut horized URL Access from 192.118. 10. 10 Bl ock 1
46. 19. 86. 16 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
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