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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
109. 253. 199. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
82.81.57.4 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
89. 138. 182. 212 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
80. 246. 138. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
80. 246. 138. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
176. 13. 246. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
141. 226. 161. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185. 32.179. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
141. 226. 146. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185.94.111. 1 Russi an Federation 147.237.76. 148 ggcenter.aka. i df.il|B ack List dr op 1
85. 64. 144. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1




09-21-2016-12:04:03 to 09-21-2016-13:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

212.235. 60. 218 147. 237.76. 86 I srael navy. i df il ET SCAN NVAP -sA (2) 2
66. 249. 66. 18 147.237.77.170  |lhited Sates mearachot.idf.il  [ET SCAN NVAP -sA (2) 1
211. 149. 244. 79 147.237.0. 33 Chi na idf.il ET SCAN NVAP -sS w ndow 1024 1
31.210. 187. 54 147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
192.116. 207. 146 |147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
125. 65. 82. 44 147.237.76. 38 Chi na eemitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 66. 135. 126 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
85. 64. 144. 209 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
82.81.57. 4 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
79. 183. 44. 153 147.237.77.216  |israel dover.idf.il portscan: TCP O stri buted Portscan 1
79. 176. 8. 43 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
212.143. 61. 166 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
46.117. 170. 251 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
200.241. 137. 4 147.237. 8.50 Brazil e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 83. 162 147.237.77. 121 Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
121. 46. 87. 116 147.237.77.216 |india dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89. 138. 182. 212 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
82. 166. 188. 253 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 131 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
217.132. 39. 82 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
79. 180. 120. 154 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
212.143.101. 36 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
82.102. 135. 18 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
46. 19. 86. 215 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 24
185. 137. 19. 158 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
46.19.86.140  |israel 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence mﬁsg reansm wehdifferent | oonitor |13
80. 246. 139. 159 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
37.26.147.137 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
85.130. 219. 44 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 10
46. 19. 86. 21 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
141, 226. 161. 78 |Israel 147.237. 72. 167 [i surimaka i a1 || €2 NG Engine: TGP Invalid Jinvalid segnent retransissi on drop 9
Ret r ansm ssi on Packet dr opped.
176.12.160.2  |Israel 147.237.77. 243 |rbi e i1 | €AMNg Enginer TP Invalid - invalid segnent retransmissi on drop 9
Ret r ansm ssi on Packet dr opped.
85.130.219. 44  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46.19. 86. 115 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
82.80.196.44  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg rea”smt wthdifferent | onitor |8
62.0.212. 169 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
85.130.219. 44 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
37.26.147.137 |israel 147. 237. 77. 216 |dover. i of .1 Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |7
85.64.17.112 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
87.71.1.183 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 248 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 7
46.19. 86. 199 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 86 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 6
66.249.64. 164 |United Sates [147.237.0.19 |nadimatalir.i1 | CAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 86 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
80.246.130.9  |israel 147.237.76.42 |refush.idf.il  [Bad TCP sequence md:)irsaé‘:]”lt wth dfferent monitor |6
80. 246. 136. 108 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 16 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 5
62.0.224. 129 | srael 147.237.72. 167 [i shuri maka. i df . i [{dr op First packet isn't SN drop 5
2.53.10. 26 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
2.53.182.250 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthditterent | onitor |4
62.219.13.180 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
5.22.134.89 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 4
109. 65. 254. 44 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
80. 246. 138. 210 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
109. 65. 254. 44 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
2.55.143. 174 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
176. 13. 234. 178 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 86. 140 | srael 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 4
46. 19. 86. 18 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 140 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 4
111.93.113.149 |India 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 86. 140 | srael 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
46.19. 85. 117 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
109. 65. 254. 44 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
2.53.161.218 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
100. 92. 136. 11 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 3
46. 19. 85. 201 I srael 147.237.76. 147 |chinuch. aka.i of . i l[Bad TCP sequence Inval i d ACK nunber noni t or 3
77.139. 39.51 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
5.22.134.89 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
109. 253. 143. 203l srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 131. 230|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 103
109. 253.199. 13 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 74
46.19. 85. 39 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 74
2.53.5.155 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 31
80.246.137.18 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 15
2.53.135. 99 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 12
176.13.228. 182 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 10
37.26.147.198 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 8
2. 55. 147. 201 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 8
213.57.243.74 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR Bl ock 8
185.32.179.51 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 6
109. 253. 132. 137|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 6
2.53.187.232 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
209. 88. 198. 1 | sr ael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
109. 253. 221. 95 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
194. 114. 146. 227|I srael 147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 194. 114. 146. 227 Bl ock 3
109. 253. 140. 77 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 2
77.138.135. 244 |France 147.237.72. 166 |aka. i df . i | m“;‘;riidie_?l';’en;hg/dr;ﬁnf/‘generaj aspx Bl ock 2
192.117. 158. 212israel 147.237.77.74 |lawi df .i| Parameter pe ¥ olat! oai st :rsi;eader 18uckeader Sear chStxt Search in g o |
109. 253. 159. 127|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
37.26.149.227 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
176.12. 160. 2 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode Bl ock 2
2.53.174.25 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
111.93.113.149 [india 147.237.72. 166 |aka. i df . i | 35;;:?;‘1 IT}?TL; WLL;:‘?Z/W hod for Known LRL on Bl ock 2
169. 229. 3. 91 Uhited Sates|147.237.76.42 |refuah.idf.il D stributed Unknown HTTP Request Met hod Bl ock 1
66.249.76.83 I srael 147. 237.77. 216 |dover . i df . i | f;g:t hgg;;;iohﬂ‘mﬁcgfjf L:ezem id?':/;!t ; g: ‘g ijf”ﬁ:’g”ﬁgg“" e g ock 1
46.19.85.0 I srael 147.237.76.31 |[nakchal .idf.il Ostributed Ml formed UR Bl ock 1
169. 229.3.91 Lhited Sates|147.237.0. 17 g}: niyl- kosher -kravi . i Mitiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
192. 115. 177. 202|I srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 192.115. 177. 202 B ock 1
79.181.58.186 |[Israel 147.237.72. 166 |aka. i df . i | fwagk“aeE de_B??/Slzim\:e?/?tai.qcl)TjefiarLIt.asp None 1
169. 229. 3. 91 Lhited Sates|147.237.77. 170 |maar achot . i df . i | Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
62.176.77.100 |Rulgaria 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1

Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates|147.237.72. 166 |aka. i df . i | [[#1]1K[[#25]]1[[#16] ] LG ~z80xp" & [ [ #1]] M [ #26] ] f Qpf c®@S3KAo” A |B ock 1

Q@ in R
152. 62. 109. 205 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka.idf.il/ishurimi Bl ock 1
209. 88.198. 1 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unauthorized URL Access from 209.88.198. 1 B ock 1
109. 64. 56. 239 |l srael 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
169. 229. 3. 91 Lhited Sates|147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Header Nane Bl ock 1
46.19.85.0 I srael 147.237.76.31 |nakchal .idf.il D stributed Lhknown HTTP Request Met hod B ock 1
169.229.3.91  |Wnited Sates|147.237.0.17 3; niyl- kosher -kravi . i \AUF [k 231“]“] éﬁ?éﬁ? :[t [gzhzt]qq?‘ >qoayS A( «SWOE* O ' 61 =50a+M in |B ock 1

. R

169. 229. 3. 91 Uhited Sates|147.237.77. 170 |naar achot . i df . i | Unknown HTTP Request Method Ta[[#1]]16"rT ALUA3[[#3]]p in URL  [B ock 1
169.229. 3. 91 Lhited Sates|147.237.76.39 |nobile. neitav.idf.il [Mitiple Il1legal Byte Code Character in Method from 169. 229. 3. 91 B ock
66. 102. 6. 21 Wited Sates [147. 237. 72. 166 |aka. i df . i | m“;;:rii dfflj\bn;jhr?/dsaﬁ/;o;maysl i p. s Bl ock 1
157.55.39. 11 Lhited Sates|147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to www aman.idf.il/robots.txt Bl ock 1
37.26.147.198 |lIsrael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/1134-he/ at al . aspx B ock 1
176. 13. 245. 243 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 67. 194. 215 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ Bl ock 1
169.229.3.91  |[hited Sates|147.237.76.42 |refuah.idf.il ngq?;li]?g‘;#%?]agg[[iglgﬁgogé}q Bl ock 1
77.138. 245. 247 |France 147.237.72. 166 |aka. i df . i | m;:?t;éiwiﬁ :/Oggczr?; Method for Known LR. on B ock 1
46.19.85.0 | srael 147.237.76.31 |nakchal .idf.il Il1egal HITP Version pk_ses. 119. 2366=* B ock 1
169. 229. 3. 91 Uhited Sates|147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
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