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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
2.55.8.154 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30
185. 32. 179. 45 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 15
37.26.149. 176 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
192.117. 14. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 12
109. 67. 176. 155 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
141. 226. 161. 92 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
185. 32. 179. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5
2.55. 44, 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.177.92. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.55.131. 87 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 253. 217. 52 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.28. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
176.13. 17. 223 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
212.179. 215. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 3
2.53.52.114 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
192. 117. 14. 255 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
179. 99. 200. 39 Bazil 147. 237. 76. 200 eitan. aka. idf.il bl ock-sp-traf1 forward 2
2.53.190. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
5.102. 242. 178 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
94, 188. 158. 74 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
37.142.11. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
37. 26. 146. 227 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53. 155. 46 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185.94.111. 1 Russi an Federation 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
45. 32. 205. 133 Net her | ands 147.237.76. 86 navy.idf.il B ack List dr op 1
85. 250. 101. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185.94.111.1 Russi an Federation 147, 237.76. 196 e.sviva.idf.il B ack List drop 1
46.121. 132. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
37.26. 146. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 67. 35. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
45. 32. 201. 228 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 120. 188. 146 Chi na 147.237.77. 74 lawidf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
123. 126. 68. 99 Chi na 147.237.77.216 dover.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

24.173.213.138 [147.237.76.34 |lhited Sates |yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
93.172. 110. 200 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
88.26.246.198 |147.237.72.166|Sain aka.idf.il portscan: TCP D stributed Portscan 1
206. 246. 150. 226|147. 237. 77. 170 |Whited Sates  [mmarachot.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 196. 44 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
81.218. 135. 161 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
132.72.20.142 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.177.202. 128 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
118. 103. 126. 194|147. 237. 77. 205 |Japan prishaidf.il |ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 [147.237. 76. 196 |Chi na esvivaidf.il |[ET SCAN Potential SSH Scan 1
112. 35. 1. 167 147.237.76. 176 |Chi na test.ncore.idf.i|ET SCAN Potential SSH Scan 1
46.183.223.228 |147.237.76.31 [Latvia nakchal .idf.il |ET SCAN Potential SSH Scan 1
109. 253. 221. 74 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168.114.88 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 198. 46 |147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
213.151.42.63 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 4. 144 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
911 197 201 106|147 237 8 14 |KOr€a Republic [ ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1

of Potential Scan or Brute Force

82. 81. 49. 185 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
206. 246. 150. 226|147.237. 77. 121 |Whited Sates [e.navy.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
81.218. 138. 222 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il |[ET SCAN Potential SSH Scan 1
79.178.233. 105 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
125. 212. 247. 129|147. 237. 76. 198 |M et nam e.yoha an.idf.il|ET SCAN NVAP -sS w ndow 1024 1
72.241.62.254 |147.237.76.38 |lhited Sates |e.e.nmitav.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
112. 35. 1. 167 147.237. 76. 198 |Chi na e.yohalan.idf.il[ET SCAN Potential SSH Scan 1
57.66.185. 4 147. 237. 77. 216 |Ger many dover.idf.il portscan: TCQP D stributed Portscan 1
112. 35. 1. 167 147.237.76.30 |China himssh.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 70 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
109. 253. 201. 220|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Devi ce

Country

Target Address ‘ Ste

‘Signature

SYNretransmt with different w ndow

Action

‘Count

82. 80. 135. 182 | srael 147.237.77.233|atal .idf.il Bad TCP seqguence scal e noni t or 61
141. 0. 14. 146 Eur ope 147.237.77. 234 |hal ag.idf.il |dr op First packet isn't SYN drop 27
194. 90. 66. 9 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
212.179. 215. 221 I srael 147, 237.77. 243 ot e i o 11 | AM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dropped.
109. 253. 216. 113l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 22
212.179. 215. 221l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 21
82.80.190.84 |Israel 147. 237, 76. 200 | tan. aka. i of i | SAM NG Engi ne: TP Invalid Invalid segnent retransmssion. drop 20
Ret r ansni ssi on Packet dr opped.
212.179. 215. 221 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
109. 253. 216. 113|l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 18
212.179. 215. 221 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
46. 19. 86. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 14
109. 253. 216. 113|I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
62.0.224.1 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
176.123.58. 10 E?ir:;gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
109. 253. 216. 113|l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout aert 11
100. 92. 136. 11 147.237.72. 166 |aka. i df .l dr op First packet isn't SWN drop 11
109. 253. 216. 113I srael 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SAae e ;ansm wehdifferent oonitor |12
79.178.210.5 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
5.22.134. 89 | srael 147.237.77. 176 |natpash.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 10
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 9
2.53.186. 229 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46.19. 85. 213 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
109. 67.123.82  |lIsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
62.0.224.1 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 8
2.55.8.154 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
2.53.186. 165 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
37. 26. 147. 207 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
109. 253. 213. 77 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
45, 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 7
212.150.128.10 |[Israel 147.237.72. 166 |aka. i df.il dr op First packet isn't SWN drop 7
37.26.147.207 |lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
109. 253. 216. 113|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 7
2.55.173. 188 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
2.53.36.173 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
2.55.8.154 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
193.242.218.25 |Satzerland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
46. 19. 86. 140 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
46.19. 86. 102 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
156. 205. 235. 64 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
46. 19. 85. 126 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber alert 6
2.55. 47. 56 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
2.53.165. 152 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
2.55.36.41 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
46. 19. 85. 100 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 179 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
95. 35. 35. 22 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
2.53.130. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 132. 137|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 167
176.13.10. 27 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 163
109. 67. 186. 186 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 111
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 32
46.19. 86. 117 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 30
109. 253. 199. 13 |I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 18
46. 19. 85. 51 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
213.57.243.74 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bl ock 11
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il PHP Att enpt Bl ock
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock
77.138.210.91 |France 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bl ock
84. 95. 208. 20 | srael 147.237.77. 226 \é\;M\il'l(:hamt z. aka.| Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 6
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77. 226 \é\MlChamt 2. aka. i PHP Attenpt B ock 5
2.53.5.155 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.50. 31 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
37.26.147.190 [israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176.13.228. 182 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.145. 113 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 2
46. 19. 86. 124 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte de Character in URL Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 2
196. 6. 235. 1 147.237. 72. 166 |aka. i df . i | chaut hor | zed I'}‘ﬁa?‘;‘;'kzng Sont a0t s, 45D Bock |2
87. 255. 31. 189 :Z:::t”i o 147.237.72. 166 |aka. i df . i | 3,;: ;Ii(:.“it;é illj}ar:;;hn(;rrjozn‘:c/‘ d’;?;:?f. ;;);XK”O‘A" UL on Bock |2
46.19. 85. 114 I srael 147.237.0.34 |tikshuv.idf.il D stributed Unknown HTTP Request Met hod Bl ock 2
196. 6. 235. 1 147.237.72. 166 |aka. i df . i | m ;L;“it:: ILIJ;?::J WLL;‘Z‘?Z/MBI hod for Known LRL on Bock |2
2.55.51.181 [Israel 147.237.76.42 |refuah.idf.il L ated Lot hori zed éﬁaﬁc‘;ﬁ( on Bock |1
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il NULL Character in Mt hod Bl ock 1
79.182.2. 134 | srael 147.237.72.156 lanan. i df . i | mu;:a?r:.l izt;?fé iLlijnog‘i:(i:enﬁetsgur ces/ i nages/ f avi con/ f avi con. png Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il [Aonormally Long Request nethod Bl ock
84.95.208.20  |Israel 147.237.77.233|atal .i df .il PHP At t enpt H ock
169. 229. 3. 91 Uited Sates [147.237.72.167|ishurimaka.idf.il |Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
80. 246. 130. 216 |l srael 147.237.76.42 |refuah. i df il oy 237 76, 45 1519 ol of cane s Bock |1
Uhaut hori zed URL Access to
66.249. 66. 100 [Israel 147.237.0.15 |kosher-kravi.idf.il [kosher-kravi.idf.il/tenplates/shared usercontrol s/ navnenu/ undefine [Bl ock 1
d
46.19. 85. 114 I srael 147.237.0.34 |tikshuv.idf.il Ml tiple Mal formed URL from 46. 19. 85. 114 Bl ock 1
31.168. 3. 188 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
82. 81. 22. 202 I srael 147.237.77.216|dover.i df .i | Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 1
80.178.204.62 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Uited Sates [147.237.0.15 |kosher-kravi.idf.il |Mitiple Illegal Byte Code Character in Mthod from 169.229. 3. 91 Bl ock 1
84.95.208.20 | srael 147.237.77.233|atal .i df . i | ;;“fih;rliif‘f?eﬁ afg;/e;:n;nge/ i k. php Bock |1
Dstributed Paraneter Type Mol ation on
46. 19. 86. 191 | srael 147.237.76.42 |refuah.idf.il wwy refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 1
ct | 00$Cont ent P aceHbl der 1t xt Cont ent
46. 19. 85. 114 I srael 147.237.0.34 |tikshuv.idf.il D stributed Abnornal |y Long Request B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited States [147.237.72.167 (i shurimaka.idf.il |E6»Qe—f[#8]]ul «! G6[[#12]]] ® A[[#23]]’ K6@"¥820Q ¢+£' 7nQ*a |Bl ock 1
ql[#25] ] ERCAg, [[#11]] " [[#6]JeH [#12]] in LR
80. 246. 130. 242 I srael 147.237.76.42 |refuah.idf.il ot e haut ort zed ;ﬁaﬁcﬁ‘; on Bock |1
77.138.124.87 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df .il/mai n/ sachar B ock 1
46. 19. 86. 61 I srael 147.237.77. 216 |dover. i df . i | Mal formed LRL B ock 1
84.94.73.174  |Israel 147.237.72. 166 |aka. i df . i | m”aci(":i;a_rme;;r n/Z;ngﬁ;yg??gsha'\gxn$cphsaChar $cb13900030 in |\ ne 1
31. 168. 23. 60 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 31.168. 23. 60 B ock 1
176.13.10.169 [Israel 147.237.76.42 |refuah.idf.il Paramser vpe i\Adfof f‘lt} e Lg?fgg;ﬁ”;;;cem' deristxt@ntent in g o0 |1
80.230.228.18 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/wantikshuv.idf.il Bl ock 1
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