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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
47.8. 60. 167 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12

66. 249. 93. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6

195. 93. 234. 8 | srael 147.237.76. 42 refuah.idf.il JLM Under Attack Con Htp drop 3

109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
71.6.165. 200 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1

31. 168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ack List drop 1

123. 249. 3. 155 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 1

173. 208. 150. 114 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.illbl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 3
36.110. 147. 67 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 2

2.55,27.87 I srael 147.237.72. 166 aka.idf.il 13840: TLS penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
85.64.245.217  |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 2
31.13. 163. 43 147.237.77. 176 |Pal estinian Territory, Qeeupi ed [natpash. idf.il ET SCAN NVAP -sA (2) 2
217.132.9.247  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.229.45.199  |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
212.150.190. 98 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
54.164.11.206  |147.237.77.19 |lhited Sates lawforumidf.il |ET SCAN Potential SSH Scan 1
195.34.78.195  [147.237.77.216 (Gbral tar dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent |nbound |1
54.164.11.206  |147.237.0.34 |lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
185.32.179.131 |[147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 206 147.237. 72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
164.52.227.101 |[147.237.77.227 |Whited Sates e. hamaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
128.232.110.28 [147.237.76.34 |United Ki ngdom yohal an. i df .il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.77. 233 [Nether| ands atal.idf.il ET SCAN NVAP -f -sS 1
123.249.3.155  |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
2.55.176. 53 147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
109. 64. 41. 242 [147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
212.179. 215. 221 |147. 237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
54.164.11.206  |147.237.77.74 |lhited Sates lawidf.il ET SCAN Potential SSH Scan 1
207.232.46.209 |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
54.164.11.206  |147.237.72.14 |lhited Sates dover.idf.il(od) |ET SCAN Potential SSH Scan 1
193.34.57.101  [147.237.77.216 |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
46.19. 86. 193 147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
176.13. 5. 80 147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
41.83.120.230 |147.237.76.34 |Senegal yohal an. i df .il ET SCAN Potential SSH Scan 1
164.52.227.101 [147.237.77.170 |Whited Sates naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 147.237. 77. 233 |Net her | ands atal .idf.il ET SCAN NVAP -sS w ndow 2048 1
125. 65.83. 162  |147.237. 77. 243 |Chi na nobi  e.idf.il ET SCAN NVAP -sS w ndow 1024 1
123.249.3.155  [147.237.0.15 |China kosher-kravi .idf.il[ET SCAN Potential SSH Scan 1
2.53.58. 180 147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201.236.50  |147.237.76.44 |Wkraine e.refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
91. 195. 162. 254 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
2.53.3.12 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 Streamng Engi ne: TP Invalid segnent retransmssion. f 30
Invali d Retransnission Packet dropped.
185.32. 179. 165 |Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence wﬁtrﬁf;ﬁ?&fth monitor |18
193. 43. 246. 250 |l srael 147.237.76.31 |[nakchal .idf.il drop First packet isn't SN drop 12
46. 19. 85. 78 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |11
46. 19. 85. 78 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 78 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 9
46. 19. 85. 78 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni tor |9
182. 56. 163. 6 I ndi a 147.237.77.234 |hal ag.idf.il dr op Frst packet isn't SYN drop 8
5.22.134. 89 I srael 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |8
46. 253. 89, 45 'T'zjrfisti)?iy,an(]:cupi o 147 287. 77. 176 |nat pash. i ot i1 drop First packet isn't SWN drop 8
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
62. 0. 240. 1 | srael 147.237. 72. 166 |aka. i of . i | drop First packet isn't SN drop
217.194.207. 24 |lsrael 147.237.72. 156 |anan.i df .il SYN At tack SYN -> SYN-ACK -> Ti meout |nonitor
80. 246. 139. 169 I srael 147. 237.77. 243 |mbi l e. i f . i1 Streaning Engine: TCP Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
82.80.130.71 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
2.53.16.53 I'sr el 147. 237. 77. 216 |dover i of .i Bad TCP sequence wﬁtrs\:;ﬁ?c;gth moni tor |6
46. 19. 86. 215 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.76.98. 42 | srael 147.237. 72. 167 |i shurimaka. i df . il dr op Frst packet isn't SN drop 6
84.109. 75. 165 |Israel 147.237.72. 167 |i shuri maka.i df .i Bad TCP sequence Inval i d ACK nunber monitor |5
192.115.30.42 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
192.115.30.42 |Israel 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 86. 51 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 192 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 5
192.115.30.42 |Israel 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 51 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 192 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.76. 98. 42 | srael 147.237. 72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
46. 19. 85. 249 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4
85.130. 176. 140 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.26.149.171 |Israel 147.237. 72. 166 |aka. i of . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
46. 253. 89. 45 _F;:'rff:'op;f‘”acupi o [147.237.77. 176 |nat pash. i o i1 Bad TCP sequence mﬁtrmgngcta]:”h moni tor |4
212.179. 215. 221 |l srael 147. 237. 77. 170 |maar achot . i of . i | Bad TCP sequence Inval i d ACK nunber noni tor |4
5.22.134.218 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
46. 19. 85. 249 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 4
212.179. 215. 221 |l srael 147. 237. 77. 170 |maar achot . i of . i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
46.19.85.196 | srael 147.237.77. 226 [\ chanat z. aka. 10 1pad TGP sequence Inval i d ACK number moni tor  [4
2.55. 166. 184 I srael 147.237. 72. 166 |aka. i of . i SYN Attack SYN -> SYN-ACK -> Tinmeout [monitor |3
46.19.86.177  |israel 147.237.77. 226 | "}|" chanat z. aka. 101 1pad TGP sequence Inval i d ACK number moni tor (3
84.108. 37. 57 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
37.26.149.136 |Israel 147.237. 72. 166 |aka. i of . i SYN At tack SYN -> SYN-ACK -> RST monitor |3
84.108. 127. 150 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |3
147. 236. 238. 22 |Israel 147.237. 72. 166 |aka. i of . i SYN Attack SYN -> SYN-ACK -> RST nonitor |3
5.22.134. 89 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni tor |3
37.26.149.249 |israel 147.237.77. 243 |robi L e. i o .i | Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 3
Invali d Retransnission Packet dropped.
85. 130. 176. 140 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
5.22.134. 165 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber monitor |3
2.53.23.228 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
37.26.149.253 [Israel 147.237.72. 166 |aka. i of . i SYN Attack SYN -> SYN-ACK -> RST nonitor |3
85. 130. 176. 140 [l srael 147.237. 77. 216 |dover.i df .il SYN Attack SYN - > SYN-ACK -> RST monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 204. 52 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode B ock 30
46.19. 86. 124 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
192. 116. 232. 69 |l srael 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut horized LRL Access from 192. 116. 232. 69 B ock 10
77.138.210.91 |France 147. 237. 72. 166 |aka. i df . i | 5:/;\: ;L:.uit;d. Itlj;?;tl r:](/’LLEZ?ZW hod for Known LRL on Bock |8
176. 13. 227. 167 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 85. 116 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
77.138.210.91 |France 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 4
87.152. 48. 80 Ger many 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 87.152. 48. 80 B ock 3
46. 19. 86. 122 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.10. 167 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
109. 253. 202. 180]l srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 2
176.13. 7. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
68.180.231.60 |United Sates|147. 237. 77. 176 |nat pash. i df . i | ma’x;i%‘;e v /Oigiigf)ﬂefigggms';x Bock |1
185. 89. 217. 227 |Netherlands |[147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka. i df.il/mai n/kapat z/ B ock 1
115. 119. 113. 194|indi a 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/sites/hone/default.asp  |B ock 1
46. 19. 85. 163 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | PHP Attenpt Bl ock 1
213.57.243.74 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 1
66. 147. 244.101 |Wnited Sates|147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df.il/main/ gi yus/ general . aspx [B ock 1
169. 229.3.91 Lhited Sates|147.237. 77. 226 \(;“fAMiI'IChanat z. aka.i Illegal Byte Gode Character in Method B ock 1
46.19. 85. 20 I srael 147.237.76.42 |refuah.idf.il II1egal HITP Version _pk_ses. 118. f dlc=* B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At tenpt B ock 1
77.138.6.132 France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw arman.idf.il/favicon.ico B ock 1
132.68.49.109 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/miluim Bl ock 1
46.19.85.167  |[Israel 147.237.76.42 |refuah.idf. il o ated Lot horized ?Jaﬁc‘;zi; on Bock |1
2.53.41.124 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.94.229.51  [Belarus 147.237.72. 166 |aka. i df . i | m;:(:_“itjfd_ iLlj}a#;hnc/’rr:OZr;? d';f;tlofl‘;;’;xmo"‘" WL on Bock |1
66.249.64.101 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1

Mal formed URL
46. 19. 85. 20 I srael 147.237.76.42 |refuah.idf.il _pk_i d. 118. f d1c=2381425f 7808ab7d. 1474442892, 1. 1474442892, 147 |B ock 1

4442892. ;
192. 116. 232. 69 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unhaut hori zed URL Access from 192. 116. 232. 69 B ock 1
77.138.36.133 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.138. 36. 133 B ock 1
169. 229. 3. 91 Lhited Sates|147.237.76.31 |nakchal .idf.il Illegal Byte Qde Character in Mthod B ock 1
2.53.50. 217 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
87.152. 48. 80 Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
80.178.98.149 | srael 147. 237. 72. 166 |aka. i df . i | 5:,;; ;]i(;uit d‘?qiwiﬁ :loéii ;jstj g'\::er:‘;?';‘s’gxmom UL on Bock |1
66.249.76.115 |[Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock
109. 253. 205. 119]I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 1

Unknown HTTP Request Met hod

YRCYR2%R29RC14744428929RC%R2ht t psIYBAYRFY@Fwmv. googl e. co. i | %
46. 19. 85. 20 | srael 147.237.76.42 |refuah.idf.il 2F9R298D;, in URL B ock 1

_pk_id. 118. f d1c=2381425f 7808ab7d. 1474442892 1. 1474442892, 147

4442892,
204.79.180.40 |[Wited Sates|147.237.72.166|aka.idf.il Unaut hori zed Method POST for waw aka.idf.il/ishurinimai n/ B ock 1
77.138.36.133 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df.il/main/ml ui mabout.aspx |B ock 1
169. 229. 3. 91 Whited Sates|147.237.76.31 |nakchal .idf.il NULL Character in Method B ock 1
2.55. 166. 184 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
91. 205. 154. 48 |l srael 147.237.77.216|dover.i df.i |l Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ Bl ock 1
80. 246. 139. 169 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
68.180.231.57 |Wnited Sates|147. 237. 77. 216 |dover.i df . i | Uhaut hori zed LRL Access to waw idf.il/</font B ock 1
176.13.233.37 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
109. 253. 215. 79 |l srael 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 1
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