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|Top Attackers | n DDoS- Def ence |

09-21-2016-09:04:01 to 09-21-2016-10:04:01

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
88. 202. 218. 230 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 28
213. 8. 50. 49 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero dr op 14
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
208. 110. 84. 68 Lhited Sates 147.237. 76. 30 hi nush.idf.il bl ock-sp-traf 1 f orward 2
209. 126. 102. 181 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
209. 126. 102. 181 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il |Back List drop 1
45. 32. 205. 133 Net her | ands 147.237.76. 42 refuah.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 1
45. 32. 205. 133 Net her | ands 147.237. 76. 86 navy.idf.il B ack List dr op 1
60. 191. 221. 152 Chi na 147.237.76. 147 chi nuch. aka.idf.il JLM Under Attack Con_Tcp drop 1




09-21-2016-09:04:01 to 09-21-2016-10:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Device Action |Count

123. 126. 68. 103 Chi na 147.237.77. 233 atal .idf.il]|Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 1




09-21-2016-09:04:01 to 09-21-2016-10:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
66.249. 93. 75 147.237.77. 74 Eur ope lawidf.il ET SCAN NVAP -sA (2) 191
80. 179. 118. 219 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
201. 38. 68. 132 147.237. 8. 27 Brazil e.madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178. 116. 163 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 116. 247. 210 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.138.222. 199 147.237. 72. 166 France akaidf.il portscan: TCP DO stributed Portscan 1
128. 232. 110. 28 147.237.0. 35 Uhi ted Ki ngdom akavs. i df .i | ET SCAN Potential SSH Scan 1
66. 249. 65. 24 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
109. 253. 240. 183 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
54.164. 11. 206 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
109. 67. 182. 179 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
54.164. 11. 206 147.237.0. 16 Lhited Sates ny- kosher - kravi . i df . il ET SCAN Potential SSH Scan 1
109. 66. 106. 44 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 148. 167 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 81. 135. 66 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.583.175. 135 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.70.2 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 138. 159 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
2.53.55. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
206. 246. 150. 226 147.237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178. 238. 29 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
199. 203. 39. 154 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.177. 174. 48 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
191. 96. 249. 189 147. 237.76. 30 Giile hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
125. 65. 83. 162 147.237.72. 217 Chi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
54.164. 11. 206 147.237.77. 179 Lhited Sates e.nmazi.idf.il ET SCAN Potential SSH Scan 1
109. 253. 132. 203 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
54.164. 11. 206 147.237.76. 31 Lhited Sates nakchal .i df.il ET SCAN Potential SSH Scan 1
109. 67. 103. 135 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 246 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 64. 189. 197 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 28. 188. 207 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 30. 241 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.57.33 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.199. 108. 202 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature

62.0.230.1 | srael 147.237.72. 156 |aman.idf.il |dr op Frst packet isn't SYN drop 51
109. 253. 207. 205|I srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 50
62.0.224.1 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 37
5.168.1.173 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
2.53.3.12 I srael 147, 237. 77, 243 bl e, i o 1| LT €8M NG Engine: TCP Inval i d Invalid segnent retransnission drop 30

Ret ransm ssi on Packet dr opped.
46. 19. 86. 10 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 20
46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
46.19. 85. 216 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber aert 19
46. 19. 85. 216 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 19
2.53.169. 80 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
155. 250. 255. 143|Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 17
2.53.136. 43 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 15
46. 19. 86. 54 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 12
185.24.207.96 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 12
213.57.146. 126 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
213.57.146. 126 |[lIsrael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert 11
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id ACK nunber aert 11
213.57.146. 126 |[Israel 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
213.57. 146. 126 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 11
213.57.146. 126 |lsrael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 86. 190 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 86. 10 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 10
84.109. 115.57  |Israel 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
2.53. 140. 163 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
46. 19. 86. 190 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 10
46. 19. 85. 52 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
46.19. 85.211 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
80. 246. 138. 117 |l srael 147.237.77.216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id ACK nunber aert 8
212. 179. 126. 1261 srael 147, 237.77. 243 |roti 1 e, o[ LT E@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 8
Ret ransn ssi on Packet dr opped.

46.120. 74. 167 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 8
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 8
176. 13.20. 214  |Israel 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
2.55.41. 248 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
100. 92. 19. 64 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
213.8.50. 49 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d sequence nunber noni t or 7
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
89.139.171.2 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
2.53.128.124 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
46. 19. 86. 213 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber alert 6
5.102.242.184 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
46. 19. 86. 189 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
62.0.232.1 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
85.130.219. 44  |[Israel 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 213 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 6
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Count ry Target Address |Site Sgnature Action ‘Count

176.13.10.27 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
46.19.85.114 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 28
192. 116. 232. 69 |l srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed LRL Access from 192. 116. 232. 69 B ock 17
192. 116. 232. 69 |l srael 147.237.77.216|dover. i df .i |l Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 Bl ock 16
192. 116. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il Ml tiple Unhauthorized URL Access from 192. 116. 232. 69 B ock 14
80. 246. 138. 130 |I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.19.86.253 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

109. 67. 251. 183 |I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock

84. 95. 208. 20 | srael 147.237.77. 226 }IW\:AII chamat z. aka. i d Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 5
109. 253. 215. 79 |l srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Gode B ock 4
77.139. 168. 138 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.139. 168. 138 |B ock 4
2.55.56. 113 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 3
2.53. 29. 66 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.85.208 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.95.208.20 |[lIsrael 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 3
81.218.57.234 |[lIsrael 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 2
109. 67. 186. 186 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 2
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
2.53.153.6 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
79.178. 116. 163 |I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 79.178.116. 163 |B ock 2
84.95.208.20 |[lsrael 147.237.77. 226 }MA:'\I/ chanat z. aka. i d PHP Attenpt B ock 2
81.218.57. 234 |lsrael 147.237.77.216|dover . i df . il Ml tiple Uhauthorized URL Access from 81.218.57. 234 B ock 1
109. 65. 39. 239 |Israel 147.237.77. 216 |dover . i df . i | ?gs‘sgtégflﬁibigpﬁ”gﬁi g‘\l_'DzToAtfg’('C;’x\'gtE; on None 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ ei t an/ t nuna/ Bl ock 1
84.95.208.20 |Israel 147.237.77.216|dover.idf .il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
79.178. 116. 163 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for aka. i df.il/mai n/ sachar B ock 1
84.95. 208. 20 I srael 147.237.77. 226 \f/W\:/:/ chamatz.aka. 1d muzag:r;tz;dakﬁ é“fCCI(TS/St etrr(:JI at es/ honepage/ di v. i tem Bl ock 1
66. 249. 65. 152 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
84.95.208.20 |[Israel 147.237.72. 156 [arman. i df . i | PHP At t enpt B ock 1
37.26.148.202 |lsrael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.95.208.20 |Israel 147.237.77.216|dover.idf.il PHP Attenpt B ock 1
84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
79.183.70.131 |[lsrael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wwwidf.il/watch B ock 1
132.64.25.83 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 66. 16 | srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 1
84.95.208.20 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
204.79.180.84 |United Sates |147.237.72. 166 |aka. i df . | chaut horl zed Mt fod mpfgp{ ot o5/ home. 450 Bl ock 1
81.218.57.234 |[Israel 147.237.77.216|dover. i df .il Lhaut hori zed UR. Access to v idf.il/sip_storage/files/1/ B ock

77.139. 168. 138 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for www aka.idf.il/ishurim B ock 1
84.95.208.20 |Israel 147. 237.77. 216 |dover . i df . i | chaut for! fffen?afgscleﬁsn;;’age/ - Bl ock 1
84.95.208.20 |[lsrael 147.237.0.15 |kosher-kravi.idf.il [Wwauthorized LR. Access to www kosher-kravi.idf.il/defaul t.aspx B ock 1
79.183.72.230 |Israel 147.237.72. 166 |aka. i df . i | m”;k":i Z’?rﬂ'ﬂeﬁae.ﬂ,/gﬁﬂﬂﬁfmm in None 1
66.249.66.22 |Israel 147.237.77. 170 |n@ar achot . i df . i | ﬂ‘;‘”tzg‘;r '727‘.5‘17%% d’?‘ﬁﬁz;fz/ 111452, pef Bl ock 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
207.46.13.63 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock 1
82.80.196. 44 |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘“:izfaf A e n/‘gi 'yggfj;e'r%%fgprgﬂgﬂﬁzrLgtaj s, aspx None 1
79.177.1.102 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
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