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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature

Device Action |Count|

176. 13. 15. 189 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
84.109. 104. 55 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
204, 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
113. 240. 250. 154 Chi na 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
113. 240. 250. 154 Chi na 147.237.76. 196 e.svivaidf.il B ack List drop 1
80.178.173. 21 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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Attacker Address
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At acker
Gountry

Signature

66. 249. 66. 15 147.237.77.170|thited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
- ET SCAN Behavi oral Uusual |y fast inbound Tel net Gonnecti ons,
193.193.68.67 |147.237. 72. 156 |Pol and anman. i df il . 2
Potential Scan or Brute Force
79.182.138. 189 |[147. 237. 77. 216 || srael dover . idf.il portscan: TCP D stributed Portscan 1
64.137.168.128 [147.237.0.19 [Canada madi matal .idf.il ET SCAN Potential SSH Scan 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
218.161.18.9 147.237.77.19 |Tai wan lawforumidf.il . 1
Potential Scan or Brute Force
58. 218. 200. 137 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
206. 246. 150. 226(147.237.0.34 |tnited Sates |[tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
46.183. 223. 228 [147.237.77.19 |Latvia | awforumidf.il ET SCAN Potential SSH Scan 1
. . SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147.237.0.19 |9 ngapore madi matal .idf.il . . - 1
deni al of service attenpt
109. 236. 86.32 |147.237.0.33 |Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 [147.237.0.19 [Netherlands madi matal .idf.il ET SCAN Potential SSH Scan 1
77.127.95. 17 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
66.249. 65. 165 |[147.237.77.233|Wiited Sates [atal .idf.il ET SCAN NVAP -sA (2) 1
61.12. 86. 235 147.237.77.233|Indi a atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
211. 149. 240. 243|147. 237. 77. 227 |Chi na e. hanaz. i df.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 |147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
206. 246. 150. 226(147.237.0.16 |Whited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
47. 88. 4. 204 147. 237. 76. 201 |Canada eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190, 92. 65. 79 147 237 76. 148 |Hondur as enter. akaLid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T gqe ' ' Potential Scan or Brute Force
- ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14.166.86. 136 [147.237.76.31 |V etnam nakchal .idf.il . 1
Potential Scan or Brute Force
128.232.110. 28 |147. 237. 76. 201 E?Ir:;gom eatal.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.0.34 |[Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address [Ste Signature
62.0.227.113 | srael 147.237.72. 167 |i shuri maka. i of . i {dr op Frst packet isn't SN drop 16
141. 0. 14. 216 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
195. 200. 205. 2 |l srael 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 12
46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
84.108. 100. 250 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 29 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
84.108. 100. 250 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 86. 152 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
166. 170. 5. 120 Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 6
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 86. 152 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 29 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 29 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 103 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber aert 5
166.170.5.120 |UWited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |5
46. 19. 86. 103 I srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber noni t or 5
82.80.190.84  |Israel 147, 237, 76. 200 |ei tan. aka.icf. i1 || S2M NG Engi ne: TCP Ivalid invalid segnent retransnissi on. drop 4
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 60 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
108. 212.133.54 |lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
37. 26. 147. 243 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4
62.0.227.113 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
109. 67. 146. 222 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 4
87.69. 49. 202 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 3
157.55.30.66  |United Sates |147.237.77. 243 |moti 1o ior i1 | SAMNG Engine: TCP Invalid - invalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 3
87.69.49.202 |l srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence S e Lansm wehdifferent | onitor |3
109. 253. 215. 68 I srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmssi on drop 3
Ret r ansm ssi on Packet dr opped.
80. 246. 133. 207 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
89. 139. 66. 104 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 184 | srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19. 86. 103 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber aert 2
2.53.131. 139 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
104. 130. 161. 143|lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176.13.8.80 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.147.243 |lIsrael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber aert 2
46. 19. 86. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 86. 74 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
88. 159. 67. 80 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
37.142.91. 33 | srael 147.237.72. 166 |aka. i df .l SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37. 26. 147. 243 | srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
5.29.142. 64 I srael 147237, 72. 167 | shurimaka. i .|| @M NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 2
Ret r ansm ssi on Packet dropped.
80. 246. 137. 116 |[Israel 147.237.72. 166 |aka. i df.i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 18 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
95. 35. 197. 181 | srael 147.237.72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 8. 80 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 2
37.26.147.218 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.32 Uited Sates |[147.237.8.24 e lifestyle.idf.i|Geo-1 ocation enf or cenent Geo-l ocat i on inbound enf or cenent |drop 1
109. 253. 199. 31 |l srael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 1
206. 246. 150. 226|Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 170 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
2.53.132.22 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df . i|/bamahane B ock 5
2.53. 44, 233 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 4
. . . Unaut hori zed URL Access to
2.53.56.179 I srael 147.237.77. 243 |nobi | e. i df . i nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 4
109. 253. 215. 68 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 84 I srael 147.237.77.243|mobi | e. i df . i | Ml tiple Unaut horized URL Access from 46. 19. 85. 84 B ock 2
89.139.66.104 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 2
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
2.53.173.38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
- . . SS. Lhtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.0.19 |madi matal .idf.il (SSL OONN LI ENT HELLO) None 1
80.178.173.21 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 128 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
2.53.56. 179 I srael 147.237.77.243|mobi | e. i df . i | Ml tipl e Unaut horized URL Access from 2.53.56. 179 B ock
191. 96. 143. 6 Lhited Sates [147.237.76.200|ei tan. aka.i df .il PHP Attenpt B ock
: . . Unhaut hori zed URL Access to
46.19.85. 84 | srael 147.237.77. 243|nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock !
. - Unhaut hori zed URL Access to
89. 139. 197. 235 |l srael 147.237.72. 156 [aman. i df . i | v anen. i df i 1/ htt ps: / v anan. i df i1/ B ock 1
66.249. 65. 152 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1233-he/ at al . aspx Bl ock 1
191. 96. 143. 6 Lhited Sates |147.237.76.200(ei tan. aka.idf.il Lhaut hori zed LRL Access to waw ei tan. aka. i df.il/bl og/wp-1 ogin. php [B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
. . Unhaut hori zed URL Access to
66.249.76.77 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
217.194. 197. 141 [ srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed Met hod PCST for
87.153.73.3 Ger many 147.237.72. 166 |aka. i df . i | v aka. i df i |/ por tal mi | Ui it enpl at es/ hone. asp Bl ock 1
66.102. 9. 22 Lhited Sates |147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
. . . Mil tiple Untraceabl e SS. Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 |9 ngapor e 147.237.0.19 |nadimatal .idf.il viol ation (SSL COAN QLI ENT HELLO)) None 1
. www. chanat z. aka. i d , o
68.180.229.31 |lhited Sates |147.237.77. 226 fFil Uhaut hori zed URL Access to ww chamat z. aka. i df . i | /404. aspx B ock 1
80.138.24.48  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /nai nfkapatz//1es#012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
Uhaut hori zed URL Access to
66.249.64.112 [Israel 147.237.77. 176 [mat pash. i df . i | ww cogat . i df . i |/ usef ul i nf ormat i on/ i dkoni ni pages/ 31082010nasai yo |Bl ock 1
t. aspx
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