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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
123. 59. 59. 52 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-trafl forward 4
183. 60. 48. 25 Chi na 147.237.0.16 ny- kosher-kravi .idf.il JLM Purpl e Gon Limt_Tcp drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List dr op 1
45.32.196. 8 Lhited Sates 147.237. 76. 148 ggcenter. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

2.55.136. 87 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 154. 184. 122|147. 237. 77. 74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
109. 236. 86.32  [147. 237. 76. 201 |Net her | ands e.aa.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32 |147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 60. 153. 178 [147.237.0.33 |SSIan idf.il ET SCAN NVAP -sS wi ndow 1024 1
Federation
268,130 97 121|147 237 8. 28 |RuSSian o robil eks. idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Federation Gonnections, Potential Scan or Brute Force
211. 149. 219. 167|147. 237. 77. 170 |Chi na naar achot . i df . i ET SCAN NMAP -sS wi ndow 1024 1
50.116.121.53 [147.237.72.14 |Wited Sates  |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
200.241.137.4 |147.237.76.39 |Bazil nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.76.39 |Netherl ands nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
24.173.213.138 |147.237.77.227 |lhited Sates  |e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
128.232.110. 28 |147.237.72.14 |[United Ki ngdom|dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 236. 86. 32  |147.237.76.34 |Netherl ands yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 197. 167. 218(147. 237. 76. 31 |krai ne nakchal .idf il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
onnections, Potential Scan or Brute Force
109. 60. 153. 178 |147. 237.0. 19 ?;Z:;:I”ion nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
211. 149. 240. 243|147. 237. 76. 202 |thi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.116.121.53 [147.237.72.14 |thited Sates  |dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 4096 1
202.84.44.85 147. 237. 76. 197 |Bangl adesh e hinush.idf.il BT m Behavi oral _lhusuaj ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.183.223.228 |[147.237.0.17 |Latvia mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
200.241.137.4 |147.237.76.31 |Brazil nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.24.228. 20 147.237.76. 201 [Uni ted Ki ngdom|e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
179. 43. 141. 198 |147. 237. 76. 148 [Snt zerl and gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
118. 103. 126. 194|147. 237. 76. 44 |Japan e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
109. 253. 200. 44 |I srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid invalid segnent retransmission. |, 30
Ret ransnm ssi on Packet dr opped.
213.8.118.14 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 7
2.55.130.241  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
84.111. 60. 27 I srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
77.139.109.97 |Fance 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 4
109. 253. 128. 111 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
77.139.109. 97 France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
131,253, 27152 |United Qates |147. 237 76. 200 [eitan aka icr i1 || 2 NG Engine: TP Invalid Jinvalid segnent retransmission drop 4
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
176. 13. 16. 30 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
2.53.14.3 I'srael 147.237.72. 167 |i surimaka i i1 |2} @M NG Engine: TP Invalid finvalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dr opped.
84.111. 60. 27 I srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
76.113.152.120 |lhited Sates [147.237.77.121|e.navy.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 2
46.19. 86. 73 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
2.53.182.137 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
84. 109. 160. 251 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141. 226. 217. 65 |l srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
5.102.227.140 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunber moni t or 2
2.53.185.1 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
84.108.238.67 |[lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2
199.30.24. 116 |Wited Sates |147. 237. 76. 200 |ei tan aka ict il | S g Engine: TP Invalid Jinvalid segnent retransmission. |, o, 2
Ret ransm ssi on Packet dropped.
84.111.65. 145 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 2
84.108.238.67 |[lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 2
87.69. 87. 163 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 2
141.212.122. 140|Wnited Sates [147.237. 77. 235 [sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
5.22.134.194 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 1
109. 65. 164. 202 |l srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
84. 111. 60. 27 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
84.108.134.84 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 247. 247 |Wnited Sates [147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
139.162. 37. 147 |Whited Sates [147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
104.33.203.77 |Wited Sates [147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
84.111.64.173 |Israel 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
84.108.134.84 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 3. 147. 107 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 1
46. 19. 86. 140 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 131 |Whited Sates [147.237.0.19 |nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
104. 255.67. 115 |Wited Sates [147.237.77.74 [lawidt.il Header Rejection rgggitrd ection pattern fond in -\ onivor |1
84.111.38.242 [Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206. 90 |Lhited Sates |147.237.76.201|e. atal .idf.il Geo-| ocat i on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
5.102.242.136 |l srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
84.111.65.145 [Israel 147. 237. 72. 166 |aka. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 1
66.249. 66. 177 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141.212.122. 132|Whited Sates [147.237.0.19 |nadimatal .idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
2.53.185.1 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
104.255.67. 115 |Wited Sates [147. 237. 77. 176 |nat pash.idf . Header Rejection :‘ﬁg;trej ection pattern fond in -\ oonivor |1
79.180. 242. 8 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
184. 105. 247. 235|lhited Sates [147.237.76.202|e.halag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
37.142.188.238 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 1
120.132. 67. 209 |Chi na 147.237.76.39 |nmobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address Sgnature Action ‘Count
2.55.18. 62 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 23
62.219. 198. 6 I srael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Method B ock 7
62.219.198. 6 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Uauthorized LRL Access from 62.219. 198. 6 B ock 5
62.219.198. 6 | srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ Bl ock 2
79.181. 105. 113 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 211 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df . i |/ hi nush/ sit e/ he/ hi nush. asp B ock 2
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
66. 249. 65. 160 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/tenpl at es/ news/ pi wi k. php |Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9043- he/ r ef uah. aspx B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er Sear chParamin waw aka. i df . i |/ nai n/ gi yus/ None 1
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Cer many 147.237.72. 166 |aka. i df . i | ww aka, i df . i 1/ br ot her s/ ski ra/ def aul t . asp Bl ock 1
. . Unaut hori zed URL Access to
194, 114. 146. 227 |l srael 147.237.77.74 |lawidf.il Wi | aw i dff . i | / consol e/ cor ef doc. gr/ doc_nur . asp Bl ock 1
] . ] Unaut hori zed Met hod PCST for
66.102.9.8 Lhited Sates [147.237.72. 166 |aka.idf.il vaw aka. i df i |/ mai v i yus/ bookl et s. asp B ock 1
66. 249. 65. 156 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
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