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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
45. 32. 205. 187 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
192. 69. 91. 141 Lhited Sates 147.237.77. 74 lawidf.il JLM Purple Gon Limt_Tcp dr op 1
209. 126. 136. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
45. 32. 205. 133 Net her | ands 147.237.76. 176 test.ncore.idf.il |Hack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

191. 96. 249. 189 [147.237.77.74 |Giile lawidf.il ET SCAN Potential SSH Scan 1
191. 96. 249. 189 |147.237.8.28 |Ghile e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
163.172. 238. 45 |147.237.8.24 E?';;gom elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1

. . |ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons,
122.116. 129. 169|147.237.0.17 |Tai wan mny- kosher -kravi .idf.il

118. 103. 126. 194

147.237.77. 226

Japan

Wi chanat z. aka. i df . i |

ET SCAN NVAP -sS w ndow 1024

1
109. 236. 86. 32  |147. 237. 77. 243 |Net her | ands nobi | e.i df.il ET SCAN Potential WNC Scan 5900- 5920 1
66.249. 76. 7 147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
64. 137.168. 128 |147.237.76.38 |Canada e.eneitav.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
211. 149. 219. 167|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 189 |147.237.8.45 |Ghile eeitanidf.il ET SCAN Potential SSH Scan 1
191. 96. 249. 189 [147.237.8.14 |Gile e.orchot.idf.il ET SCAN Potential SSH Scan 1
163. 172. 213. 241|147. 237. 76. 38 LKJ?';;gom eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1

1
109. 236.86.32 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
66. 229. 62. 66 147.237.76.86 |Wited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 1
5. 255. 90. 133 147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
141. 0. 15. 109 Nor way 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 10
172. 56. 14. 36 Lhited Sates 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
84.108.134.16 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
184. 105. 247. 214|Uhited Sates 147.237.8.14 |e.orchot.idf.il G0-1 ocati on Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
84.108.134.16 |[lIsrael 147.237. 72. 166 |aka.idf . il Bad TCP sequence I'nvalid ACK nunber alert 1
188. 44. 55. 20 :Z::;”ion 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141. 212. 122. 174|Wnited Sates 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 224|United Sates  [147.237.0.17 Tlny' kosher-kravi . 1d |oyN At t ack SYN -> SYN-ACK -> RST monitor |1
189. 128. 13. 225 [Mexi co 147. 237. 77. 216 |dover i of . i Bad TCP sequence m’gﬁ(sr;”eansm wthdifferent | oonitor |1
141. 212. 122. 175|nited Sates 147.237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 224|Uhited Sates 147.237.0.200 |rdu.idf.il G0-1 ocati on Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
109. 253. 210. 79 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
184.176.222.2 |lhited Sates 147.237.77. 216 |dover. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or
137.116.71. 170 |lhited Sates 147.237.76.196 |e.sviva.idf.il @o- ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
184. 105. 139. 104 |lnited Sates 147.237.77. 235 |sviva i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47.55 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188.44.55.20  |RUsSIan 147.237.76.31 |nakchal .idf. il SYN Att ack SYN -> SYN-ACK -> RST alert 1

Feder at i on
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|Top Attackers In V\AF|

Devi ce

A tacker

ount ry ‘Target Address |Site Sgnature Action ‘Count

66. 249. 76. 106 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter reffer in wwaka. idf.il/ishurinmain None 1
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
66. 249. 66. 177 [Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df.il/english/news/ bri ef i ng060102 B ock 1
66.249. 76. 115 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
66. 249. 64. 108 |l srael 147.287.77. 176 |nat pash. idf.il muigg; .Ziegf .Lﬁ_/ Lf(s:gfe;si rt1foor nat i on/ i dkoni ni pages/ nasai yot 14092010. aspx Bl ock !
84.95.208.20 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/ general / pi w k. php B ock

66.249.76.70 |lsrael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to ww anan. i df . i |/ appl e- app- si t e-associ at i on Bl ock 1
79.177.30. 156 |[lIsrael 147.237.0.19 |nadi matal . idf.i|Suspicious Response Code B ock 1

Unhaut hori zed URL Access to
66. 249. 64. 112 [l srael 147.237.77. 176 |mat pash. i df . i |  |ww cogat . idf.il/useful i nformation/ speaker of nat pash/ pages/ t zi udr ef uei t oga |Bl ock 1
zal3062011. aspx

157.55.39.37 |Uited Sates [147.237.76.31 |nakchal .idf.il [Wauthorized LR Access to 147.237.76.31/robots. txt Bl ock 1
66.249.76. 77 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
84.95.208.20 |[Israel 147.237.77. 176 [mat pash. i df .il  |Miltiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 1
66.249. 64. 135 I srael 147. 237.72. 156 [anan. i df . i | chaut hor zed (FL Ascess 10, appl - app-si L & associ atf on Bl ock 1
180.76.15.23 |China 147.237.76.42 |refuah.idf.il ﬂ?u;g;) r;é ng:'mzﬁf?is e;,to scripts/j query/ expand. j s B ock 1
66. 249. 76. 106 |l srael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter catid in ww aka.idf.il/ituriniasp/ search. asp None 1
84.95.208.20 |[Israel 147.237.77. 176 [nat pash. i df .i| |PHP Attenpt B ock

66.249. 65.22 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip_storage/files/ 1/ 1381. pdf B ock
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