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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature  |Device Action  |Count |
45. 32. 205. 187 Net her | ands 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df.i | B ack List drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

199. 58. 86. 209 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

66. 249. 66. 12 147.237.77.170 |United Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 196
66.249.66. 177  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
212.156. 129. 222|147. 237. 77. 243 |Turkey nobi | e. i df . il ET SCAN NVAP -sS w ndow 1024 1
46.183.223.228 |147.237.0.35 |[Latvia akavs. i df.il ET SCAN Potential SSH Scan 1
211.149.222.5 |[147.237.0.35 |[China akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
14.125.20.133 |147.237.77. 178 |Chi na e.matpash.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1

Potential Scan or Brute Force

128.232.110. 28 |147. 237. 76. 39 LK?i;gegom nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
122.72.53.188 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
116.71.128.85 |147.237. 77. 233 |Paki stan atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107.172. 246. 40 |147.237.77.179|United Sates |e.mazi.idf.il ET SCAN Potential SSH Scan 1
93.174.91. 29 147.237.76.30 |Netherl ands hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
58.218. 200. 137 [147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
212. 156. 129. 222|147. 237. 77. 205 [ Turkey prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.24.228. 20 147. 237. 76. 202 E?i;;gom e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 213. 241|147. 237. 0. 19 LK?i;gegom nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 212. 234. 99 |147.237. 77. 235 [\ et nam svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
118. 103. 126. 194|147. 237. 76. 31 |Japan nakchal . i df . i ET SCAN NMAP -sS wi ndow 1024 1
116. 71.128.85  |147. 237. 77. 226 |Paki stan waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
93.174.91. 29 147.237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
212.143.142.56 |[Israel 147.237.77. 216 [dover.i df .i drop First packet isn't SWN drop 4
84.109. 0. 201 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 3
173.56. 47. 19 Lhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
84.109. 0. 201 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
157.55.39.66  |Wited Sates |147. 237.77. 243 |nobile.idf i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
84.109. 0. 201 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
93.104. 215. 125 |Ger many 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
180.97.106.37  |hina 147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
157.55.39.161 |[Uhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 1
141.212.122. 131|lhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 220. 165|l srael 147.237.72.166 |aka. i df .i | dr op First packet isn't SYN drop 1
180. 97. 106. 161 |Chi na 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.60 Lhited Sates |147.237.0.35 [akaws.idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|svivaidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 164|thited Sates |147.237.76. 177 |ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7 |Germany 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180.97.106.37 |China 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
5.102. 242. 32 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
169.229.3.91  |[Whited Sates |[147.237.0.200 [mdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 132|United Sates  |147. 237. 76. 147 |chi nuch. aka. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
137.116.71. 170 |Wited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
180.97. 106. 162 |ni na 147.237.8.27 |e.madimatal.idf.il  |Geo-location enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 165|Uhited Sates |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Uhited Sates |147.237.77. 176 |nat pash.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
101. 199. 112. 45 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37 |Chi na 147.237.76. 200 |eitan. aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 196 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 163|Wited Sates  |147.237.0.17 ;nI”Iy kosher-kravi . 1d |qy\ At t ack SYN -> SYN-ACK -> RST monitor |1
137.116.71. 170 |wited Sates [147.237.77. 121 |e navy.idf . i1 Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
192.0.113.241 |Uhited States |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 166|Uhited Sates |147.237.77.179|e. nazi .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 128|lhited Sates [147.237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 169|Japan 147. 237. 77. 170 |naar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
180.97.106.37 |onina 147.237.76.202 |e.hal ag.i df . i Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
46. 19. 86. 208 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
169.229.3.91  |wited Sates [147.237.76. 196 |e. sviva i of i Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 163|Uhited Sates |147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7 |Germany 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
84.109. 0. 201 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
180. 97. 106. 37 |Chi na 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 129|Whited Sates  |147.237.77. 176 |nat pash.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 203. 155|I srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
. . . . . Geo- | ocati on i nbound
180. 97. 106. 161 |Chi na 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
i VWb Server Enforcenent HITP Deni
46.188.72. 194 |SSIan 147.237.76.42 |refuah.idf.il _ Véb Servers S ow HITP Denial of | . 1
Federati on Mol ation Servi ce
169. 229. 3. 91 Lhited Sates |147.237.77.179|e.nazi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 164|wnited Sates  [147.237.0.17 ][“lnly kosher-kravi . 1d oy At t ack SYN -> SYN-ACK -> RST monitor |1
137.226.113.7 |Ger many 147.237.76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
213.57.199. 145 |l srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Action ‘Count
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter docid in ww aka.idf.il/kanmar/klali/default.asp None 1
66.249. 64. 108 |l srael 147.237.77. 176 [nat pash. i df . i [|Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 108 B ock 1
77.234.44.151 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka.idf.il/main/smalind B ock 1
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il |Wauthorized LR Access to 147.237.76. 42/ robots. txt B ock 1
] - . . Mil tiple Lhtraceabl e SSL Sessions from169. 229. 3.91 (Protocol violation
169.229.3.91 [lnited Sates [147.237.77.235|sviva.idf.il (SSL CONN QLI ENT HELLO)) None 1
66. 249. 76. 115 |l srael 147.237.77.216|dover.idf .i| [Unauthorized URL Access to 147.237.77.216/ 1133- 23074- ar/ dover . aspx B ock 1
66.249. 64. 112 |Israel 147.237.77. 176 |mat pash. i df . i [|Mil tipl e Unauthorized URL Access from 66.249. 64. 112 B ock 1
84.95.208.20 [Israel 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
66. 249. 66. 197 |l srael 147.237.77.216|dover.idf .i| |Unauthorized URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
180. 76. 15. 140 |Cni na 147.237.77. 216 |dover. i df.i| [Wauthorized LRL Access to wwidf.il/navy/ B ock 1
66.249.92.91 [l srael 147.237.77. 216 |dover . i df . i | iﬁ;t?f” zed WRL Access to wmw i df..i1/hebrew Bl ock 1
. . |Whaut hori zed URL Access to
66.249.64. 112 I srael 147.237.77. 176 [nat pash. i df . 1| wan cogat . i df . i |/ usef ul i nfoormati on/i dkoni ni pages/ gdegsd. aspx Bl ock !
139. 162. 13. 205 |9 ngapor e 147.237.77. 176 |mat pash. i df . i ||SSL Wnt raceabl e Connection - Protocol violation (SSL_CONN CLIENT_ HELLQ  [None 1
66.249.76.77 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni f ag/ f ag. asp Bl ock 1
190. 230. 62. 31 |Argentina 147.237.77.216|dover. i df.i| |Wauthorized URL Access to www idf.il/894-en/idf gdover. aspx B ock 1
68.180.228.27 |lnited Sates |147.237.72. 156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . D stributed Unauthori zed URL Access on
66.249. 64. 128 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
142. 165. 113. 48 [Canada 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for waw aka. i df . i/ mai n/ home/ def aul t . aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.76.79 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
46.120. 113. 100 [l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ hore/ def aul t . aspx B ock 1
204.79.180.253 |Lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp B ock 1
68.180.231.57 [lWited Sates |147.237.77.216|dover.idf.i|l |Paraneter Type Mol ation PageNumin wwu i df.il/1133-he/ dover. aspx Bl ock 1
66. 249. 64. 181 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ si p_storage/ il es/ 8/ 62938. pdf |B ock 1
169. 229. 3. 91 Wited Sates |147.237.76.42 |refuah.idf.il Ml tiple Uhtraceabl e SS. Sessi ons from169. 229. 3. 91 (Protocol viol ation None 1

(SSL_CONN CLI ENT_HELLO))
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