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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|site |Signature |Device Action |Count |
122.224. 153. 109 Chi na 147.237. 76. 147 chi nuch. aka.idf.il JLMPurple Gon Limt _Htp drop 1
45.32.196. 8 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il B ack List drop 1
198. 20. 99. 130 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
71.6.146. 185 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1
94. 102. 49. 193 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

220.133.19. 244 |(147.237.77.61 [Tai wan e.cogat.idf.il Fotential Scan or Brute Force 2
43.229.207.36 |147.237. 76. 198 |l ndonesi a e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
128.232.110. 28 |147.237.77. 205 E?ir:;gom prishaidf.il ET SCAN Potential SSH Scan 1
43.229.207.36 |147.237.76. 148 |l ndonesi a gacenter. aka.idf .i |ET SCAN Potential SSH Scan 1
116.71.128.85  |147. 237. 77. 234 |Paki stan hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.229.207.36 |147.237.76.42 |Indonesia refuah.idf.il ET SCAN Potential SSH Scan 1
116.71.128.85 |147.237. 77. 205 |Paki stan prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.229.207.36 |147.237.76.30 |l ndonesia hi nush. i df .i | ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147.237.76. 34 |Netherl ands yohal an. i df il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 |147.237.8.50 |Netherl ands e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94. 102. 49. 92 147.237.0.33 [Netherl ands idf.il ET SCAN NMAP -sS w ndow 1024 1
91.201.236.50 [147.237.77.216|krai ne dover.idf.il ET SCAN NVAP -f -sS 1
43.229.207.36 |147.237. 76. 201 |I ndonesi a e.aal.idf.il ET SCAN Potential SSH Scan 1
202. 65. 138. 2 147. 237.76. 176 |I ndi a test.ncore.idf.il |[ET SCAN NMVAP -sS w ndow 1024 1
43.229.207.36 |147.237.76. 197 |l ndonesi a e. hi nush. i df . il ET SCAN Potential SSH Scan 1
118. 103. 126. 194|147. 237. 77. 179 |Japan e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.229.207.36 |147.237.76.44 |l ndonesia e.refuah.idf.il ET SCAN Potential SSH Scan 1
116. 71.128.85 |147.237. 77. 216 |Paki stan dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.229.207.36 |147.237.76.34 |l ndonesi a yohal an. i df .i| ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147. 237. 76. 198 |Net her | ands e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 236. 86. 32  |147.237.76.31 |Netherlands nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32  |147.237.8.28 |Netherl ands e.mobi | e-ks.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91.201.236.50 |[147.237.77. 216 |krai ne dover.idf.il ET SCAN NMAP -sS w ndow 2048 1
43.229.207.36 |147.237.77. 216 |l ndonesi a dover.idf.il ET SCAN Potential SSH Scan 1
216. 81.230. 167 |[147.237.77.178|Wited Sates |e.matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
82.145. 221. 145 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
116. 226. 208. 63 |Chi na 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout aert 6
Sreaming BEngine: TGP Invalid i i ssi
66.249. 64. 124 |tnited Sates [147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
. . . SYNtAXK retransmt with .
116. 226. 208. 63 |Chi na 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent wi ndow scal e noni t or 6
46. 19. 86. 112 | srael 147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
77.126. 240. 205 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
77.126.240. 205 |lsrael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 4
2.53.181.177 | srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
116. 226. 208. 63 |Chi na 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
62.212.73.211 |Netherl ands 147.237.77.234 |hal ag.idf .il dr op SAMrul e drop 2
187.61.109. 18 |Brazil 147.237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
77.126. 240. 205 |l srael 147.237.72. 156 |anan.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
188. 120. 154. 204/l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
77.126. 240. 205 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber aert
122. 224. 153. 109|Chi na 147.237.0. 17 ;nlnly kosher-kravi. 1d |qy\ At t ack SYN -> SYN-ACK -> Timeout |nonitor |1
84.109. 113. 237 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 161 |Chi na 147.237.0. 17 ;”I"IV kosher-kravi.id |ovn At ack SYN -> SYN-ACK -> RST monitor |1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |madimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Kor ea, . . SYNtAXK retransmt with .
125. 209. 235. 180 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 1
109. 253. 205. 77 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 1
180. 97. 106. 162 |ni na 147.237.76.196 |e. sviva.i df . il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.53.181. 177 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence Invalid ACK nunber alert 1
137.226.113.7 |Germany 147. 237. 77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
122, 224. 153. 109|Chi na 147.237.0.19 |madimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
84.111.39.155 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
. : . . Geo-1 ocati on i nbound
180. 97. 106. 161 |Chi na 147.237.0.200 |ndu.idf.il Geo-1 ocati on enf or cenent onf or coment drop 1
169.229.3.91  |Wited Sates [147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
137.116.71. 170 |Wited Sates |147.237.8.27 |enadimatal.idf.il  |Geo-1ocati on enfor cenent gﬁ?;:ggi'nfn I nbound drop 1
180.97.106.37 |China 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 164|Uhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
122. 224. 153. 109|cni na 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
93.104. 215. 125 |Ger many 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
. . . . Geo-1 ocati on i nbound
180. 97. 106. 161 |Chi na 147.237.8.14 |e.orchot.idf.il Ceo- | ocati on enf or cenent onf or coment drop 1
169.229.3.91  |Wited Sates |[147.237.76. 199 |e. nakchal .idf.il Geo- | ocati on enf or cement Sﬁ?olrggi'mo” i nbound drop 1
137.226.113.7 |Germany 147.237.0.35 |akaws.idf.il drop drop 1
180. 97.106.37 |China 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46.19.86. 1 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 165|lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
122, 224. 153. 109|Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
104. 246.16.27 |lhited Sates |147.237.77.234|halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 161 |Chi na 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91  |Wited Sates |147.237.76.201|e.atal.idf.il Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
137.226.113.7 |Ger many 147.237.72. 167 |ishurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
198. 20. 87. 98 Lhited Sates |147.237.0.200 |mdu.idf.il drop drop 1
84.109. 113. 237 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
180. 97.106. 37 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19.86.6 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169.229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

ount ry Target Address |Site Sgnature Acti on ‘Oount
66. 249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 108 Bl ock 2
66. 249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 124 B ock 2
66. 249. 76. 106 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 106 B ock 2
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter doc in v aka.idf.il/kamhar/klali/defaul t.asp None 1
157.55.39. 242 |lthited Sates [147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237.77.233/robots. txt |H ock 1
68.180.231.57 |[Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/english B ock 1
) . .|SSL Lhtraceabl e Gonnection - Protocol violation
169.229.3.91 [lLhited Sates |147.237.0.15 |kosher-kravi.idf.i (SSL_OONN LI ENT FELLO) None 1
’ . . Par anet er Type M ol ati on PageNumin
68.180.231.60 |[Lhited Sates |[147.237.77.176|nat pash. i df .i | v cogat . i df . i 1/ 1038- he/ cogat . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.76.77 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
80. 246. 137. 63 |l srael 147.237.0.19 |madimatal .idf.il |Suspicious Response Code B ock 1
93.173.37.19 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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