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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
115. 47.12. 162 Chi na 147.237. 8. 24 elifestyle.idf.il JLM Purple Gon Linit_Tcp drop 1
45. 32. 201. 228 Net her | ands 147.237. 76. 148 ggcenter.aka. i df.il B ack List drop 1
5. 206. 225. 56 Por t ugal 147.237.76. 197 e hinush.idf.il B ack List drop 1
45. 32. 205. 133 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
45.32.196. 8 Lhited Sates 147.237.76. 201 e atal.idf.il B ack Li st drop 1
45. 32. 205. 187 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1
45. 32. 201. 228 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

84.229.70.110 |147.237.77.216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
66.249. 65. 157  [147.237.77.233|Wited Sates |atal .idf.il ET SCAN NVAP -sA (2) 1
192. 151. 154. 43 |147.237.77.176|nited Sates |mat pash.idf.il ET SCAN NVAP -sS wi ndow 3072 1
66.240.213.93 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
192. 151. 154. 43 [147.237.77. 176 |Whited Sates |natpash.idf.il ET SCAN NVAP -f -sS 1
118. 103. 126. 194|147. 237. 77. 170 [Japan nmaar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
116. 71.128.85  |147.237. 77. 243 |Paki stan nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115.47.12.162 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
113 182, 134. 15 |147. 237, 0. 200 I\ et nam AL il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.8.28 |lkraine e.nobi | e-ks. i df i ET SCAN NVAP -sS wi ndow 2048 1
208.73.143.36 |147.237.0.16 |Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
200. 98. 129. 125 |147.237. 72. 156 |Brazi | anan. idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 151. 154. 43 |147.237.77.176|tnited Sates |matpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
177.200. 192. 51 |147.237.76. 198 R azi | e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
118. 103. 126. 194|147. 237. 76. 39 [Japan nobi le.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
116. 71.128.85  |147.237. 77. 235 |Paki stan sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
113, 248. 12 128 |147. 237 0.33 |cni na il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.91. 29 147.237.72. 217 |Netherlands ~ |e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 [147.237.8.28 |Wkraine e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
200.98.129. 125 [147.237.76.42 |mazil refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address [Ste Signature Action ‘Count
154. 66.171. 50 |Burkina Faso |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 35
154.66.171.50 |Burki na Faso |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
Sreaming BEngine: TCP Invalid i i ssi
66.249.93.81  |Europe 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 16
Ret r ansm ssi on Packet dropped.
154.66.171.50 |Burkina Faso |147.237.77.216|dover.idf.il Bad TCP sequence noni t or 11
154.66.171.50 |Burkina Faso |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (8
82. 145. 221. 145 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
109. 253. 205. 77 |Israel 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 137 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
. . . SYNtAXK retransmt with .
154.66.171.50 |Burkina Faso |[147.237.77.216|dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 5
46.19. 86. 74 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 86. 74 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence I'nvalid ACK nunber noni t or 5
77.126. 240. 205 |l srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor (4
154.66.171.50 |Burkina Faso |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
Sreaming Engine: TP Invalid i i ssi
66.249.93.79  |Europe 147.237.76. 200 |ei tan. aka i df .| 9 =g Invalid segment retransmssion. | 4
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
77.126. 240. 205 |lsrael 147. 237. 72. 156 |anan. i df . il dr op First packet isn't SN drop
154.66.171.50 |Burkina Faso |147.237.77.216|dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or
Sreaming BEngine: TCP Invalid i i ssi
66.249. 64. 124 |Whited Sates |147. 237. 72. 166 |aka i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
84.109.6.4 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence I'nvalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i Ssi
66.249.76.106 |Lnited Sates |147. 237. 72. 166 |aka i df .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
84.109. 6. 4 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 2
. . SYNtAXK retransmt with .
46.19.86.72 | srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence di fferent i ndow scal e noni t or 2
2.53.181.177 I srael 147. 237.72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
Sreaming Engine: TGP Invalid i i Ssi
207.46.13.31  |United Sates |147. 237. 76. 200 |ei tan. aka i of il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
50.152.51.247 |lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
122.56.199.16 |New Zeal and |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.139.64.74 France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
162. 210. 196. 100|thited Sates |147. 237. 77. 216 |dover.idf .il drop SMAMrul e drop 2
50.152.51.247 |lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
Sreamng BEngine: TCP Invalid i i ssi
131.253.27.185 |Wnited Sates |147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dropped.
46.19. 86. 72 | srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout alert
77.126. 240. 205 |l srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber aert
. . . SYNtAXK retransmit with .
50.152.51. 247 |lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e noni t or 2
46.19. 86. 72 I srael 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
70.193.217.6 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert
46.183.222.93 |Latvia 147. 237.77. 176 |t pash. i df . i | Header Rgj ection reqeaduzgtrej ection pattern found in 1 pvor |1
109. 64. 115. 246 |l srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 162 |Chi na 147.237.77. 178 |e. nat pash. i df .| Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
180.97.106.37 |Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7 |Gernany 147.237.76. 201 |e. atal .i df .l Geo- | ocati on enf or cenment Geo-I'ocat i on i nbound drop 1
enf or cenent
195. 60. 235.58 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.111.39.155 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
180.97. 106. 161 |ni na 147.237.0. 17 ][“I”Iy kosher-kravi.id o\ At ack SYN -> SYN-ACK -> RST monitor |1
84.108.98.160 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 1
169. 229. 3. 91 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
70.193.217.6 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
46.183.222.93 |Latvia 147. 237.77. 216 |dover i df .1 | Header Rgj ection :‘igﬁitrej ection pattern found in o vor |1
183.184. 31.227 |thina 147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count

66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 76. 106 B ock 2

157.55.39. 242 |thited Sates [147.237.77.233|atal .idf.il Distributed Unauthorized URL Access on 147.237.77.233/robots. txt |B ock 1
Uhaut hori zed URL Access to

66.249. 64. 112 |l srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ useful i nformati on/ i dkoni mi pages/ t uti npr ahi n21122 |8 ock 1
010. aspx

77.237.138. 202 %&Eﬂc 147.237.77. 216 |dover . i df . i | Unaut hor i zed Met hod HEAD for / B ock 1

. . Uhaut hori zed URL Access to
2.53.147.111  |Israel 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
) . . . Lhtraceabl e S3. Sessi ons: Protocol viol ation

169.229.3.91 [lhited Sates [147.237.77.243|nobile.idf.il (SSL_OONN LI ENT HELLO) None 1

66. 249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/925-he/ chi nuch. aspx B ock 1

79.181.130.90 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in LRL /mai nkapat z//1esi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f

www. chanat z. aka. i d . o
66. 249. 64. 93 | srael 147.237.77. 226 fil Uhaut hori zed URL Access to waw chamat z. aka. i df . i|/404. aspx B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
89.138.169. 95 |[Israel 147.237.77. 216 |dover . i df .i | (SSL CONN LI ENT HELLO) None 1
66. 249. 64. 108 |l srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Lhauthorized URL Access from 66.249. 64. 108 B ock 1
. . Unknown Paraneter anp;docid in

66.249.76. 112 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v/ gi yus/ gener al . aspx None 1

93.173.37.19 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
Uhaut hori zed URL Access to

66. 249. 64. 108 |l srael 147.237.77. 176 |nat pash. i df . i | WA cogat . i df . i |/ useful i nformation/i dkoni i pages/ 17102010dohshv |Bl ock 1
uee. aspx

68. 180. 228. 238 |Lhited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 1
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