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71.6.135.131 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
195. 62. 53. 168 Russi an Federation 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 f orward 1
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182.255.0. 6 147.237.0.19 [l ndonesi a nadi matal .idf.il ET SCAN Potential SSH Scan 2
89. 248. 171. 143 |147. 237. 76. 148 |Net her | ands gqcenter . aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
182. 255. 0.5 147.237.0.15 |Indonesia kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
89.248.171. 143 [147.237.76.34 |[Netherlands yohal an. i df .| ET SCAN Potential VWNC Scan 5900- 5920 1
182. 255. 0. 4 147. 237. 77. 178 |I ndonesi a e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.77. 243|Chi na nobi | e.i df il ET SCAN Potential VWNC Scan 5800- 5820 1
182.255.0. 4 147.237.0.16 |l ndonesi a ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.8.24 |China elifestyle idf.il ET SCAN Potential VNC Scan 5800- 5820 1
220.134.154.29 |147.237.77.19 [Taiwan | aw forumi df .i | ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
138.59.200. 75 [147.237.8.50 |Brazil e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 183. 223. 228 [147.237.0.16 |Latvia ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
200.98.129. 125 [147.237.77.226|Brazil wwwy chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237. 76. 147 [Tai wan chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
118. 103. 126. 194|147. 237. 76. 86 [Japan navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
182.255.0.5 147. 237. 76. 198 I ndonesi a e.yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 77. 243 ?;Z:;;”im nobi [ e. i df i ET SCAN NVAP -sS wi ndow 1024 1
182. 255. 0.5 147. 237.76. 39 |l ndonesi a nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
92.42.162.161 |147.237.77. 227 gj::;”ion e. hanaz. i df . ET SCAN NVAP -sS wi ndow 1024 1
182.255.0.5 147.237.0.17 |l ndonesi a mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
89.248. 171. 143 |147.237.76.38 [Netherl ands eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
182. 255. 0. 4 147. 237. 77. 235 | ndonesi a svivaidf.il ET SCAN Potential SSH Scan 1
89.248. 171. 143 |147.237.0.17 |Netherlands mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
182.255.0. 4 147. 237. 77. 176 |l ndonesi a nat pash. i df . i | ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
172. 246. 126. 103|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
60.249.84.179 |147.237.77. 216 |Tai wan dover.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
200.98.129. 125 [147.237.77.234|Brazil hal ag.idf.il ET SCAN Potential SSH Scan 1
125. 65. 83. 162  |147. 237. 77. 227 |Chi na e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
182.255.0. 6 147. 237. 76. 176 |l ndonesi a test.ncore.idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 [147.237.0.35 |Taiwan akavs. i df . il ET SCAN Potential SSH Scan 1
182. 255. 0.5 147. 237. 77. 233 |I ndonesi a atal.idf.il ET SCAN Potential SSH Scan 1
116. 102. 209. 128|147. 237. 76. 200 |M et nam eitan aka.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
182. 255. 0.5 147. 237. 76. 147 |I ndonesi a chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
94. 102. 49. 92 147. 237. 77. 243 |Net her | ands nobi | e.i df il ET SCAN NMAP -sS wi ndow 1024 1
182.255.0.5 147.237.0.35 |Indonesia akaws. i df i ET SCAN Potential SSH Scan 1
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Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
79.177.107. 132 | srael 147. 237.76. 200 |ei tan. aka.i of . i Streaning Engine: TCP Inval idinvalid segnent retransnission. |, 62
Ret r ansni ssi on Packet dropped.
185.3.147.222 |l srael 147.237.77. 234 |hal ag.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |30
37.26.147.220 |israel 147.237.77. 243 |robi le. i f . | Streamng Engi ne: TCP Invalid invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dropped.
41. 45. 200. 85 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
79.176.59.43  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence \,Su-nr\,‘d:f,tvrsa:;nlt wth dfferent moni tor |17
2.54.197. 87 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 15
2.54.197.87 | srael 147.237.72.166 |aka.idf .il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 13
185. 89. 217. 227 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
2.54.197. 87 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout aert 11
46.117.128. 158 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid|invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.
213.57.142. 6 I srael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |8
185.89.217.235 |Netherlands |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
195. 60. 235. 57 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST monitor |7
41. 45. 200. 85 Egypt 147.237.77. 216 |dover. i df . il Bad TCP sequence monitor |6
46. 19. 86. 92 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
2.55.142.115  |israel 147. 237.77. 243 |nobi l e.i df .i1 Streamng Engine: TCP Invalidinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
185. 89. 217.232 |Netherlands |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
185. 89. 217. 233 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
185. 89. 217. 225 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
41. 45. 200. 85 Egypt 147.237.77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> Ti neout nonitor |6
5.22.134. 185 I srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
185. 89. 217. 226 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 5
87.60.4.187  [Israel 147.237.77. 233 |atal i of .i | Bad TCP sequence S o anmt vith different monitor |5
41. 45. 200. 85 Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13.247.71 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 5
84.111.154. 164 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 86. 95 I'srael 147. 237. 77. 216 |dover. i df . i Bad TCP sequence mﬁsg;ansm wehdifferent |oonitor |4
84.111. 154. 164 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
82. 81. 78. 202 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |4
185. 89. 217. 229 [Netherlands |147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 4
185. 89. 217. 230 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
84.109.3.244  |israel 147.237.77. 226 [} chanatz. aka.1df 1pad TOP sequence Invalid ACK nunber moni tor |3
41.45.200.85  |Egypt 147.237.77. 216 |dover. i df .| Bad TOP sequence mﬁﬁsrc;t;ansm wthdfferent | oitor |3
185.89.217.231 |Netherlands |147.237.77.216 |dover.idf.il drop First packet isn't SN drop
2.55.29.138 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
80. 178.170. 231 |lIsrael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or
46.19.86.141  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engi ne: TCP Invalid finvalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 36 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.111. 30. 69 I 'srael 147.237.0.19 |[nadi matal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.197.87 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg;ansm wehdifferent |oonitor |3
46. 19. 85. 149 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
2.54.197. 87 | srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 148 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or
109. 253. 216. 218|i srael 147.237. 77. 243 |robi | e i df . i | Streaning Engine: TCP Invalid|invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
79.178.211. 169 |Israel 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
84.111.30.69  [Israel 147.237.0.19  |nadi matal i of .i| drop lé_?ngcgg gf;;msgg' packet - 14 op 2
2.55.29.138 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop
46. 19. 85. 108 I 'srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
62.82.27.122  [pain 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsrc‘;t;ansmt wthdifferent |oonitor |2
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46.19. 85.227 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 45
84.111.30.69 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
37.26.147.220 |Israel 147.237.77. 243 |nobi | e. i df . i | Dstributed Suspicious Response Code B ock 6
77.125.69.218 |Israel 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method POST for B ock 5
wan aka. i df . i | / nai n/ rabanut / cont act us. aspx
37.26.146. 132 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
89.237.99.51 |France 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock
. . D stributed Unaut hori zed Met hod for Known URL on
77.138.118.58 |[France 147.237.72. 166 |aka. i df . i | vaw aka. i df .i |/ nai v kapat 2/ Bl ock 3
89. 139. 231. 220 |I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
. . . {Unaut hori zed URL Access to
83.130.83. 114 |[lIsrael 147.237.0.19 |nadimatal .idf.i madi matal i of i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 3
141. 226. 164. 54 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.146. 194 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
46.19.86.141 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
79.176.12. 47  |Israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. i df . i |/ mai n/ hone/ defaul t.aspx |Bl ock 2
66.249. 76.83 |lIsrael 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to waw i df . il /nakha B ock 1
. . D stributed Lhaut horized URL Access on
176.13.21.152 (lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ctl 79 in
89. 139. 106. 74 |l srael 147.237.72.166 |aka. i df . i | v aka. i df . i | / mai 0/ sachar / paysl i ps. aspx None 1
. . D stributed Lhaut horized URL Access on
79.176.59.43  |israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
46.19.85.243 |lsrael 147.237.72. 156 [anan. i df . i | Dstributed Suspici ous Response Code B ock 1
109. 226. 48. 232 [l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww idf.il/894-en Bl ock 1
85. 64. 115. 128 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed Request Content Type from 85. 64. 115. 128 B ock 1
185. 3. 147. 222 |[Israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f  |B ock 1
89. 139. 221. 167 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
79.177.227.23 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
46.19. 86. 92 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.53.137.238 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
- . D stributed Unaut hori zed Met hod for Known URL on
109. 255.5.49  [Irel and 147.237.72.166 |aka. i df . i | vanwc aka, i df i 1/ mai r/ gi yus/ m yun/ m yunl obby. aspx B ock 1
DOstributed Paraneter Read Qnly Mol ation
85. 64.128.9 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunpr ocessquest i onnai r e. aspx None 1
par anet er
195. 62. 53. 168 RF;Z::I“I o 147.237.0.19 |madi matal . i df . i |Uhauthori zed UR. Access to gmai | . coniengi ne/l og. t xt B ock 1
- . D stributed Unaut hori zed Met hod for Known URL on
2.228.119.40 |italy 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai v kapat 2/ Bl ock 1
86.245.110.59 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LR on B ock 1
wawn aka. i df . i |/ mai n/ hone/ def aul t . aspx
77.138. 140. 248 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df.i|/nai n/ kapat z/ B ock 1
213.57.142.6 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il/mai n/ sachar/ f ag. aspx Bl ock 1
46.4.74.42 Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df . i|/brothers/ skira/ defaul t.asp |B ock 1
84.109.11.93 |Israel 147.237.77. 216 |dover.idf .il O stributed Unauthorized LRL Access on wwwvidf.il/https: /v idf.il/ B ock 1
66.102.9.8 Lhited Sates [147.237.72. 166 |aka.idf .il Uhaut hori zed Met hod PCST for waw aka. i df . il/nain/ gi yus/ bookl ets. aspx  |Bl ock 1
31.154.81.54 |[Israel 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on v i df.il/https: /v idf.il/ B ock 1
. . - Unaut hori zed URL Access to
141. 226. 164. 54 || srael 147.237.77.243|nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 1
87.69. 4. 187 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
- . D stributed Unaut hori zed Met hod for Known URL on
109. 8.124. 41  |France 147.237.72.166 |aka. i df . i | vaw aka. i df .i |/ nai 1V kapat 2/ B ock 1
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