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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
2.53.49. 74 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
204. 93. 180. 12 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Back List drop 1
45, 32.196. 8 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
106. 186. 113. 132 Japan 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 1
45.32. 201. 228 Net her | ands 147.237.76. 147 chinuch. aka.idf.il |B ack List drop 1
109. 253. 135. 88 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
52.53.222.9 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
198. 20. 99. 130 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgnature Devi ce Action |Count

125. 64. 94. 206 Chi na 147.237.77. 176 nat pash. i df . i | C1000003: HTTP: phpM/Adni n access Per mit 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

i ET SCAN Behavi oral Uusual |y fast i nbound Tel net Gonnecti ons,
218.239. 159. 25 |147. 237. 72. 167 |FO76& RERUBIIC I o i aka i i . y 2
of Potential Scan or Brute Force
40.121.139.43 [147.237.72.166 |Lhited Sates |akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 76. 196 |Chi na esvivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
211. 149. 246. 60 |147. 237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
175. 100. 92. 158 |147.237. 77. 121 |Canbodi a e.navy.idf.il . 1
Potential Scan or Brute Force
172.246. 126. 103|147. 237. 76. 177 |Uhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
172. 246. 126. 103|147.237.76.31 |Lhited Sates |nakchal.idf.il [ET SCAN Potential SSH Scan 1
118. 103. 126. 194|147. 237. 76. 34 [Japan yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
_ . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
59.126. 44.215 |147.237.77. 170 |Tai van naar achot . i df . i | ) 1
Potential Scan or Brute Force
_ .. |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14.182. 113. 133 |147.237.8.50 M et nam e.tikshuv.idf.il . 1
Potential Scan or Brute Force
211. 149. 197. 148|147. 237. 76. 196 |Chi na esvivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
172. 246. 126. 103|147. 237. 76. 197 |Lhited Sates |e.himush.idf.il [ET SCAN Potenti al SSH Scan 1
172. 246. 126. 103|147. 237. 76. 42 |Lhited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
125. 64.94. 206 |147.237.77. 176 |Chi na natpash.idf.il |GPL WEB SERVER WEB- M SC JBoss web- consol e access 1
84.94.199. 15 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

dte

Signature

Gountry

‘ Target Address

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

109. 253. 200. 44 |l srael 147.237.77. 243 |mobi l e.i of .i | Ret r ansm ssi on Packet dr opped. drop 120
2.53.166. 2 I srael 147.237. 77, 243 bi e i of 11 | €M NG Engine: TCP Invalid  invalid segnent retransmssion drop 30
Ret r ansni ssi on Packet dr opped.
109. 65. 36. 218 |Israel 147, 237. 76, 200 |ei tan. aka i of.i1 |2 " €@MNG Engine: TP Invalid  finvalid segnent retransnissi on. drop 16
Ret r ansni ssi on Packet dropped.
46. 19. 86. 16 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 13
176. 13. 233. 146 |I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁfﬁg reansm't wthdifterent | onitor |11
81.171.85.65 |Ger many 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 11
46.19.85.202 [Israel 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval id ACK nunber alert 7
46. 19. 86. 204 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.202 |[Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 7
100. 92. 25. 185 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 7
94.197.121. 50 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.86.204 [Israel 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert
37.26.148.215 |Israel 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or
46.19.85.202 | srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence mﬁsrczreansmt wehdifferent Joonitor |6
46.19.85.245 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
46.19.85.202  |lsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
176. 13. 14. 230 |lsrael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 6
46.19.86.200 [lIsrael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval id ACK nunber alert 6
46.19. 86. 16 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber aert 6
46.116. 42. 167 |Israel 147. 237 72. 167 | shurimaka i of || S NG Engine: TGP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19.86. 7 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.202 |Israel 147.237.0.34 |tikshuwv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 6
176.13.14. 230 [l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 200 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.7 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 202 | srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
176.13.14.230 |israel 147.237.77.176 |matpash.idf.il  [Bad TCP sequence mﬁfﬁg reansm't wthdifterent | oonitor |6
80. 246. 136. 174 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
176.13.247.71 |[Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
79.177.97.109 |[Israel 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop
217.132. 157. 38 I srael 147.237.77. 243 |rbit e iop i1 | SAMNG Bngine: TGP Invalid - invalid segnent retransnissi on drop 5
Ret r ansni ssi on Packet dropped.
2.53.62. 146 I srael 147.237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 4
84.111. 226. 251 |I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
176.13.14. 230 [l srael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
84.109. 107. 132 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
213. 57. 187. 237 |l srael 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
2.53.155.232 |Israel 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 4
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.53. 8. 206 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
84.111. 226. 251 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 3
84.109.5.207 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
80. 246. 138. 107 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19.85.245 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 3
37.26.149.180 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
176.13.247. 71 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SmAae el reanS"“ wehdifferent Joonitor |3
84.108. 118. 141 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or
46.19.85.202 |Israel 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert
80. 246. 136. 110 |I srael 147, 237, 72. 167 |i shur i maka i o || S NG Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
2.53.170.213 |Israel 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or
2.55.181.153 |Israel 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.133.16 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 244
80. 246. 139. 188 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 78
77.126.54.237 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 70
213.57.187. 237 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 53
185.32.179.62 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 20
185. 32. 179. 148 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 14
185.32.179. 198 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
46. 19. 86. 234 I srael 147.237.76.42 |refuah.idf.il Mul ti pl e Unaut hori zed LRL Access from 46. 19. 86. 234 B ock 11
185. 32. 179. 204 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 5
109. 64. 36. 107 |l srael 147.237.72. 156 |anan. i df . i | D stributed Doubl e URL Encodi ng B ock 5
213.151.35.221 |[Israel 147.237.72. 156 |anman. i df . i | Mil ti pl e Doubl e URL Encodi ng from 213. 151. 35. 221 B ock 4
125.64.94.206  [China 147.237.77. 176 [mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 125.64.94. 206 Bl ock 3
213.151. 35. 221 |Israel 147.237.72. 156 |anan. i df . i | D stributed Doubl e URL Encodi ng B ock 2
. . Unaut hori zed Met hod PCST for
95.210. 192. 141 |Ger many 147.237.72. 166 |aka. i df . i | v aka, i df i |/ i n/ i yus/ m yun/ ni yunl obby. aspx B ock 2
80. 246. 138. 195 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
125.64.94.206 |China 147.237.77. 176 |nat pash. i df . i | Adm n Bl ocki ng Bl ock
. . Unaut hori zed URL Access to
66.249. 64. 105 [l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i1/ wel | - knowny appl e- app- Si t e- associ at i on Bl ock 1
86.177.169.90 |ted 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation SearchText in B ock 1
Ki ngdom wan i df . i |/ 1065- en/ dover . aspx
213.151.35.221 [israel 147.237.72. 156 [anan. i df . i | Doubl e URL Encoding - paraneter: rdfromin vww aman.idf.il/ Bl ock 1
77.127.2.185 I srael 147.237.77. 216 |dover.idf .i | Distri but ed ma_”t hori zed LR. Access on Bl ock 1
wwv i df il /https:/vwwidf.il/
. wwv. chamat z. aka. i df |Miltiple Untraceabl e SS. Sessions from169.229.3.91 (Prot ocol
169. 229. 3. 91 Uhited Sates |147.237.77.226 o violation (SSL OO QLI ENT HELLO) None 1
. . Uhaut hori zed URL Access to
66.249.76.62  |Israel 147.237.72. 166 [aka. i df . i | aka. i df i 1/.vel | -knowy appl e-app- i t e associ at i on Bl ock 1
. . Paraneter Type Mol ati on SearchText in
46.120.78.148 |Israel 147.237.77.74 |lawidf.il v | aw i df i 1/ 163- 7383- he/ pat zar . aspx B ock 1
106. 186. 113. 132|Japan 147.237.77. 176 |mat pash. i df . i | Dstributed I11egal Byte Gode Character in Mt hod B ock
66.249.76.116 |lIsrael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover. aspx  |H ock
. . . D stributed Unaut hori zed LRL Access on
66. 249. 76. 30 I srael 147.237.77.243|nobi l e. i df . i | nobi | e. i cf i1/ appl e app-si t e assoc at | on B ock 1
87.70. 19. 81 I'srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in N None 1
wa aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
77.139. 103. 137 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for www aka. i df.i |/ mai n/ sachar B ock 1
180. 76. 15. 156  [Chi na 147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to navy.idf.il/a Bl ock 1
. . Unaut hori zed URL Access to
66.249.76. 75 | sr ael 147.237.72. 166 aka. i df . i 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
. . Unaut hori zed URL Access to
66. 249. 64. 9 | srael 147.237.72. 166 |aka. i df . i | 147 237. 72. 1661 1 znor et/ gal | ery/ showpi ct ur e. asp B ock 1
106. 186. 113. 132|Japan 147.237.77. 176 |mat pash. i df . i | NULL Character in Method B ock 1
84.110.177.229 [israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock
68.180.228.238 |lhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock
. ] ] D stributed Whaut horized Method for Known URL on
187. 227. 174. 205|Mexi co 147.237.72. 166 [aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
Wy, chanat z. aka. i df |untraceabl e S3. Sessions: Protocol viol ation
139. 162. 13. 205 |9 ngapore 147. 237.77. 226 o (SSL_CONN LI ENT HELLO) None 1
. ; . Unaut hori zed URL Access to
66. 249. 76. 31 I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i cf i 1/ appl e- app-si t e associ at i on B ock 1
. . Unaut hori zed URL Access to
95. 86. 86. 3 | srael 147.237.72. 156 |anman. i df . i | N i1/ bt ps: / waw il B ock 1
. . Unaut hori zed Met hod PCST for
77.139.206. 151 |France 147.237.72. 166 [aka. i df . i | vw aka. i df i |/ nai 1V gi yus/ si t enap. asp B ock 1
. . Unaut hori zed URL Access to
66.249.76.79  |Israel 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ . vel | - knowny appl e- app-si t e- associ at i on Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
108.49.74.166 |Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
85. 65. 206. 138 I srael 147.237.72. 166 |aka. i df . i | 'llegal Byte Qe Caracter in LR /rai i kapat2//resiOl2 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
! m ny- kosher-kravi.i |s3 wntraceabl e Gnnection - Protocol viol ation
169. 229. 3. 91 Lhited Sates |147.237.0.17 . (SSL_CONN QLI ENT HELLO) None 1
66. 249. 76. 61 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/appl e-app-site-association |B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct1 09 in
95. 86. 99. 166 I srael 147.237.72. 166 [aka. i df . i | aka.i df .11/ nai v sachar/ pays! i ps. aspx None 1
79.142. 207. 144 |Wkrai ne 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 1
v aka. i df . i |/ nai n/ hone/ def aul t. aspx
66.249.76. 106 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waww aka.idf.il/wwtikshuv.idf.il Bl ock 1
66.249. 64. 105 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 105 Bl ock 1
85. 65. 206. 138 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 85. 65. 206. 138 B ock 1
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