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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
2.53.149. 49 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
45. 32. 201. 228 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
45. 32. 205. 133 Net her | ands 147.237.76. 34 yohal an.i df .il B ack List drop 1
93.174.91. 37 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
45.32. 201. 228 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
212.179. 215. 221 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

36.110. 147. 80 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1




09-20-2016-20:04:01 to 09-20-2016-21:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
77.126. 240. 205 |147.237. 72. 156 || srael aman. i df il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to SS. 2
port denial of service attenpt
197.161.47.76  |147.237. 72. 156 |Egypt aman. i df.il ET SCAN NVAP -f -sS 1
92.42.162.161 |147.237.76.42 gjj:tnim refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
172. 246. 126. 103(147. 237. 77. 235 |Lhited Sates  |svivaidf.il ET SCAN Potential SSH Scan 1
84.229.93.158 |[147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
172. 246. 126. 103|147.237.77.19 [Lhited Sates I awforumidf.il ET SCAN Potential SSH Scan 1
77.252. 26. 51 147.237.8.27 |Pol and e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
172. 246. 126. 103|147. 237.0. 200 |Lhited Sates mdu.idf il ET SCAN Potential SSH Scan 1
172. 246. 126. 103|147.237.0. 15 [Lhited Sates kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.76. 147 |Uhited Sates  |chinuch. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
144.0.1.12 147. 237. 76. 197 |Chi na e. hinush. i df .i | ET SCAN Potential SSH Scan 1
50. 84.213.146 |147.237.77.178|lhited Sates e. mat pash. i df .il ET SCAN NVAP -sS w ndow 4096 1
223,197,132, 235|147, 237.0.33  |Hong Kong - ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118. 103. 126. 194|147.237.0.19  [Japan nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
31.24.228. 20 147.237.0.16 |Wnited Ki ngdom |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
211.149. 244.79 |(147.237.77.19 [China | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
95.156.251. 10  |147. 237. 77. 212 |Ger many e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
197.161.47.76  |147.237.72. 156 |Egypt anan.idf.il ET SCAN NVAP -sS w ndow 2048 1
93.174.91. 29 147.237.76.86 |Net her| ands navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
179. 43. 141. 198 |147.237. 76. 197 [Snit zerl and e. hinush. i df .il ET SCAN Potential SSH Scan 1
89. 248. 160. 155 [147.237.76.34 |[Netherlands yohal an. i df .| ET SCAN NMAP -sS wi ndow 1024 1
172. 246. 126. 103|147. 237. 77. 179 |Lhited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
77.252.26.51 147.237.8.27 |Poland e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
172. 246. 126. 103|147. 237. 76. 39 [lLhited Sates nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
77.252. 26.51 147.237.8.27 |Poland e.nadimatal .idf.il ET SCAN NVAP -f -sS 1
172. 246. 126. 103]|147.237.0. 16  [lLhited Sates ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
68. 0. 196. 45 147.237.77.216|Wnited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
172. 243. 214. 200|147. 237. 77. 176 [Lhited Sates nat pash. i df . i | ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.77.176|China nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 13. 205 [147.237.77. 235|S ngapor e sviva.idf.il SERVER APAO-E Apac.he mod_ss| non- S connection to SS 1
port denial of service attenpt
50.84.213.146 |147.237.77.178|thited Sates e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
212.179. 215. 221|147. 237. 77. 170 |l srael naar achot . i df .i ET SCAN NVAP -sA (2) 1
103.207.36.84  [147.237.77. 226 |V et nam wiw chanat z. aka. i df . il |[ET SCAN NMVAP -sS wi ndow 4096 1
1 34,172, 28 147 237, 77. 243 | Tai ven ol e idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
200.241.137.4 |147.237.76. 176 |Brazil test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 174. 91. 29 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i ssi
2.53.166. 2 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 30
Ret r ansni ssi on Packet dr opped.
s SYN+ACK retransmt with .
95. 35. 64. 246 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal e noni t or 29
89.237.103. 101 [France 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor |27
w ndow scal e
o SN retransmit wth different .
89.237.107. 221 |France 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal rmoni t or 25
Sreamng Engine: TCP Invalid i i ssi
77.126.76.40  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.
176. 13. 225. 106 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 13
37.26.148.204 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
109. 253. 216. 147 |l srael 147. 237.77. 216 |dover.idf.i| drop First packet isn't SWN drop 12
o SN retransmit wth different .
46.117.108.210 |Israel 147.237.77. 234 |hal ag.i df .i| Bad TCP sequence wi ndow scal rmoni t or 9
Sreaming Engine: TCP Invalid i i ssi
46.19. 86. 16 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
37.26. 148. 204 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 8
Sreanming Engine: TGP Invalid i i ssi
217.132.33.191 | srael 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dropped.
85. 250. 127. 125 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
212.179. 215. 221 i srael 147.237.77. 226 "f"l"“ha”atz' aka.1dl |gad TCP sequence Invalid ACK nunber monitor |8
. ) SYNtAXK retransmt with .
31.154.81.23 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 7
46. 19. 85. 141 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |7
176.13.14.14  |israel 147.237.77. 226 "f"l”“ chanatz. aka. 1df |\ At t ack SYN -> SYN-ACK -> RST monitor |7
Sreaming Engine: TGP Invalid i i ssi
46.19.85.141  |Israel 147. 237. 77. 176 |nat pash. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
212.179. 215. 221 I srael 147.237.77. 226 Wi"l"'“ha”atz' aka. 1df 1oy At ack SYN -> SYN-ACK -> RST monitor |6
212. 179. 215. 221|I srael 147. 237. 77. 226 "?"I"“ha”atz'aka"df dr op First packet isn't SWN drop 6
37.26.148.179 |[Israel 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
2.53.165. 144 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
e SYN+ACXK retransmt wth .
37.26.148.184 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e monitor |5
84.111.182.103 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
193. 43. 246. 250 |l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 5
46. 19. 86. 140 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
84.111.160.60 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 141 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber alert 5
37.26.146.240 |lIsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19. 86. 140 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
113.23.59.111 |V etnam 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
212.179. 215. 221 |l srael 147. 237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 4
77.126.240. 205 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TGP Invalid i i ssi
192.115.83.5 | srael 147.237.76. 200 |ei tan. aka. i of . i1 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
31.154.81.23 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
84.109. 176. 170 |l srael 147. 237.72. 167 |i shurimaka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.148.204 |Israel 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 4
77.126.240. 205 |lsrael 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SYN drop 4
46. 19. 86. 150 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
84.111.182. 103 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
185.3.147.173  |Israel 147.237.72. 167 |i shuri maka. i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
212.179. 215. 221|l srael 147.237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence Invalid ACK nunber monitor |3
212.179. 215. 221 |l srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
212.179. 215. 221 |l srael 147.237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
2.53.137. 225 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
80. 246. 136. 208 |l srael 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
o SYN+ACK retransmt with .
46. 19. 86. 150 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal e noni t or 3
97.114.98.246 |Wnited Sates |147.237. 77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or
84.111.5.55 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
185. 24. 204. 6 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 96
46. 19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46.19. 86. 248 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 35
46. 19. 86. 150 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
2.53.30. 80 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple I1l1egal Byte Qode Character in Method from 77. 126. 240. 205 B ock 9
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unknown HTTP Request Met hod from 77. 126. 240. 205 B ock 9
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mil tiple Abnormal |y Long Request from 77.126. 240. 205 B ock 9
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mil tiple Mal formed URL from 77. 126. 240. 205 B ock 8
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from 77. 126. 240. 205 B ock 7
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mil ti pl e NILL Character in Header Name from 77. 126. 240. 205 B ock 5
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Ml tiple Abnornal |y Long Header Line from 77.126. 240. 205 B ock 5
77.126. 240. 205 |l srael 147.237.72. 156 [anan. i df . i | Mil tiple Ml formed HTTP Header Line from 77.126. 240. 205 Bl ock 5
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mitiple Illegal Byte Code Character in URL from77. 126. 240. 205 B ock 4
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Miltiple Illegal HITP Version from77.126. 240. 205 B ock 4
79.182. 145. 113 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i/ mai n/ gi yus/ general . aspx B ock 4
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from 77.126. 240. 205 B ock 3
46.19. 85. 147 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
188.23.151.54 |Austria 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for wwy aka. i df . i/ mai n/ hone/ def aul t. aspx B ock 3
77.138.37.102  |France 147.237.72. 166 |aka. i df . i | m”;gri' éfe.di I'\f;;c’rfj gﬁl /frt?ryun /i yunder ugtaf ki di m aspx Bock |2
1. 20. 202. 235 Thailand  [147.237.72.166|aka.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
217.132.9.149 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.138.37.102 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 77.138. 37. 102 B ock 2
109. 65. 39. 239 |l srael 147.237.77. 216 |dover.idf . il Abnor nal |y Long Header Line request header nane B ock 1
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | ISIf! g?ijt 03’; T#igld ig%?&ei .Lnni'%ir]ajm er Nane “NToRPTIOALSV B [#5]] 5w Bl ock 1
176. 13. 3. 204 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
79.177.227.23  |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock

109. 65.39.239 |l srael 147. 237.77. 216 |dover . i df . i | %ngiibgﬁpﬁngﬁi g‘\l_'DETC";_OCEﬂC&O,\'gE; on None |1
77.126. 240. 205 |Israel 147.237.72. 156 |anan. i df . i | NLL Character in Mt hod Bock |1

[[#0] ] a4 [ #14] ] x6e%pc8e s°0t yo F URRBAA\ 7, 2] [ #27] ] RAacl U6Yl i
31.154.81.23 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1

Illegal Byte Gode Character in Query String e[ [#14]]/-eh§[[#0]] « ¥ )N/T
C[[#11] 1K [#15] ] ¢Y NO@[ [ #26] ] 3anZ] [ #14] ] "RY[ [#15] ] [ [ ® ¥ce &#8] ] 7¢540

109. 65. 39. 239 |l srael 147.237.77. 216 |dover. i df . i | " ) : ol Bock |1
\XH[W3L Jte-11 714 [1] 624 [ "H ] ] U [ 8] ] * 1ROV Y [#1] [ H ™.
+Q8aft'. Y[wH5]]8H [EN no -]] M [4#]]3q[ [#25]] e[ [#23]] =
77.126. 240. 205 |l srael 147.237.72. 156 [anan. i df . i | Mal for med HTTP Header Line 1 B ock 1
217. 147. 162. 203|krai ne 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/ishurininain/ B ock 1
89.237.103. 101 |France 147.237.76.42 |refuah.idf.il D stributed Lhaut hori zed URL Access on 147.237.76. 42/ styl e/ shared/text.css |B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
157. 55. 39. 153 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
109, 65. 39. 239 I sragl 147.237.77. 216 |dover . i df . i | Ml tiple Uhtraceabl e SSL Sessions from 109. 65. 39. 239 (Protocol viol ation None 1

( SSL_CONN_APPLI CATI ON DATA EXCHANGE) )

Illegal Byte Qode Character in Header Nane

J, «| A3Mae m.UUQoCE] [ #21] ] yu>"™6Eb, 98" 6F, 3/ oi - O [#3]], [ [#8] 11" uwd. [ [ #19]
109. 65. 39. 239  |Israel 147.237.77.216|dover . i df .i | 1 4A+&F N 6l [ [ #6] ] N [ #7]] 00[ [ #20] ] +8~n =+ AK[ [ #11] ]« 7' YAE° nz{J [#30] ] E»o[ [ # |B ock 1
25] ] AE] [#17] ] ¢GOQUH [ #25] ] b=s [ [ #12] ] EDL_&GRP &U; ¢. M 8§CF @) v [ #25] ] [ [ #22
1176A4] [[#28]], #UH (7[[#29]]S G\ TSI . "—g[ [#27] ] ?[[#11]] £

Illegal Byte Gode Character in Query Sring "NTPTKsAtSW B[ [ #5] | DVEf

77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | QMGG 4181 g@ Y0 .41 no 117 B ock 1
176.13.234.69 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179.12. 65 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
46.117. 28. 67 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wwuidf.il/tenpl ates/tenpl atecontrol s/ generi c/ B ock 1
109.65.39.239  [Israel 147.237.77. 216 |dover. i df . i | f;??;g]]: Request Nethod T*/BNin URL | PH [#8]][[v#4]]3]] 524 [av Bock |1
o NLL Character in URL +u} D@h[#16]]: W [#31]]u "tp\~
77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | : o B ock 1
_[[#25] ] r[[#01] [[#19] 10%» UL [#17] 1¢] ; fi €8¥H[ [ #27]] 8. SH¥60
109. 65. 39. 239  |Israel 147.237.77.216|dover.i df .i | Illegal Byte Gode Character in URL | BE[[#8]][[V#4]]3]]1524 [ qv] ] 324 [ ext Bl ock 1
89. 237. 103. 101 |FRance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Mal fornmed LRL ... 00yf@rba 1 B ock 1
77.138.41.119 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/nai n/snalindfag. aspx Bl ock 1
77.126.240. 205 |[lIsrael 147.237.72. 156 [anan. i df . i | Abnormal |y Long Header Line request header nane B ock 1
169. 229. 3. 91 Lsh'mt:: 147.237.72. 166 |aka. i df . i | SSL Wnhtraceabl e Qonnection - Protocol violation (SSL GONN QLI ENT_ HELLO None 1
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