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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
213.57.218. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
109. 253. 214. 7 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4

71.6.165. 200 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
162. 210. 196. 130 |Lhited Sates 147.237.77.216 |dover. i df. i |Cl1000074: HITP. najestic bot Per nit 4
78. 166. 58. 106 Tur key 147.237.72.166 |aka.idf.il |[Cl000016: HITP. adninistrator in UR Per nirt 1
78. 166. 58. 106 Tur key 147.237.72.166 |aka.idf.il |CL000018: HITP. access to adninistrator/index. php -> Quarantine Per mt 1
151.80.31. 107  |France 147.237.76.86 |navy.idf. il |Cl000146: HTTP: AnhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
218 161 81 122 1147 237 0. 200 |Tai wan i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
193. 201. 225. 19 |147.237.77.74 |lkraine lawidf.il ET SCAN Potential SSH Scan 1
41.160.222.18 |147.237.0.200 |South Africa |ndu.idf.il ET SCAN Potential SSH Scan 1
95.156.251.10 |147.237.8.50 |Ger many e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 19 |147. 237. 76. 198 |Wkr ai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
14. 216, 221 202 |147. 237 76. 201 |chi na o atal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.91. 29 147.237.76.42 |Netherlands  [refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 19 |147.237.76.34 |Wkraine yohal an. i df .| ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.77.19 |Wkraine I awforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
193.201. 225. 19 [147.237.8.46 |Wkraine e. chinuch. i df .i | ET SCAN Potential SSH Scan 1
91.201. 236. 155 |[147.237.77.19 |lkraine | awforumidf.il ET SCAN NVAP -f -sS 1
163.172.129. 15 |147.237.77. 235 E?i;;gom sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
217.174.61.176 |147.237.8.24 |Rigaria elifestyleidf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
163. 172. 129. 15 |147. 237. 77. 226 LKJ?i;:gom waw chanatz. aka. idf i1 [ET SCAN NVAP -sS wi ndow 1024 1
46.116. 1. 174 147.237.76.86 |Israel navy. i df.il ET SCAN NVAP -sA (2) 1
211.149.231.57 [147.237.77.121|thina e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.232.110. 28 |147.237.76. 177 LK?i;gegom ncore.idf.il ET SCAN Potential SSH Scan 1
211.149.222.5 |147.237.8.24 |China elifestyle idf.il ET SCAN NVAP -sS w ndow 1024 1
41.230.31.128 |147.237.77.61 |Tunisia e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 82. 44 147.237.76.30 |China hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 19 |147. 237. 77. 227 |krai ne e. hamaz. i df .il ET SCAN Potential SSH Scan 1
41.203.87.2 147.237.76.86 |[Ngeria navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
118. 103. 126. 194|147. 237.0. 15  [Japan kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201.225. 19 |147.237.77.61 |Wkraine e.cogat.idf.il ET SCAN Potential SSH Scan 1
7 75 84 16 147 237 72. 156 |\t et nam s il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
95.156.251.10 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 19 |147. 237. 76. 176 |Wkrai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 |[147.237.77.19 |lkraine | awforumidf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 19 |147. 237. 72. 156 |Wkrai ne aman. i df.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 |[147.237.77.19 |lkraine | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
164.52.227.101 |147.237.77.74 |lhited Sates |[lawidf.il ET SCAN Potential SSH Scan 1
68. 180. 229. 223 |147.237.77. 216 |Whited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
163.172.129. 15 |147.237.77.234 E;ir:;cci]om hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 [147.237.0.35 |[China akavs. i df . il ET SCAN Potential SSH Scan 1
216.218.206. 80 |147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il ET SCAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
151.11. 201. 3 147.237.77.19 |italy | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
41.230.31.128 |147.237.77.61 |Tunisia e.cogat.idf.il ET SCAN NMAP -sS wi ndow 4096 1
211.149.222.5 |147.237.77.235|Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 83. 162 |147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 19 |147. 237. 77. 243 |Wkrai ne nobi | e.idf.il ET SCAN Potential SSH Scan 1
41.203.87.2 147.237.76.86 |Ngeria navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
118. 103. 126. 194|147. 237. 76. 201 [Japan e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1




09-20-2016-19:04:09 to 09-20-2016-20:04:09

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
89.187.217.10 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 73
188. 120. 154. 153l sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |58
109. 65. 92. 27 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop 32
77.126.58.14  |israel 147.237.77. 203 |mobi e .11 | ©AMNG Engine: TP Tnval i d i malid segrent retransmssion. |y o 30
Ret r ansmi ssi on Packet dr opped.
107.167.99. 234 [nited Sates 147.237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST moni tor |27
84.111.119. 233 |[Israel 147.237. 77, 243 |mbi e i i1 | S NG Bngine: TCP Invalid Jinvalid segnent retransnission drop 26
Ret ransni ssi on Packet dr opped.
185. 26.180. 72  |Europe 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 18
109. 65. 92. 27 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 16
41.140.18.189 [Morocco 147.237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 12
46.121.248.241 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 12
46. 121. 248. 241 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 65. 92. 27 | srael 147.237.72. 167 |ishurimaka. i df.i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
82. 205. 11. 43 (F;ajcis;iigjja” Territoryls 47 237.77. 216 |dover. i df . i1 dr op First packet ismt SWN drop 8
109. 65. 92. 27 I srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invali d ACK nunber alert
46.19. 85. 225 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
109.65.92.27  [Israel 147.237.72. 167 |ishurimaka. i of .i |Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;g&gth monitor |7
46. 19. 85. 225 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 212 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber mnitor |7
46. 19. 85. 58 I 'srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber alert 7
37. 46. 39. 179 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 121. 26. 98 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
109. 253. 143. 111|i srael 147.237.77. 243 |rwvi e i i1 |/ €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
213.57.218. 151 |l srael 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
109. 67.123. 106 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
213.57.218. 151 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
46.19. 86. 135 I srael 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST monitor |6
46. 19. 86. 189 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
93.172.231. 163 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
80. 246. 136. 125 || srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬂﬁtﬁ;ggﬁgﬂ:"m mnitor |5
84.108.123. 180 |[lIsrael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 79 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
77.127.21.10  |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂ;‘gﬁtﬁ;jg;?c;gth monitor |4
77.138.53.201 |France 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |[nonitor |4
185. 3. 147. 179 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 253. 157. 104 |l srael 147.237.72. 166 |aka. i df.il drop Frst packet isn't SN drop 4
46.19. 86. 161 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
185.32. 179. 167 [Israel 147. 237. 72. 156 |anan. i of . i Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth moni tor |4
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 4
217. 246. 252. 53 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
5.28.154. 193 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 4
77.127.21.10 I srael 147. 237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |[nonitor |4
109. 133.242.3  |Bel gi um 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
109.65.11.201  |Israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂ;‘gﬁtﬁ;g‘gzl;‘é“h monitor (3
176. 13.5. 243 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3
2.53.137.28 | srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
185. 3. 147. 179 |l srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
84.108.76.149 |l srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
5.102. 254. 81 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 3
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
5.29.97. 62 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 47
46. 19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 26
84.111.119. 233 [israel 147.237.77.243|nobi l e.idf . i | Mil ti pl e Unaut hori zed LRL Access from 84.111. 119. 233 B ock 11
109. 253. 221. 54 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 6
80. 246. 136. 106 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
2.53.174. 63 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
176. 13. 245. 200 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
109. 67. 167. 132 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
. . Unaut hori zed Met hod PCBT for
77.138.37.102  [France 147.237.72.166|aka. i df .1 | wiw aka. i df . i | / mai n/ gi yus/ ni yun/ m yunder ugshi kul i m aspx Bock ]2
37.142.230.93 |lsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-he B ock 2
77.125.55. 57 I srael 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock 2
94. 254, 178. 144 |Pol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
46.116.22.215 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 46. 116. 22. 215 B ock 2
37.26.149.200 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
79.181.176.49 [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspi ci ous Response Code B ock 2
m ny- kosher - kr avi . i , )
195. 154. 14. 134 |Rance 147.237.0. 17 df il Mil tiple NLL Character in Method from 195. 154. 14. 134 Bl ock 1
188. 214. 55. 210 |Rormani a 147.237.72. 167 i shurimaka. i df . i | PHP At t enpt B ock 1
66. 102. 8. 156 g“'af(f;’ 147.237.77.216|dover.idf . il Unhaut hori zed URL Access to waww i df . il/1008- he/ +navienu. gc+ B ock 1
84. 229. 63. 39 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock
213.57.104. 146 |[Israel 147.237.77. 216 |dover. i df . il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock
Lhited . . Paraneter Type Mol ati on PageNumin
68.180.231.35 [o . 147.237.77. 176 |mat pash. i df . i | vaw cogat i df i |/ 1038- ar/ cogat . aspx Bl ock 1
m ny- kosher - kr avi . i S .
195. 154. 14. 134 |Fance 147.237.0. 17 df il Illegal HITP \ersion A [#20]]1A Bl ock 1
109. 253. 143. 111|l srael 147.237.77. 243 |nobi | e. i df . i | DO stributed Suspicious Response Code Bl ock 1
. - Unaut hori zed URL Access to
84. 95. 208. 20 I sr ael 147.237.76.86 [navy.idf.il vaw navy. i df . 1/t enpl at es/ honepage/ pi wi k. php B ock 1
2.53.43.31 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.177.196.196 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
m ny- kosher -kravi .i [NUL Character in Header Nare at
195. 154. 14. 134 |Fance 147.237.0. 17 ; N Bl ock 1
df.il [[#0]] cp[#0]] [ [#0]]/[[#0]] SA [#18] ] [[#0]]

192.116. 167. 41 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df . il/894-he Bl ock 1

Lhited . . D stributed Unauthori zed Method for Known URL on

66.102.9.8 Sates 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1

5.29.120.21 I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bite Qode Character in LR Bl ock 1

93.169.11.180 |[Saudi Arabia |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/894-ar B ock 1

80. 246. 140. 67  [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kr avi . i _

195. 154. 14. 134 |Fance 147.237.0. 17 df il Mal formed HTTP Header Line 1 Bl ock 1

84.108. 86. 57 I srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/tenpl ates/fag/ fag. aspx |B ock

2.53.62.3 I srael 147.237.72. 166 |aka. i df . i | Redundant HTTP Headers Referer B ock
m ny- kosher - kravi . i [ . i O

195. 154. 14. 134 |France 147.237.0.17 "y NLL Caracter in URL -T@[#3| 11 UG[[-DAOL[]]#O[1]#28(11Q B ock 1
df.il [[#9]].

79.177.227.23 |israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
m ny- kosher - kr avi . i

195.154. 14. 134 |Rance 147.237.0. 17 of niyl Abnormal |y Long Request net hod Bl ock 1

66.102. 9. 152 Lsh'mt:g 147.237.72. 156 [arman. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico Bl ock 1

Unknown Par anet er
5. 29. 159. 209 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekHol der $quest i onlpdat e$hi ddenUpda [None 1
teQuestion in ww aka.idf.il/nain/giyus/faq. aspx

84.94. 32. 197 I srael 147.237.77.216|dover.idf.il SSL Untraceabl e Gonnection - Unknown SSL Sessi on None 1

77.125.88.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
m ny- kosher - kr avi . i

195. 154. 14. 134 |France 147.237.0. 17 o il Ml formed WRL « @[ #3] i O4[ [+ o#O[ [11#0[ [11#28411q [, #19] Bl ock 1

157. 55. 39. 153 gq;:eeg 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
m ny- kosher - kr avi . i _

195. 154. 14. 134 |Rance 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/ changel og. t xt Bl ock 1

79.178.14.155 |[Israel 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to waw idf.il/oreg B ock 1
m ny-kosher-kravi.i [illegal Bjte Qde Character in Header Nane

195. 154. 14. 134 |Fance 147.237.0. 17 ; N Bl ock 1
df.il [[#0]] cp[#0]] «[[#0]]/[[#0]] SA [#18] ] [[#0]]

66. 249. 64. 15 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1

109. 64. 24. 76 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None

84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock
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