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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
79.176. 82. 235 | srael 147.237.72. 166 aka.idf.il B ack List drop 5
208. 110. 84. 69 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 2
173.208. 150. 117 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl forvard 2
185. 153. 197. 116 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
24.114.104. 116 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
84. 229. 37. 253 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
198. 204. 224. 237 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1l forward 1
45.32.196. 8 Lhited Sates 147.237.76. 30 hi nush.idf.il B ack List drop 1
204. 12. 220. 83 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
63. 141. 242. 194 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 1
173. 208. 197. 202 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 3
144.76. 29. 162 Ger many 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Lhusual |y fast inbound Tel net

Gonnections, Potential Scan or Brute Force

59.127.162. 129 |(147.237. 77. 212 |Tai wan e.dover.idf.il Connecti ons, Potential Scan or Brute Force 2
128. 232. 110. 28 |147.237.77. 170 |Uni ted Ki ngdom |naar achot . i df . i | ET SCAN Potential SSH Scan 2
198. 52. 97. 89 147.237.77.74 |Whited Sates  |lawidf.il ET WEB SERVER Fake (Googl ebot UA 1 | nbound 2
163.172.67.13 |147.237.8.46 |[Wnited Ki ngdom|e. chi nuch.idf.il ET SCAN Potential SSH Scan 1
138.59.200. 75 |147.237.77. 179 |Rrazil e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.230.31.128 |147.237.77. 226 |Tunisia wwwy chanat z. aka. idf . il [ET SCAN NVAP -sS w ndow 4096 1
220.132.35.201 |147.237.72. 166 |Tai wan aka.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
41.230.31.128 |147.237.76. 147 |Tunisi a chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 3072 1
218.92.147.82 |147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential VNC Scan 5900- 5920 1
125. 65. 83. 162  [147. 237. 77. 226 |Chi na ww chanat z. aka. i df .il  |ET SCAN NVAP -sS w ndow 1024 1
27.75.84.16 147.237. 76. 148 [M et nam gocenter. aka.idf .i | ET KDAN Behavi oral .Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
118. 103. 126. 194|147. 237.0. 19  [Japan nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.0.35 |China akavs. i df . i ET SCAN Potential SSH Scan 1
5. 249. 158. 83 147.237.0.15 |[italy kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
95. 66. 228, 90 147 237 72, 217 |RUSsian id il ET SCAN Behavi or al .Lhusual Iy fast inbound Tel net 1
Federation Gonnections, Potential Scan or Brute Force
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
93.114. 150. 134 |147.237. 76. 147 |Sain chi nuch. aka.i df . i1 ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1

163.172. 67. 13

147.237.77. 176

United Ki ngdom

nat pash. i df .i |

ET SCAN Potential SSH Scan

89. 248. 160. 155 |147.237.0.19 |Netherl ands nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024
163.172.67.13 |147.237.76.30 |United Ki ngdom|hi nush.idf.il ET SCAN NVAP -sS w ndow 1024
66.240.213.93 |147.237.76.39 |lLnited Sates nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024

163. 172. 67. 13

147.237. 0. 200

United Ki ngdom

mu. i df . il

ET SCAN Potential SSH Scan

46.116. 34. 129

147.237.77. 216

| srael

dover.idf.il

portscan: TCP Distributed Portscan

138. 59. 200. 75

147.237.77.61

Brazil

e.cogat.idf.il

ET SCAN NVAP -sS w ndow 1024

41.230. 31. 128

147.237.77. 226

Tuni si a

v chanat z. aka. i df . i |

ET SCAN NVAP -sS wi ndow 3072

218.92.147. 82

147.237.72. 156

Chi na

anan.idf.il

ET SCAN Potential VNC Scan 5900- 5920

128. 232. 110. 28

147.237.77.121

United Ki ngdom

e.navy.idf.il

ET SCAN Potential SSH Scan

41.230.31.128 |147.237.76. 147 |Tunisia chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024

203.173.94. 110 |147.237.77. 235l ndonesi a sviva.idf.il ET SCAN Behavi oral Lhusual | y fast inbound Tel net
Gonnections, Potential Scan or Brute Force

125.65.83.162 [147.237.8.24 |China e.lifestyle idf.il ET SCAN NVAP -sS wi ndow 1024

5.249.158.180 [147.237.76.34 [itay yohal an.idf.il ET SCAN Potential SSH Scan

183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan

103. 26.223.18  |147. 237. 76. 148 |Hong Kong gocenter. aka. i df.il ET K}AN Behavi or al .Lhusual y fast inbound Tel net
onnections, Potential Scan or Brute Force

183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan

5.29.183. 196 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan

93.174.91. 29 147.237.76.30 |Netherl ands hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024

181. 143. 15. 130 [147. 237. 76. 200 |Col onbi a eitan aka idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net
Gonnections, Potential Scan or Brute Force

89. 248. 160. 155 [147.237.76.31 |[Netherlands nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024

163.172.67. 13

147.237.76. 30

Uni ted Ki ngdom

hi nush. i df . i

ET SCAN Potential SSH Scan

Rl ~ [P P [Pl » [Pl —-

82.79.246.34

147.237.76. 42

Romani a

refuah.idf.il

ET SCAN Behavi oral Uhusual | y fast inbound Tel net
Gonnections, Potential Scan or Brute Force

[EEN
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
188. 120. 154. 153l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |46
2.53.189.175  |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 30
Ret r ansm ssi on Packet dropped.
141.0.15.171  |Norway 147.237.77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST monitor |29
141. 0. 12. 99 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST nonitor |18
46. 19. 85. 100 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |17
46. 19. 85. 139 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
62.0.201.1 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 16
46.117. 157.128 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d sequence nunber nonitor |15
46.19. 86. 81 I srael 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TGP Invalid invalid segnent retransnissi on, drop 14
Ret r ansni ssi on Packet dropped.
109. 65.130. 67  |Israel 147.237.77. 234 |hal ag. i of .i Bad TCP sequence md:ffvr;”;”lt wehdfferent  Joonitor |14
2.54.196.204  [Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |14
2.55.131. 4 I'srael 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 12
Ret r ansm ssi on Packet dropped.
85. 64. 18. 13 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46. 19. 85. 139 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 12
79.178.133.50 |lsrael 147.237.72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 11
79.178.133.50 | srael 147.237.72. 166 |aka i df . i Bad TCP sequence wﬁtrmﬁ;z&gth moni tor |11
46. 19. 85. 58 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |9
46.19.85.119  [israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor (8
82.102. 169. 113 |l srael 147.237.77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |7
79.183.45.174 [ srael 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁtrs\:;ﬁl;gth moni tor |7
82.102.169. 113 | srael 147. 237.77. 216 |dover i df .i | Bad TCP sequence ;ﬂ'\f;oefnrj;;j;;?c;gth moni tor |7
84.108. 123. 180 |lIsrael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
46.19. 85. 12 I srael 147.237.77. 226 ["" chanatz. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |6
2.55. 20. 250 | srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST nonitor |6
46.19.85.119  [israel 147. 237. 77. 216 |dover i f . i Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor (6
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 100 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
37.26.146.248 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |6
37.26. 148. 213 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
84.111.186.222 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |5
188. 32. 242. 20 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 5
46.19. 86. 123 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 192 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber monitor |5
84.108. 105. 161 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
84.108. 123. 180 |lsrael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 86. 123 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 36 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |5
212.143.142.56 |Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 4
46. 19. 85. 192 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 4
84.108. 105. 161 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 4
172.56.11. 44  |[thited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |4
89.139.137.47 [ srael 147, 237. 72. 156 |anan. i . Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor |4
183.171. 30. 103 |Mi aysia 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
5.22.134. 203 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |4
213.71.171. 203 |Cer many 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 4
46.117.80. 118 [l srael 147.237.72. 156 |aman. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 80 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
2.53.40. 98 | srael 147.237. 72. 167 |i shuri maka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 86. 80 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
24.114.104. 116 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 16 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 339
185.32.179.19 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
79.181.251.53 [Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock
109. 253. 143. 250 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock

. . Unaut hori zed Met hod HEAD for
77.138.167.221 |France 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ nai v i yus/ general . aspx B ock 2
2.53. 156. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
46. 19. 86. 235 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
2.53. 189. 68 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock
46.116.34.129  |Israel 147.237.77. 243 |nobi | e. i df . i | NMD'; L':)p' e Untraceabl e S Sessions from46. 116.34. 129 ((Gpen None 2
87.69. 128. 64 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
2.53. 36. 150 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
46. 19. 85. 36 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None

. . Unaut hori zed Met hod HEAD for
84.111. 240. 135 |l srael 147.237.72.166 |aka. i df . i | v aka i df i 1/ mai n/ home/ def aul t . aspx B ock 1
79.181.176.49 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspi ci ous Response Code Bl ock 1

- kosher - kravi . i df
66. 249. 69. 126 | srael 147.237.0. 16 niyl Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
Russi an . . Unaut hori zed Met hod PCST for

95.143.213.229 - 27~ 147.237.72. 166 |aka. i df . il vow aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
46. 19. 85. 163 I 'srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request net hod Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
2.53.144.64  |Israel 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchfext in Bl ock 1

waw i df . i |/ 1065- he/ dover . aspx
212.199. 57.200 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
Paraneter Type M ol ation ctl00$Qont ent A acetbl der 1$t xt Gapt cha i n

46.19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i dfi1/nobil el ogin. aspx Bl ock 1
157.55. 39. 11 Lhited Sates |147.237.72.156|anan. i df.il Uhaut hori zed URL Access to v aman.idf.il/robots.txt B ock 1
46.19. 85. 146 I srael 147.237.76. 42 |refuah.idf.il Distributed Abnormal |y Long Request Bl ock 1
85.130.211. 93  |[Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ Bl ock 1
66.249.76.115 [Israel 147.237.77.216|dover.idf .i | Unhaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx |B ock 1
188. 120. 154. 153]I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ 960. css |B ock 1
100.2.212.58  |[hited Sates  |147.237.72. 166 |aka. i df . il Distributed thauthorized Mthod for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
46. 19. 85. 163 I srael 147.237.76.42 |refuah.idf.il Ilegal HITP \ersion B ock
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock
213.57.49.107 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
. . . D stributed Unaut hori zed Method for Known URL on
78. 96. 219. 34 Romani a 147.237.72. 166 |aka. i df . i | wav aka i df i1/ishuri g B ock 1
157.55.39.87  |Wited Sates  |147.237.72. 166 |aka. i df . i Wnhknowun Paraneter 4f 9c0c80 in None 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
46.19. 85. 146 I srael 147.237.76.42 |refuah.idf.il Dstributed I11egal HITP \ersion B ock 1
. . Uhaut hori zed URL Access to
85. 250. 140. 188 |l srael 147.237.72. 156 |anan. i df . i | - i1/t tps: /v il Bl ock 1
79.182.113.179 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
: . . D stributed Unaut hori zed Method for Known URL on
192.232.81. 1 Uited Sates |147.237.72.166|aka. i df . il vaw aka i df . i 1/ mai v hone/ def aul t . aspx Bl ock 1
68.180.231.35 |Lhited Qates  |147.237.77.176 |nat pash. i df . i | Paranet er Type \i ol ation Pagenumin Bl ock 1

ww cogat . i df . i1/901-ar/ cogat . aspx

. . . D stributed Uaut hori zed Met hod for Known URL on
107.170.5.129 |thited Sates |147.237.72.166|aka.idf.il vaw aka i df . i 1/ mai v hone/ def aul t . aspx B ock 1

Mal for med URL

46. 19. 85. 163 I srael 147.237.76.42 |refuah.idf.il "ok ref. 118 fdlc={"","" 1467044164, " htt ps: // vow googl €. co. i /"] B ock 1
. . Uhaut hori zed URL Access to

84. 95. 208. 20 I sr ael 147.237.77. 176 [nat pash. i df . i | v cogat i df i1/t enpl at es/ homepage/ pi wi k. php Bl ock 1

213.57.91. 198 |1 srael 147.237.72. 166 |aka. i df .i | Unknown _Par gnet er ctl 00sct | 00$§phh/h| n$cphSachar $ctl41 in None 1
vww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx

79.176.121.128 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

162.198.201. 191|Uhited Sates  |147.237.72. 166 |aka. i df . i Distributed thauthorized Mthod for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx

87. 69. 80. 182 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None

46. 19. 85. 146 I srael 147.237.76.42 |refuah.idf.il Distributed Ml fornmed LR Bl ock

80. 246. 133. 107 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1

] . . Unaut hori zed Met hod PCST for
204.79.180.51 |lWited Sates |147.237.72.166|aka.idf . il vow aka i o i1/l ui it enpl at es/ hone. asp B ock 1
77.126.73.176  [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Uhauthorized URL Access on
109. 65. 130. 67 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
46.19.85.163  |israel 147.237.76.42 |refuah.idf.il Wnknown HTTP Request Met hod Bl ock 1

64638518. 3. 1467044164. 1467044164.; in URL
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