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2.55.134.201 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 54
93.192. 105. 18 Ger many 147.237.77.216  |dover.idf.il Z;]: handshake viol ation, first packet mot fq ) 42
46. 19. 85. 99 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N AXK drop 30
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
84.52. 98. 134 Russian Federation  |147.237.77.216  |dover.idf.il Z;]: handshake viol ation, first packet mot . ) 6
185. 24. 207. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
157. 55. 39. 37 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
62.0.244.1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
173. 208. 150. 116 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
142.54.174. 83 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df .il bl ock-sp-traf 1 f orward 2
79.183.92.9 | srael 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 2
173. 208. 197. 204 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 f orvar d 2
54.72.73.168 I rel and 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
173. 208. 197. 206 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forvard 1
69. 30. 193. 251 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
45. 32. 205. 133 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
173.208. 150. 115 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forvard 1
84.94.0. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
45.32.196. 8 Lhited Sates 147. 237.76. 34 yohal an.idf.il B ack List drop 1
142.54.174. 82 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forvard 1
69. 30. 193. 253 Lhited Sates 147.237.72. 167 ishurimaka idf.il bl ock-sp-traf1 forward 1
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
63. 141. 242. 197 Wited Sates 147.237.0.17 Y kosher-kravi. a1 ) ook-sp-traf 1 forvar d 1
45.32.196. 8 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
52.53.222.9 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
63. 141. 242. 197 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1l forward 1
45.32.196. 8 Lhited Sates 147.237.76. 202 e halag.idf.il B ack List drop 1
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79.183.92.9 147.237.76.86 |[lsrael navy. i df.il PCLI CY- OTHER TCP packet with urgent flag attenpt 23
109. 64. 25. 149 [147. 237. 77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53.48.221 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
211.149. 246. 60 (147.237.8.45 [China eetanid.il [ET SCAN NVAP -sS w ndow 1024 1
93.174.91.29 [147.237.76.31 [Netherl ands nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
195. 244. 23. 247 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 70. 121 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
195. 16. 127. 148 |147. 237. 76. 31 ?éj:;;m nakchal .idf.il [ET SCAN Potential SSH Scan 1
79.182.95.128 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
194.58.37.44  |147.237.77.74 EZZLZI”M lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
62.0.117.191  (147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
163. 172. 129. 15 [147. 237. 76. 198 |Uhi t ed Ki ngdom |e.yohal an.idf.iI|ET SCAN NVAP -sS wi ndow 1024 1
46.120.22. 142 |147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
163.172.67.13 [147.237.0.35 |United Ki ngdom |akaws.idf.il ET SCAN Potential SSH Scan 1
5.255.90.133  [147.237.77.19 [Netherlands lawforumidf.il|ET SCAN NMAP -sS wi ndow 1024 1
163.172.67. 13 [147.237.0.33 |Uhited Ki ngdom [idf.il ET SCAN Potential SSH Scan 1
5.29.190.157  [147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 64. 62. 222 |147.237.72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
2.53.170.113  [147.237.72. 166 | srael aka.idf.il portscan: TCQP D stributed Portscan 1
213.57.157.93 (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 38 gg;:{‘im eenmeitav.id.i|ET SCAN NVAP -sS wi ndow 1024 1
1.52.248.240 |147.237.77.233|M etnam atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
200. 6. 65.102  |147.237.76.202|hile ehaagidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 160. 155 |147. 237. 77. 74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 16. 127. 148 |147. 237. 76. 34 :Zj:ﬂon yohal an.idf.il |ET SCAN Potentia SSH Scan 1
105, 16. 127. 148 [147. 237, 0,33 |SSian Pdf.il ET SCAN Potential SSH Scan 1
Federati on
64.88.214. 136 [147.237.77.216|lLited Sates dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 148. 57 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
50197 1296|147 237 72. 156 [Tai ven avanidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
163. 172. 67. 13 |147.237.77. 121 |Wnited Ki ngdom [e.navy.idf.il |ET SCAN Potential SSH Scan 1
41.160.222.18 |147.237.76.31 [South Arica nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
163.172.67.13 [147.237.0.34 |United Ki ngdom [tikshuv.idf.il |ET SCAN Potential SSH Scan 1
5.249.158.39 |147.237.76.44 |itay erefuah.idf.il [ET SCAN Potential SSH Scan 1
139. 162. 13. 205 [147.237.8.45  |Si ngapore ceitanid il |0 VR APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
2.55.51. 126 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
920132, 76.99 |147. 237 72. 156 | Tai van avanidf il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
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Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature Acti on ‘Count
79.177. 162. 202 |Israel 147 237. 77, 243 |mwbi e, i of 1| | SAM NG Engi ne: TCP Inval id | inval i d segnent retransnissi on drop 30
Ret r ansm ssi on Packet dr opped.
41.164. 25. 10 South Africa 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
46. 19. 85. 96 I srael 147.237.76.31 |nakchal .idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 15
62.0.244.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 14
2.55.134. 201 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
2.55.134. 201 | srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout aert 13
2.55.134. 201 I srael 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN ACK -> Ti meout moni t or 13
176.13.240.31 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
62.0.244.1 | srael 147.237.76.30 |hinush.idf.il|drop First packet isn't SN drop 12
2.53. 146. 115 | srael 147.237.72. 156 |aman.idf.il |drop First packet isn't SYN drop
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
91.135.102. 171 |Israel 147.237.77. 216 |dover. i of .11 |Bad TCP sequence SIACK rerransmt wit hdifferent | onitor o
93.192.105. 18  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
46. 19. 86. 142 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber alert 8
77.126.240.205 |lsrael 147.237.72. 156 |aman.idf.il [drop First packet isn't SN drop 8
91. 135. 102. 171 |l srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 142 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 8
77.126. 240. 205 |l srael 147.237.72. 156 |anan.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 8
87.68. 32.130 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 8
46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nval i d ACK nunber noni t or 7
37.46.41. 62 | srael 147.237.72. 156 |aman.idf.il [drop First packet isn't SN drop 7
185.32.179.19 [l srael 147. 237.77. 216 |dover i f .11 [Bad TCP sequence Vmgﬁsg La”s”“ wthdifferent | onitor |7
85. 114. 124. 113 g‘ilcisgii:;a” Territory. 1147, 237.77. 216 |dover.idf.i1 |Bad TOP sequence S e reansm weh different | nitor |6
89.138.125. 201 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46. 19. 85. 96 | srael 147.237.76.31 |nakchal.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.218  |Israel 147, 237. 77, 243 |t e i o 1| SAM NG Engine: TP Invalid invalid segnent retransnission | o 6
Ret r ansm ssi on Packet dr opped.
84.111.162.55 | srael 147.237.72.156 [anan.icf.i1 |Bad TCP sequence mﬁsg reansr'“ wthdifterent | onitor |6
37.46.41.62 I srael 147.237.72. 156 |anan.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 76 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
2.55.159. 64 I'srael 147.237.77. 216 |dover.idf il |Bad TOP sequence mﬁsﬁl ransmt it hdifferent | onitor |6
85. 114. 124. 113 g";'cisgiig;a” Territory: 1147, 237. 77. 216 |dover.idf.il [SYN At ack SYN -> SYN-ACK -> Timeout  [monitor |6
2.53.15.170 | srael 147.237.72.156 |anan.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5
87.68.32.130  |Israel 147.237.72.166 |akaidf.il  |Bad TCP sequence Vmgﬁsg La”s”“ wthdifferent | ovitor |5
176. 13. 240. 31 | srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
46. 120. 208. 42 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
176.13.240.31  |Israel 147. 237.77. 216 |dover i f .11 [Bad TCP sequence mﬁsg reansn“ wthdifterent | onitor |5
62.0.244. 1 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 5
2.53.1.239 I srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
176. 13. 240. 31 | srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
176.13.240.31 |Israel 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert 4
2.53.170. 113 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
84.111. 162. 55 | srael 147.237.72.156 |aman.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
31.168. 108. 150 |lsrael 147.237.72. 156 [anan.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
176.13.240.31 |Israel 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber moni t or 4
77.126. 240. 205 |Israel 147.237.72.156 |anan.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
85.114. 124. 113 (F;ajcis;iigjja” Territory: 1147, 237. 77. 216 |dover. i df. i1 [SYN Att ack SYN -> SYN-ACK -> Tineout  |alert 4
2.53.42.108 | srael 147.237.72. 156 |aman.idf.il |drop First packet isn't SN drop 4
109. 253. 197. 124 |l srael 147.237.77. 243 |mobi le.idf.il|dr op Frst packet isn't SN drop 4
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80. 246. 136. 85 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 152
109. 253. 221. 54 |I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 92
185.32.179.19 |[lIsrael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode B ock 53
109. 253. 156. 73 |I srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 12
46.117.24.100 |[lsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 46. 117. 24. 100 B ock
37.26.149. 207 |[Israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode B ock
46.120. 18.219 |[lIsrael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 6
68. 188. 68. 66 ;ﬁ;ttssd 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 68. 188. 68. 66 Bl ock 5
2.53.31.192 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Qode B ock 4
31.154.81.55 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 31.154.81.55 Bl ock 3
2.53. 44, 233 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response CQode B ock 3
68. 188. 68. 66 ;h;lt:g 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for wwwy aka. i df .il/mai n/rabanut/ B ock 3
5.102. 253. 3 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock
79.177.227.23 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi . i df.i|Miltipl e Unauthorized URL Access from 84.95. 208. 20 B ock
. P Unaut hori zed Met hod HEAD for
46.117.24.100 |[lsrael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ rai v gi yus/ pri ot f ndansver . aspx B ock 2
77.139. 134. 243 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waww aka. idf.il/ishurindnain/ Bl ock 2
109. 253.138.0 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
77.139.30.230 |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to wwv aman.idf.il/favicon.ico B ock 2
2.53.17.24 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 2
. . D stributed Unaut hori zed Met hod for Known URL on
77.139.41. 227 |FHance 147.237.72. 166 |aka. i df . i | wiw aka, i df i /il ui it enpl at es/ i nner . asp Bl ock 2
. . Unaut hori zed Met hod PCST for
77.138.86.3 France 147.237.72. 166 |aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunper sonal quest i onnai r e. aspx Bl ock !
66.249.76.72 |lsrael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to waw anan. i df .il/appl e-app-site-association  |B ock 1
46.19.86.219 |Israel 147.237.76.31 |nakchal .idf.il Illegal HITP \ersion defl ate B ock 1
77.139.61.220 |France 147.237.72. 156 |anan. i df . i | D stributed Whaut hori zed URL Access on v anan. i df.il/favicon.ico Bl ock 1
204.79. 180. 13 Lghlatt:: 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for www aka.idf.il/nmiluinmitenpl ates/inner.asp |B ock 1
87.69.64.132 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
46. 19. 86. 157 | srael 147.237.77. 234 |hal ag. idf.il Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
79.182.61.217 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
Unknown Par anet er
77.139.22.226 |France 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHol der $emai | Updat e$hi ddenUpdat eErai | None 1
in ww aka.idf.il/mnain/gyus/faq. aspx
31.154.81.55 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for www aka. i df.il/mai n/ gi yus/ def aul t. aspx B ock 1
66.249.76.77 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
169.229. 3. 91 Lsh'a:g: 147.237.0.15 |kosher-kravi.idf.i[Mitiple Il1legal Byte Gde Character in Mthod from169. 229. 3. 91 B ock 1
84.95.208.20 |lsrael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 1
46.19.86.219 |[lIsrael 147.237.76.31 |nakchal .idf.il Mal formed URL gzi p, B ock
. . Unaut hori zed Met hod PCST for
46.19.85. 6 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ rai v sachar /  egi st rat i onwi zar o st epd. aspx B ock 1
2.53.56.187 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 64. 99. 194 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka.idf.il/mai n/ gi yus/fag. aspx B ock 1
46.19. 86. 157  |Israel 147.237.77.234|hal ag. i df . i | Unknown HTTP Request Method ku3 in URL Bl ock 1
79.182.109.86 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 1
Unknown Par anet er
77.139.22.226 |France 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $enai | Updat e$r pt Enai | Subj ect sLi st$ [None 1
ct | 00$chEwai | Subj ect in ww aka. i df.il/nai n/ gi yus/ fag. aspx
31. 168. 108. 150 |l srael 147.237.72. 156 |aman. i df . i | Mil tiple Untraceabl e SSL Sessions from 31. 168. 108. 150 ((pen Mvde) None 1
66.249.76.83 |lsrael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww idf.il/navy/htni/tool fs. asp B ock
169. 229. 3. 91 ;";tts: 147.237.77. 216 |dover.idf . il Mitiple Illegal Byte Qode Character in Mthod from 169.229. 3.91 B ock 1
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
46.19.86.219 |[Israel 147.237.76.31 |nakchal .idf.il Uhknown HTTP Request Met hod Accept - Encoding: in URL gzip, Bl ock 1
46.19. 86.157  |Israel 147.237.77.234|hal ag. i df . i | Mal formed URL Bl ock 1
77.139.143.97 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.139. 143. 97 B ock 1
2.55.146.148 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
77.126.89.68 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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