09-20-2016-16:04:00 to 09-20-2016-17:04:00

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

[Top Attackers |

M dover.idf.il
W anan.idf.il

B aka idf.il
B nadimatal .idf.i
B refuah.idf.il

Top Tar get

Nunber
(6]
At acks

W atal .idf.il
Mlawidf.il
Meitan aka. idf.il
nakchal . i df .il
M tikshuv.idf.il

Top Attackers

l 77. 126. 240. 205
81. 144. 140. 102
I 109. 253. 147. 242
5.28. 164. 51
Il 193. 43. 246. 250
Il 50. 205. 251. 30

[162.0.244. 1

Il 80. 246. 139. 183
109. 67. 33. 88

M 83. 41. 235. 232




09-20-2016-16:04:00 to 09-20-2016-17:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

Target Address Site Signature Device Action |Count
212.25.74. 130 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
45. 32. 201. 228 Net her | ands 147.237. 76. 202 e halag.idf.il |Back List drop 1
123. 151. 42. 61 Chi na 147.237. 76. 44 e.refuah.idf.il |Bock Udp All Nets Gon Linmt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
62.210. 97. 48 France 147. 237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
62.210. 97. 48 France 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Permit 2
89.248.172. 16 Net her | ands 147.237.0.19 madimatal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry

7 24237 9 147 237 77 234 |chi na helag i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5

Potential Scan or Brute Force
920, 132, 224. 48 |147. 237 8. 14 |Tai van o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5

Potential Scan or Brute Force

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

58.227.55.118 |147.237.0.15 Okfrea' RepUBI T C |, ssher -kravi i df i Potential Sean or Brite Forg;/e 2
46.19.85.129  [147. 237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
218. 87. 109. 253 [147.237. 76. 30 |Chi na hi nush. i df .i ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147. 237. 76. 148 |Lkrai ne gocenter. aka. i df .i ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
5.255.90. 133 [147.237.72.14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
218.87.109. 253 |147.237.0.16 [China ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
85. 65. 213. 185 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53. 185. 88 147.237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
213. 57. 205. 254 [147. 237. 72. 156 || sr ael anan. i df . i | portscan: TCP O stributed Portscan 1
84.108. 168. 218 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.35.23 147.237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
208.73.143.36 |147.237.76.198|thited Sates |e.yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.179. 106. 117 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
139. 162. 13. 205 [147. 237. 77. 233 |9 ngapor e atal .idf.il SER_\/ER-APAO-E_Apache mod_ssl non- SS9 connection to S8 port 1

deni al of service attenpt
218. 87. 109. 253 |147. 237. 77. 226 |Chi na wawv chanat z. aka. idf.il  |ET SCAN Potential SSH Scan 1
66.249.76. 109 [147.237.72.166|lhited Sates [aka.idf.il portscan: TCP O stributed Portscan 1
128. 232. 110. 28 |147. 237. 0. 15 wi;:g'om kosher-kravi .i df.il ET SOAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 77. 179 |Chi na e nazi.idf.il ET SCAN Potential SSH Scan 1
46.117.30.29  [147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
109. 66. 59. 214 |147. 237. 77. 216 |I srael dover. i df il portscan: TCP O stributed Portscan 1
218. 87. 109. 253 [147. 237. 76. 86 |Chi na navy. i df.il ET SCAN Potential SSH Scan 1
46. 19. 86. 54 147, 237. 72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
93.174.91.29 |147.237.8.45 |Netherl ands eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
46.19.85.158  [147.237.77. 216 [l srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 87. 109. 253 |147.237.76. 38 |Chi na e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
91.237.138.3  [147.237. 72. 166 |Fol and aka.idf.il portscan: TCP O stributed Portscan 1
218. 87. 109. 253 [147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 155 |147.237.0.17  |Net herl ands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.255.90.133 |147.237.8.50 |Netherlands e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
217.132. 155. 22 [147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP O stributed Portscan 1
84. 109. 203. 159 [147. 237. 72. 166 || sr ael akaidf.il portscan: TCP DO stributed Portscan 1
2.53.132.167  |[147.237.77. 216l srael dover. i df il portscan: TCP O stributed Portscan 1
213.8.163. 146 [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
79.180. 251. 64 [147.237.72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
198.20.69. 74 [147.237.76.86 |lnited Sates |navy.idf.il ET DRCP Bshiel d B ock Listed Source 1
79.176.77.233 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
138.59. 200. 75 [147.237.77. 121 |Brazil e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
125. 213. 243. 10 |147. 237. 77. 212 | Thai | and e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 |147. 237. 76. 199 |Chi na e.nakchal .idf .il ET SCAN Potential SSH Scan 1
46.19.86.223  [147. 237.77. 216 |1 srael dover. i df il portscan: TCP O stributed Portscan 1
109. 65. 140. 123 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 87. 109. 253 |147.237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 29 147. 237. 77. 216 |I srael dover. i df il portscan: TCP O stributed Portscan 1
93.172. 219. 118 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
77.126. 240. 205 I srael 147.237. 72. 156 |aman. i df .| Bad TCP sequence vs\?'r\]'droitvrsacnaslm'et wth dfferent moni tor 136
81. 144. 140. 102 LKTi;;éjom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 130
5.28.164. 51 I'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vs\?'r\]'droitvrsacnaslm'et wth dfferent moni tor |52
193. 43. 246. 250 |l srael 147.237.77.74 (lawidf.il dr op First packet isn't SYN drop 42
109.67.33.88  [Israel 147. 237. 76. 200 |ei tan. aka. i df .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
37.48.40. 17 g&%ric 147. 237. 77. 216 |dover . i of . | ;; fzrr:"s':g SEIS?g(;:e: T Invalid 'Fg‘(’:i'ejtd dﬁ?;’,ﬁf;‘é retransmssion. o o 21
50.205.251.30 [Wited Sates |147.237.72.166|aka idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout  |nenitor |20
50.205.251.30 |[Lhited Qates |147.237.72.166 |aka.idf.il Bad TCP sequence wﬁtﬁ;gx?&gth moni tor (19
62.0.244.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
62.0.244.1 | srael 147.237.76.30 |[hinush.idf.il dr op First packet isn't SN drop 14
46.19.85.89  [Israel 147.237.76.31 |nakchal .idf il Bad TCP sequence ;ﬁ;‘gﬁtrs\:;ggzrgggth moni tor |11
46. 19. 86. 240 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 165 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 240 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 9
80.179.114.19 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
79.177.98.99  |Israel 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> Timeout  [monitor |8
84.109. 202. 100 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 165 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 7
46.19. 86. 85 I'srael 147.237.77. 226 | "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number moni tor |7
84.109. 202. 100 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
176. 13. 240. 254 |1 srael 147. 237. 76. 200 |ei tan. aka. i df . | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 25 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 234 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 70 | srael 147.237.77. 233 [atal .idf.il Bad TCP sequence I'nvalid ACK nunber monitor (6
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (6
80.179. 104. 226 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 163 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
83.41.235.232 [Yain 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (6
46. 19. 85. 149 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 31 | srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nvalid ACK nunber aert 5
46. 19. 85. 31 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor  [5
46. 19. 86. 163 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
77.138.37.189 |Fance 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 52 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber monitor  [5
77.138.37.189 |France 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tinmeout  |nonitor 5
109. 67. 253. 219 |l srael 147.237. 72. 166 |aka. i df . i | Bad TCP sequence I'nvalid ACK nunber monitor (5
109. 64. 90. 91 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
80. 246. 139. 183 [l srael 147.237. 77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout |aert 4
109. 67. 253. 219 |l srael 147.237. 72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST nenitor |4
50.138.15.23  |Wwited Sates |147.237.72.166 |aka idf.il SYN Attack SYN -> SYN-ACK -> Timeout  |nonitor |4
80. 246. 139. 183 |l srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
141. 226.217. 111|I srael 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence I'nvalid ACK nunber nenitor |4
46. 19. 86. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (4
50.138.15.23  |United Sates |147.237.72.166 |aka it il Bad TCP sequence SuAac rerransm e vith monitor |4
80. 246. 139. 183 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
79.176.49.120 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 139. 183 I srael 147. 237. 77. 216 |dover.i df i Bad TCP sequence wﬁtrs\:;ﬁ?&fth moni tor |4
46. 19. 85. 52 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert
80. 246. 139. 183 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.109.64.77  |Israel 147.237.77. 233 [atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 147. 242|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 119
2.53.31.192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
109. 253. 221. 54 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 6
5.29.242.233 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 3
37.26.148.147 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
2.53. 156. 66 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 3
84.109. 203. 159 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized LRL Access from 84. 95. 208. 20 B ock 2
80.246.136.15 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
195. 78. 246. 252 |lkrai ne 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/main/ gi yus/ news. aspx |B ock 2
84. 95. 208. 20 | sr ael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
207.46.13.72  |lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ robot s. t xt Bl ock 1
81.218.241.25 |lIsrael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized LR Access from 81.218.241. 25 B ock 1
157. 55. 39. 99 Lhited Sates |147. 237. 77. 216 |dover . i df . i | D stributed Uhauthori zed URL Access on 147.237.77.216/robots. txt |B ock 1
66. 249. 76. 71 I srael 147.237.0.19 |madimatal .idf.il Lhaut hori zed LRL Access to nadi matal .idf.il/robots.txt B ock 1
10. 161. 110. 40 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/kan ar B ock 1
79.179. 106. 117 |Israel 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to waw idf.il/giyus B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.233|atal .idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
46.19.86.163  |Israel 147.237.77.233|at al . i df . i | el Lot hor zed W 'Agscs)fs on Hock |1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to wawidf.il/defaul t.aspx B ock 1
81.218.241.25 [Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/inages/ 1. hel/titlecap. png Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 169.229. 3. 91 B ock 1
66.249. 76.115 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
109. 64. 143. 117 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
84.95.208.20  [Israel 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.233|atal .idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
139.162. 13. 205 |Sngapore  |147.237.76.200|ei tan. aka. i df .i | \')‘Ijlotl ia‘t)'i inﬁtgfgﬁ_fﬁiﬁg;om 139. 162 13.205 (Prot ocol None 1
46. 116. 20. 24 | srael 147.237.77. 226 }IW\IN}/ chamat z. aka.id Unaut hori zed URL Access to wwu chamat z. aka. i df . i | /404. aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 1
5. 254. 65. 3 Tur key 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed Method for Known URL from 5. 254. 65. 3 B ock 1
81.218.251. 252 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
169. 229. 3. 91 Uhited Sates |147.237. 72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from169. 229. 3. 91 Bl ock 1
77.126. 240. 205 |israel 147. 237. 72. 156 |anan. i df . i | \')‘IJ Iotli ;tlieo?t(rsgfib&ﬁifygf&_%ﬂg;&m? (Prot ocol None 1
37.26.148.223 |israel 147.237.76.42 |refuah. i df il ot ted Lo horized o v s Bock |1
109. 65. 182. 48 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/main/kapat z/ pi wi k. php  |Bl ock 1
81.83.158.121 |Bel gi um 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
176.13.232.11 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
139.162.13.205 |Sngapore  |147.237.77.233|atal .idf.il \')‘Ijlotl iaf'i inﬁtgfgﬁ_ﬁ‘aﬁif&g)mm 139. 162 13.205 (Prot ocol None 1
66.249.75.32  [Israel 147. 237.77. 216 |dover . i df . i | e e e e it adover . aspx Hock |1
84.95.208.20 | srael 147.237.77.233|atal . i df .i | m“;halor_iiij‘_jim‘er;'cplcaef;/th%mpage/ Gy item B ock 1
5. 254. 65. 3 Tur key 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for waww aka. i df . il/nai n/drushim Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized LRL Access from 84.95. 208. 20 B ock 1
169. 229. 3. 91 Lhited Sates |147.237. 77. 176 |nat pash. i df . i | Abnormal |y Long Request net hod Bl ock 1
77.138.197.23 |France 147.237.77. 216 |dover. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
40.77.167.73 Whited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
109. 253. 130. 2091 srael 147.237.76.42 |refuah.idf.il o ;;?_“;g_d‘l;:t“;h:/rsiﬁ:rde - hecess on Bock |1
84.95.208.20  [Israel 147.237.72.167|i shuri maka. i df . i | PHP At t enpt Bl ock 1
5. 28. 164. 51 I srael 147.237.76.42 |refuah.idf.il i;t ;g?“;gd 42L/h;“;h§/rsiﬁaerde dL/’?‘e ;’e‘icissss on Bl ock 1
81.218.37.2 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/inages/ 1. he/trigger. png B ock 1
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