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Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
185. 3. 147. 70 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
2.53.33.114 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
109. 64. 172. 55 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
2.53.147. 152 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
208. 110. 84. 69 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forvard 2
173. 208. 150. 117 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|bl ock-sp-trafl forward 2
54.206. 52. 5 Australia 147. 237. 76. 147 chinuch. aka.idf.il |Back List drop 1
204. 12. 220. 82 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
185.94.111.1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
63. 141. 242. 194 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 1
45. 32. 201. 228 Net her | ands 147.237.76. 201 eatal.idf.il B ack List drop 1
190. 223. 232. 127 Peru 147.237.8. 24 elifestyle.idf.il |L4 Source or Dest Port Zero drop 1
69. 30. 193. 250 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 1
173. 208. 197. 205 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
45. 32. 205. 133 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
198. 204. 224. 235 Lhited Sates 147.237.72. 156 anan. i df.il bl ock-sp-trafl forvard 1
84. 109. 92. 217 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
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61 72 64.106 147 237 76, 148 |FOTER Republic | o e ET SCAN Behavi oral Uusual |y fast inbound Tel net 5
T T of o ' ’ (onnections, Potential Scan or Brute Force
109. 253. 142. 194|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 2
84. 245. 14. 50 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
31.168.105.22 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
_ L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
139. 162. 13. 205 |147. 237. 76. 200 |S ngapor e eitan aka. idf.il . . - 1
port denial of service attenpt
82. 80. 30. 241 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.55. 147. 60 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
112, 217. 150. 112|147. 237. 76. 176 Okfrea' RepUDITC 1} ot ncore. i df i ET SCAN Potential SSH Scan 1
79.182.106. 37  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 200. 11 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176.101. 124 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 239. 103 |147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
69. 175. 7. 162 147.237.77. 178 |Lnited Sates e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 [147. 237. 0. 19 Eég:::t”im madi matal .i df il ET SCAN NVAP -sS wi ndow 1024 1
213.57.80.194 |147.237.72. 167 |l srael i shurimaka.idf.il portscan: TCQP D stributed Portscan 1
84. 245. 14. 50 147.237. 77. 235 [Net her | ands sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
213.8.72.226 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
58.218. 200. 137 |[147.237.0.16 [China ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
84. 245. 14. 50 147.237.76.30 |[Netherl ands hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
201.38.68.132 |147.237.76.202|Razil e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.148. 137 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
84. 245. 14. 50 147.237.8.28 [Netherl ands e.mobi | e-ks.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.168.191. 186 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
176.13.228.1 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84. 245. 14. 50 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
Korea, Republic . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net
14.47.136.252 [147.237.8. 24 elifestyle.idf.il ) . 1
of Y Gonnections, Potential Scan or Brute Force
112. 217. 150. 112(147. 237. 76. 199 Okfrea REpUDI I C o akchal .idf i | ET SCAN Potential SSH Scan 1
79.182.145.90 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.183. 116 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
112, 217. 150. 112|147. 237. 0. 34 Okfrea' RepUDITC 1, v, i i ET SCAN Potential SSH Scan 1
79.181.13. 69 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
77.138.52. 97 147.237. 77. 216 |France dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 86 Eég:::t”im navy. i df . il ET SCAN NVAP -sS wi ndow 1024 1
69. 175. 7. 162 147.237.72.166 Lhited Sates  [akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
Korea, Republic L ET SCAN Behavi oral Lhusual |y fast inbound Tel net
222.112.70. 153 |147.237.76.42 refuah.idf.il . . 1
of Gonnections, Potential Scan or Brute Force
103, 230. 181 51 |147. 237, 77 216 |Banal adesh dover i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . ngl aaes over . . . .
9 Gonnections, Potential Scan or Brute Force
213.8.204. 26 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
58.218. 200. 137 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
84.245. 14.50 147.237.76.86 |Net her| ands navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211.149.231.57 |147.237.0.33 |China idf.il ET SCAN NVAP -sS w ndow 1024 1
37. 46. 38. 150 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
84.245. 14. 50 147. 237. 72. 167 [Net her | ands i shurimaka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 120. 124. 43 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.147.174 |147.237.72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
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Packet dropped.

213.8.72.226 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal noni t or 38
109. 67. 231. 133 |I srael 147.237.77. 243 |t e ior i | €AMNg Engine: TP Invalid nval i d segnent retransmssi on. drop 36
Ret ransni ssi on Packet dr opped.
93.103.35.91 S oveni a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
141.0.14.217 |Europe 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 22
62.0.207.1 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 19
87. 68. 50. 145 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
46.19.85.190 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
46.19.85.190 [lIsrael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 14
185.137.19. 78 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46.19.85.119  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
46.19.85.119 |israel 147.237.77. 216 |dover. i df . Streaming Engine: TCP Invalid  Jinvalid segrent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.
109. 253. 138. 21 |l srael 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 6
84.108. 235.80 |Israel 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence I'nvali d ACK nunber noni t or 6
84.109. 234. 139 (I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 138. 21 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 138. 21 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
46.19. 85. 119 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
185. 24.193. 18 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . il SYN Att ack noni t or 5
46.19.86.215 [Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46.19.85.119 |l srael 147.237.76. 42 |refuanicr.it |2 S NG Bngine: TCP Invalid finvalid segnent retransnissi on drop 5
Ret r ansni ssi on Packet dr opped.
43.235.18. 184 |Japan 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 86. 156 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
84.109.119.81 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
43.235.18.184 |Japan 147.237.72. 166 |aka.i df . i Bad TCP sequence mg?\,(s::: ;a”S”“ wthdifferent | oior |5
46.19.86.215 |Israel 147.237.77. 74 |lawidf.il Bad TCP sequence Inval id ACGK nunber aert 5
109. 67. 30. 122 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
100. 92. 98. 159 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 4
43.235.18. 184 |Japan 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout aert 4
37.26.147.208 |Israel 147.237.77. 243 |nobi l e.idf . il Bad TCP sequence noni t or 4
84.108.235.80 |lsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
77.139.88.88 |France 147, 237. 76. 200 |eitan. aka i of i1 |2 @M NG Bngine: TCP Invalid  finvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
84.109.119. 81 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
84.108.218.75 |Israel 147.237. 72. 166 [aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 3
62.0.207. 1 I srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 3
87.68.5. 43 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 86. 118 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
109. 253. 138. 21 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINACK retransmt wehdifferent | onitor |3
84.108. 218. 232 [l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 3
84.108. 235. 80 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
46.19.86.240 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 3
31.154.37.194 |[lsrael 147.237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46.19. 85. 82 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
84.108. 235. 80 |[lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 3
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19. 85. 82 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
109. 253. 138. 21 [l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
109. 65. 39. 137 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence md;?vrsa:aslnlt wth different moni tor |3
84.108.235.80 |[lsrael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber alert 3
109. 253. 200. 11 |I srael 147.237. 77, 243 |oti 1 e i o1 | " €@MNG Engine: TCP Invalid Invalid segent retransmssion. drop 3
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109. 67.231. 133 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 223
109. 253.138.0 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 213
2.53.50. 213 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 107
2.53. 146. 100 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 58
80. 246. 136. 145 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 16
112. 111. 161. 238|Chi na 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 112, 111. 161. 238 B ock 15
109. 253. 222. 217|I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 9
112.111. 161. 238|Chi na 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 6
31.168.198. 128 |Israel 147.237.72. 166 |aka. i df . i | m”;grii ;f?lﬁ;h?]‘/j r:gu: P ot ACt S, 8 ox B ock 4
46. 19. 86. 87 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 3
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Dstributed I11egal HITP \ersion B ock 3
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Distributed Ml fornmed URL B ock 3
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Distributed Unknown HTTP Request Met hod B ock 3
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Ml tipl e Abnormal |y Long Request from 77.126. 240. 205 B ock 2
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Mi tiple NLLL Character in Header Nane from 77.126. 240. 205 B ock 2
77.126. 240. 205 |israel 147. 237. 72. 156 |anan. i df . i | w.tlizpéézuolleggls Byte (e Character in Feader hane from B ock 2
212.199.108. 62 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-he B ock 2
109. 65. 102. 205 |I srael 147.237.76.42 |refuah.idf.il E:rwaz; o ;y;e. i\':j]gl ialt /' fgﬁf:}gfﬁﬁ;ﬁ”&gﬁcem der 13t xt Last Nare i n B ock 2
46.120. 162. 203 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple I11egal Byte Qode Character in Method from 77.126. 240. 205 B ock 2
109. 65. 145. 245 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
87.68.5. 43 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Qode Character in URL from77. 126. 240. 205 B ock 2
46. 19. 85. 183 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
89.139. 153. 165 |[lIsrael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
66.102. 9. 2 Wited Sates |147. 237.72. 166 |aka. i df . i | Dstr buted tau hoti zed d'\efng?';;’gxmo"‘” UL on Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.200|eitan. aka.idf.il |Miltiple Abnormally Long Request from 169.229.3.91 B ock 1
79.181. 205. 218 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.142.84.172 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waww aka. i df.il/mai n/ sachar/ Bl ock 1
77.126. 240. 205 |l srael 147.237.72. 156 |anan. i df . i | Too Many Headers per Request - 27 Headers B ock 1
212.25.79.133 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
2.53.41.193 I srael 147.237.72. 166 |aka. i df . i | mngkm; i?r'?ﬁtnz n'/zzgg /r:’,lite\:\;aysl i p. s None 1
109. 65.39.137  |Israel 147.237.77.233|atal . i df . i | e ot horized R _A;’ggis on Bl ock 1
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il PHP At enpt B ock 1
68.180. 229. 223 |[Lhited Sates [147.237.77.216|dover.idf.i | Paraneter Type Mol ati on PageNumin wwy i df.il/1380- he/ dover. aspx B ock 1
169.229. 3. 91 Lhited Sates |147.237.77.74 [lawidf.il Unknown HTTP Request Method ,A+ in URL B ock 1
79.179. 96. 74 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed LRL Access to kosher-kravi.idf.il/xnrpc. php B ock 1
139.162. 13. 205 |Sngapore  |147.237.76. 200 |ei t an. aka. i df . i | %&gﬁﬂfﬁfﬁcg - Protocol violation None 1
24.61.174.132 |wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwv i df.il/1283-16885-en/ B ock 1
109. 253. 145. 1961 srael 147.237.72. 166 |aka. i df . i | mn;r: i';?f ?Ff;;rn/;\:hgﬂﬁﬁm@a;pz None 1
2.53.41.193 I srael 147.237.72. 166 |aka. i df . i | m”;’k“; i?_??‘,atn: Jiggﬁ;”fi. ;vr\;)aysl i p. aspx None 1
93.172. 159. 207 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Lhtraceabl e SSL Sessions from 93.172. 159. 207 (Qpen Mde) None 1
77.126.240. 205 |[Israel 147.237.72. 156 [anan. i df . i | Illegal Byte Gode Character in Header \Val ue B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Mitiple Illegal Byte Gode Character in URL from169.229. 3. 91 B ock 1
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for vy aka. i df . i |/ mai n/ hone/ def aul t. aspx  |B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.200eitan. aka.idf.il |[Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 B ock 1
77.138.117.200 |France 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df .il/mai n/ sachar B ock 1
46.19. 85. 136 I srael 147.237.76.42 |refuah.idf.il Distributed Ml forned LR Bl ock 1
112. 111. 161. 238|Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/index. asp B ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf il mult Q&r: é}f’ﬂ |L/'?‘enpsca‘is;s /th%nepage/ 51 vi k. pho B ock 1
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