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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Signature

Attacker Target
Country Address

168. 235. 197. 147 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
79.177. 151. 20 I srael 147.237.77.216  |dover.idf il I;]; handshake violation, first packet mot |4 8
79. 180. 173. 192 I srael 147.237.77. 216 dover.idf.il I;]: handshake viol ation, first packet mot |, 8
79.176. 24. 31 I srael 147.237.77.216  |dover.idf il I;]; handshake violation, first packet mot |4 3
142.54. 174. 84 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-trafl forward 2
173. 208. 150. 118 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
168. 235. 197. 147 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
173. 208. 197. 203 Lhited Sates 147. 237.76. 200 eitan.aka.idf.il bl ock-sp-traf 1 forward 2
173.208. 197. 206 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 197 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl forward 1
207. 46. 13. 155 Wited Sates 147.237.77. 216 dover i df il I;]: handshake viol ation, first packet mot |, 1
142.54.174. 85 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
69. 30. 193. 254 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
173.208. 150. 118 Lhited Sates 147.237.77. 170 naar achot . i df .il bl ock-sp-trafl forward 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
84.111.2.13 | srael 147.237.72. 156 anan.idf.il B ack List drop 1
63. 141. 242. 197 Wited Sates 147.237.0.17 ke kosher-kravi. Td- T || ook-sp-traf 1 forvard 1




09-20-2016-14:04:01 to 09-20-2016-15:04:01

|Top Attackers In IPS|

Attacker Address Atacker arget Address |Site Sgnature

Country

ny- kosher - kravi . i df .
il

210. 212. 230. 170l ndi a 147.237.77. 176 [mat pash. i df . i |

71. 6. 146. 185 Lhited Sates |147.237.0. 16 13840: TLS: (penSSL Heartbeat Packet B ock 1

12347: HITP. PHP-G3 Query Sring Paraneter |nfornation

D scl osure Wl nerability Bl ock !
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
170. 149. 168. 65 [147.237.77.74 |Wited Qates lawidf.il Tehila - Perl LW with fake user agent 2
77.127.35.181 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 2
138, 99. 12. 34 147 237 77. 234 |Bragi bl ag, i df i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
84. 245. 14. 50 147.237.8.27  [Netherl ands e.nedimatal .idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
84.108.142.29 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
217.194. 196. 136147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 138. 168 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
1651215173 |147. 237, 0.19 |t ted Sates vadimatal idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.179. 105. 223 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 0. 109. 106 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 64. 12. 27 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.160.222.18 |147.237.76.198|South Arica e.yohaan.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
91.201. 236. 158 [147.237.76.34 |lkraine yohal an. i df .| ET SCAN NVAP -sS w ndow 1024 1
2.55.10. 212 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 158 |147.237.76.34 |kraine yohal an. i df . i ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
2.53.9.9 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
84.245. 14. 50 147.237.0. 200 |Net herl ands . i df il ET SCAN Potential VNC Scan 5900- 5920 1
80. 246. 138. 236 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
217.165. 66. 107 [147.237.8.14 gﬁilrtaetdes”ab eorchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.182.125.59  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
194.54. 168. 65  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.172.36  |147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
139. 162. 13. 205 [147.237.0.34 |9 ngapore ti kshuv. i df.il SER\/ER APAO_E_ Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
62.219.46.240 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 140. 219|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 35 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 158 [147.237.76.34 |lkraine yohal an. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
2.55.187. 132 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 158 |147.237.76.34 |lkraine yohal an. i df . i ET SCAN NVAP -f -sS 1
2.53.153. 245 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
168. 235. 197. 147|United Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 94
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 30
46. 19. 85. 209 I srael 147.237.76.42 |refuah.idf.il[Bad TCP sequence Inval i d AGK nunber noni t or 26
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
46. 19. 85. 203 I srael 147.237.76.42 [refuah.icf.il|Bad TCP sequence Inval i d ACK nunber noni t or 24
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
46.19.85.143  |israel 147, 237.76. 42 |refuah.icr. 1| | SAM NG Engi ne: TGP Invalid nval i d segnent retransmssi on. drop 22
Ret r ansm ssi on Packet dr opped.
31.210. 187.2 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
46. 19. 85. 209 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d AGK nunber alert 22
192.118.36.53 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
89.139.147.89 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
46. 19. 86. 217 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
37.26.149.173 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
141. 226. 218. 71 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
141. 0. 13. 88 Nor way 147.237.77. 216 |dover.idf.il |[SYN At ack SYN -> SYN-ACK -> RST noni t or 15
46. 19. 85. 203 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d AGK nunber alert 13
141. 226.218.3 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
46. 19. 86. 47 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
77.139. 147.139 |Fance 147.237.72. 156 |anan.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 12
185. 24. 207. 101 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
2.53.181. 63 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
46. 19. 85. 209 I srael 147.237.76.31 [nakechal .idf.i|Bad TCP sequence Inval i d ACK nunber nmoni t or 12
46. 19. 85. 209 I srael 147.237.76.31 [nakchal .idf.i|Bad TCP sequence Inval i d ACK nunber aert 11
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
109. 160. 179. 189|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
2.53.60. 11 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
89. 139. 160. 135 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
46.19. 85. 122 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
85. 64. 99. 123 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
79.181.251.5 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
2.53.31.47 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
79.176.24.31 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
2.53.150. 119 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
62.0.221.129 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
100. 92. 149. 35 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 8
77.125.51.255 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
46.19. 86. 177 | srael 147.237.76. 31 |nakchal .idf.i|Bad TCP sequence Inval id ACK nunber aert 8
46.19. 86. 177 I srael 147.237.76.31 [nakchal .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 8
2.53.15. 106 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
2.55.4.89 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
46.116.24.180 |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 7
199. 203. 94. 202 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
2.53.15.214 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
46.19. 85. 49 I'srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence mﬁsg reansmt wthdifferent foontor |7
109. 253. 131. 222]l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
2.53.138.61 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
37.142.9.78 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 82
2.53.23. 247 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 20
109. 253. 129. 43 |I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 16
46.19. 86. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
37.26.148.236 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 4
85. 250. 155. 171 |Israel 147.237.76.31 [nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
85. 64. 64. 13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.55. 143. 155 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 3
46. 120. 162. 203 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 3
37.26.146.170 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.143.173. 198l srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unhauthorized URL Access from 212.143. 173. 198 B ock 2
109. 253. 192. 181 ]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
85.132.77.12 Azerbaijan  |147.237.77.216|dover.idf.il Distributed Unaut hori zed HTTP Met hod Bl ock 2
37.142.191.84 |[Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
85.132.77.12 Azerbaijan  |147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v i df . i |/ newsitel i nages/ B ock 2
85. 250. 155. 171 |l srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Wnaut hori zed URL Access from 85. 250. 155. 171 Bl ock 2
169.229.3.91  [United Sates [147.237.76.39 |nobi | e. nei tav. i df.il 'C';:e}f’zjé iy n??’;f;r] _i['[';’f;gc]”; ol o Ae Bock |1
68.180.231.35 |United Sates |147. 237. 7. 176 |mat pash. i df . i | o oot Lo 117001l ot e Bock |1
95.86.121.119 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock

2. 55. 186. 105 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None
84.95.251.246 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
194.90. 115. 195 [Israel 147.237.76.86 |navy.idf.il mwm;“;::;_'izdfiﬁi /;fgf;saéec;“ | s/ & si ze336xY 1508, | pg Bl ock 1
77.139. 70. 52 France 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 9/ 112249. pdf |B ock 1
52.16.137.212 |[Ireland 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to / B ock 1
157. 55. 39. 87 Lhited Sates |147. 237. 77. 226 }MA:,}/ chamat z. aka. i d Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
46. 19. 85. 143 | srael 147.237.76.42 |refuah.idf.il D stributed Abnornal |y Long Request Bl ock 1
80. 246.137.56 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile. neitav.idf.il |Illegal Bte Gde Character in LR B ock 1
77.126. 240. 205 |Israel 147. 237. 72. 156 |anan. i df . i | 34', 'J.ift'ieo?t(rgffb&ﬁpﬁfi&?f&_ﬁgﬁmf (Protocol None 1
46.19. 86. 139 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
77.139.192.18 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i | /yohal an/ Bl ock
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | ﬂ?’tzgt;r.ifze.dlgyﬁﬁ;e;i/:f(’)r s/ aspl showf or um asp B ock 1
157.55.39. 156 |Uhited Sates [147.237. 77. 216|dover.i df . i | Paraneter Type M ol ation aspxerrorpath in waidf.il/error. htm B ock 1
85. 250. 155. 171 [l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storagelfiles/2/ Bl ock 1
46. 19. 85. 143 | sr ael 147.237.76.42 |refuah.idf.il Distributed Mal formed URL B ock 1
81.218.37.2 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/inages/ 1. he/send_but.png |B ock 1
169.229.3.91  |lhited States |147.237.76.39 |nobile. neitav.idf.il g:(:(?zem‘:( TI\/EZE?en?lEZSltB]'\ﬁt[h[Z?ZG] [o" ol . rwo Ao in LR B ock 1
77.138.10. 83 France 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.138. 10. 83 B ock

46.19. 86. 218 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css Bl ock
78.46.42.235  |Germany 147.237.72. 166 |aka. i df . i | mt;ki;?szji IT;“&ZZ:L/ZS‘?E r':t dZ?gulf t?ras';nom R on B ock 1
212. 143. 173. 198]l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wan i df.il/images/ 1. he/ scrol | panet op. gi f [Bl ock 1
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 76. 106 Bl ock 1
169. 229. 3. 91 Lhited Sates |147. 237. 72. 156 |anan. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
87.69. 213. 61 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 143 | srael 147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod Bl ock 1
84.95.251.241 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 1
176. 13. 230. 174 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 1
77.138.10. 83 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df.il/drushi m B ock 1
46.117.197. 156 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
139. 162. 13. 205 |Si ngapore 147.237.0.34 |tikshuv.idf.il Mil tiple Lhtraceabl e SS. Sessions from 139. 162. 13. 205 (Pr ot ocol None 1

viol ation (SSL GONN LI ENT HELLO)
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