09-20-2016-13:04:02 to 09-20-2016-14:04:02

@
1"PT SwNn ()

goOVv

www.gov.il

|Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

Top Tar get

M dover.idf.il
Maman.idf.il

M nadi matal .idf.il
M aka.idf.il

M mobile.idf.il

M ishurimaka.idf.i
Meitan aka. idf.il

M nakchal .idf.il
hi nush. i df . i |
Wata.idf.il

Nunber
(6]
At acks

Top Attackers

H 77. 126. 240. 205
46. 19. 85. 127
I 62.0.221. 129
2.53.191. 81
l 2.53.11. 180
W 212. 179. 245. 29
[ 217. 132. 99. 86
M 2.53.57.102
85. 130. 223. 241
M 46. 19. 85. 103




09-20-2016-13:04:02 to 09-20-2016-14:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
46.19. 85. 162 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
79.182. 109. 208 | srael 147.237.77. 216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
185. 130. 6. 226 147.237.76.198  |Lithuania e.yohal an.idf.il ET SCAN Potential SSH Scan 1
46.120.191. 71 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
185. 130. 6. 226 147.237.0. 15 Li t huani a kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 255 147.237.72.166  |lIsrael aka idf.il portscan: TCQP D stributed Portscan 1
176.13. 8. 36 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
37.26.148. 190 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
109. 64. 37. 105 147.237.72.166  [lIsrael aka idf.il portscan: TCQP D stributed Portscan 1
2.55. 14, 234 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
91. 201. 236. 158 147.237.72.167  |Wkraine i shurimaka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
2.53.41.126 147.237.72.166  [lIsrael aka idf.il portscan: TCQP D stributed Portscan 1
89. 139. 145, 183 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
84. 245. 14. 50 147.237. 8. 24 Net her | ands elifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 169. 70. 108 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
79.182.37. 112 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
185. 130. 6. 226 147.237.77.212  |Lithuania e.dover.idf.il ET SCAN Potential SSH Scan 1
46.121. 66. 89 147.237.77.216  [Israel dover . i df .i | portscan: TCP D stributed Portscan 1
185. 130. 6. 226 147.237.72. 14 Li thuani a dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
46.117.212. 192 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
185. 120. 126. 41 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
46.19. 86. 149 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
141, 226. 150. 86 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
2.55.130. 85 147.237.72.166  [lIsrael aka idf.il portscan: TQP D stributed Portscan 1
91. 201. 236. 158 147.237.72.167  |lkraine i shuri maka.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.53. 60. 131 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
89. 248. 160. 155 147.237.77.216  |Netherl ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.18.80 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
88. 202. 218. 236 147.237.72.166  |United Ki ngdom aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 41. 221 147.237.72.166  [lIsrael aka idf.il portscan: TQP D stributed Portscan 1
79.182. 83. 249 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
188.120. 148. 152 [147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
69. 175. 7. 162 147.237.0. 15 Lhited Sates kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
62.0.221.129 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 48
2.53.11. 180 I srael 147.237.77. 243 |nubi | e.i df .i Streamng Engi ne: TP Invalid finvalid segnent retransnmission. |, o, 48
Ret r ansn ssi on Packet dr opped.
217.132.99.86 | srael 147. 237. 76. 200 |ei tan. aka.i df .| Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 28
Ret r ansn ssi on Packet dr opped.
2.53.57.102 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrsjﬁgzl;gth moni tor |25
62.0.221. 129 | srael 147.237.76.30 |hinush.idf.il dr op First packet isn't SYN drop 24
212.179. 245.29 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence mdz)irsa:;nlt Wth different monitor |23
141.0.13.223  [Norwvay 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST monitor |19
212.179. 245.29 |israel 147. 237. 77. 216 |dover . i df . i1 Bad TCP sequence mdﬁr::;m;t wWth different monitor |18
79.180.166.89 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence md;it/r:cnasj'it wth different monitor |17
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 13
2.53.174.101  |israel 147.237.72. 166 |aka.i df .| | SYN At t ack SYN - > SYN-ACK -> RST monitor |12
207.241.229.68 |ited Sates [147. 237. 77. 216 |dover. i df . i | drop SAMrul e drop 12
62.0.224.1 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 11
192. 117. 148. 175|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
46.19.85.103 [l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nvalid ACK nunber aert 10
85.130. 223. 241 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |9
85.130. 223. 241 |Israel 147.237.72. 166 |aka.i df .| | SYN At t ack SYN - > SYN-ACK -> RST nonitor |9
85.130. 223. 241 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
62. 0. 225. 254 | srael 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SYN drop 8
46. 19. 86. 107 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.86.107 [l srael 147.237.77. 216 |dover . i df .l Bad TCP sequence I'nvalid ACK nunber aert 6
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 5
46.19. 85. 50 I srael 147.237.77. 226 [ chanat z. aka. 107 |paq TOP sequence Invalid ACK nunber monitor |5
185. 3. 147. 107  |Israel 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nvalid ACK nunber monitor |5
172.252.126. 227|lhited Sates |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
199.203.215.1 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 68 | srael 147.237.77. 233 |atal .idf il Bad TCP sequence I'nvalid ACK nunber monitor |5
46. 19. 85. 162 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.53.24.213 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Timeout |[alert 4
46.19.86.173 [l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
82.81.7.178 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
109. 253. 197. 249/i srael 147.237.72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> RST nonitor |4
2.53.24.213 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
109. 253. 145. 86 |Israel 147.237.72. 167 |ishurimaka. i df .il Bad TCP sequence alert 4
2.53.24.213 I srael 147.237.77. 216 |dover. i df .l dr op drop 4
46.116. 4. 231 I srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
109. 253. 245. 158i srael 147.237.72. 166 |aka.i df .| | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
109. 253. 145. 86 |l srael 147. 237.72. 167 |i shuri maka. i df . i | Bad TCP sequence nonitor |4
46.19. 85. 6 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 4
37.26.149.143 |israel 147.237.72. 167 |i shurimaka. i df . | SYN At t ack SYN - > SYN-ACK -> RST nonitor |4
176. 13. 19. 112 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
62.44.134.178 |Denmark 147.237.77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
46.19. 86. 211 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
37.26.149.175 |israel 147.237.77. 243 |mbile. i df . Streanmng Engine: TP Invalid fimalid segrent retramsmssion |, o 3
Ret r ansm ssi on Packet dr opped.
87.69.32. 22 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |3
185.32.179.73 [israel 147.237.72. 166 |aka.i df .| | SYN Att ack SYN - > SYN-ACK -> RST nonitor |3
2.53.181.2 | srael 147.237.72. 167 |i shurimaka.i df . il St ream ng Er.]gl ne: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansn ssi on Packet dr opped.
84.95.208.20  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 3
Ret r ansn ssi on Packet dr opped.
2.53.24.213  [Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence SINACK retransmt with moni tor |3

different w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 127 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode B ock 99
2.53.191. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 65
77.126. 240. 205 |lsrael 147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Gode Character in Method from77.126. 240. 205 B ock 24
77.126. 240. 205 |l srael 147.237.72. 156 [arman. i df . i | Distributed Ml forned LRL Bl ock 22
77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | D stributed Wknown HTTP Request Met hod B ock 21
77.126.240. 205 |[Israel 147.237.72. 156 [aman. i df . i | Distributed Abnormal |y Long Request B ock 18
77.126. 240. 205 |israel 147. 237. 72. 156 |aman. i df . i | w.tlizpéézuo'.ezggg Byte (e Character in Header hane from Bock |15
77.126.240. 205 |[Israel 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Qode Character in LR from77.126. 240. 205 B ock 15
2.53.11.180 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 15
2.53.13.173 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode B ock 13
77.126.240. 205 |[Israel 147.237.72. 156 [aman. i df . i | Miltiple Illegal HITP Version from77.126. 240. 205 B ock 12
77.126.240. 205 |[Israel 147.237.72. 156 [aman. i df . i | Mil tiple Abnormal |y Long Header Line from 77.126. 240. 205 B ock 10
77.126. 240. 205 |l srael 147.237.72. 156 [aman. i df . i | Mil tiple NUL Character in Header Nane from 77.126. 240. 205 Bl ock 10
77.126.240. 205 |[Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Mal formed HTTP Header Line from 77.126. 240. 205 B ock 9
77.126. 240. 205 |israel 147. 237. 72. 156 |aman. i df . i | w.tiggéz'ié'eggjswe (ode Character in Hbader el ue from Bock |9
176. 13. 251. 158 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | Mil tiple NILL Character in Ul from 77.126. 240. 205 B ock 4
37.26.148.220 |lsrael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 4
77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | Miltiple Illegal UR Path Encoding from 77.126. 240. 205 B ock 4
109. 253. 222. 217|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.120. 156. 98 |[lIsrael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 3
77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | Mil tipl e NLLL Character in Method from 77. 126. 240. 205 B ock 3
46.19. 85. 138 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
172. 252. 126. 227 g;g: 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for www aka.idf.il/mai n/mluimabout.aspx |B ock 2
87.71. 25. 221 I srael 147.237.76. 147|chi nuch. aka. i df . i | |Uhaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 2
118.8.27.72 Japan 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 2
2.53.57.89 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
213. 8. 204. 27 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19. 85. 118 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
2.53.57.102 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
77.139.177.35 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwu aka. i df.il/mai n/kapat z/ B ock 2
46. 120. 201. 154 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 2
185. 46. 214.84 [Swtzerland |[147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 185. 46. 214. 84 B ock 1
2.53. 148. 239 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
i i . . «
77.126. 240. 205 |Israel 147. 237.72. 156 |anan. i df . i | g};;&?{[ﬁnﬁ?[zﬁg' ng «[[#3U]- xS [#21] ]9« F=[[#22] ]+ E Bock |1
79.180.166.89 I srael 147.237.77.233atal . i df .i | o aed Lahor zed W .Agsgjs on Bock |1
66.102. 9. 22 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for aka.idf.il/mai n/ honel def aul t. aspx Bock |1
212.179. 245.29 | srael 147.237.76.31 |nakchal .idf.il ﬂ?f;g?f;g?g;?pfgfgf:g;ofi | o5/ 8 1666, doc Bock |1
Illegal Byte Qode Character in Paraneter Nane .+ [#16]] [ [#29] ] o
77.126.240. 205 |[lIsrael 147.237.72. 156 [anan. i df . i | @{8Pc:® [[#28] ] @Q [#24]1Pu™ in [[#19]][[#28]][[#4]] @& B ock 1
$R7[ [ #4] ] noll_* 0o [ #23] ]« [ [ #27] ] « o»[ [ "#24] [ “¢ro*] 1 #27[[1]1#11)1]

77.126. 240. 205 |israel 147. 237. 72. 156 |aman. i df . i | (SZ‘SEI tégc\‘iibgﬁpﬁngﬁli g{g&f&%ﬂgg on None 1
66. 249. 69. 126 | srael 147.237.0. 16 ][Tyl- IkOSheI’ -kravi.id Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
46. 19. 85. 220 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waww aka. i df.il/main/sachar/about.aspx |B ock 1
185.46.214.84 [Swtzerland [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/italian/ B ock 1
77.126. 240. 205 |l srael 147.237.72. 156 |aman. i df . i | Mil for ned HTTP Header Line 2 B ock 1
84.109. 235. 203 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on ww aka. i df.il/main/ B ock 1
66.249. 64.122 | srael 147.237.72. 156 |aman. i df . i | m“;r;;' izgf_ }ﬁcgﬁggle ;gre/ doc. gt/ undef ned Bock |1
212.199. 65. 218 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
77.126.240. 205 |israel 147.237.72. 156 |aman. i df . i | \'\/‘i“ Iotli ;tl : 0?t(r;f?&ﬁifyﬁféj_%ﬂg;gg 240” '20? (Protocal None 1
77.126. 240. 205 |israel 147. 237. 72. 156 |aman. i df . i | w_tligg_ez%_eggls Byte (ode Caracter in Paraneter Nane from Bock |1
46. 4. 74. 42 Germany  |147.237.72.166|aka. i df . il Uhaut hori zed Met hod HEAD f or Bock |1

vy aka. i df . i1/ brothers/skiral/default.asp
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