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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 66. 96. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
84.108. 42. 131 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 15
80.179.10. 113 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
176. 13. 245, 17 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.52. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
147. 235. 185. 74 | srael 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 5
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.2.53 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 4
109. 253. 243. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
80. 246. 138. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.143. 154. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.55.160. 128 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
222.186. 21. 35 Chi na 147.237.76. 31 nakchal .idf.il JLM Under _Attack_Con_Tcp dr op 2
68. 180. 229. 223 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
195. 62. 53. 168 Russi an Federation 147.237.77.170 naar achot . i df .il bl ock-sp-traf 1 forward 2
66. 240. 192. 138 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
185. 153. 197. 116 147.237.76. 39 nobile.neitav.idf.il |Back List drop 1
80. 179. 222. 227 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 153. 197. 116 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
64.137.175. 102 Canada 147.237.76. 148 gocenter. aka.idf.il B ack List drop 1




09-20-2016-12:04:04 to 09-20-2016-13:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

212.143. 156. 170|147. 237. 77. 216 | srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 248. 160. 155 [147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.149. 246. 60 |[147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 185. 33 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 70. 44. 28 147. 237. 76. 199 |Hungar y e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.182.93.158  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
185.130. 6. 226  [147.237.77.74 |Lithuani a lawidf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 25 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gqcent er . aka. i df .i | ET SCAN Potential WWNC Scan 5900- 5920 1
46.19. 85. 19 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
132.71.146.48 |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
37.26.147.213  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
109. 67. 2. 28 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.185. 149 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
109. 64. 135. 15  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 220. 82 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
89.248. 160. 155 |147. 237. 77. 226 |Net her | ands won chanat z. aka. i df i | [ET SCAN NVAP -sS wi ndow 1024 1
212.116.72. 226 |[147.237.77.19 |Sweden I aw forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 139. 213. 110 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
211. 149. 240. 243|147.237.0.19  |China nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 74. 107. 98 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 130. 6. 226  |147.237.77. 176 |Li thuani a mat pash. i df .i | ET SCAN Potential SSH Scan 1
62.90. 144. 8 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
185. 6. 64. 106 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 161 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
147.236.28.31 |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
37.26.149.166 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
119. 92, 233. 197 |147.237.76.86 |Philippines navy. i df.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
2.53.146. 112 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 119. 102 |147. 237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
213.57.61.180 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178|147, 237. 72, 167 [ LSS & i shuri maka. i df . i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
147.235. 185. 74 |l srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 98
147.235. 185. 74 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 35
62.0.236.1 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 31
62. 0. 235. 160 | srael 147.237.72. 166 |aka. i df. il dr op First packet isn't SN drop 20
195. 60. 235. 58 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 17
62. 0. 200. 129 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 17
62.0.197. 85 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 16
62.0.237. 1 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 15
85.64.159.213 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgitvrsaé;"y wehdfferent —fonitor |14
207.241.229.68 |Whited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 13
46. 19. 85. 105 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 86. 187 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.19. 85. 181 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46.19. 85. 181 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 149 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
212.199. 218. 246|l srael 147.237.72. 167 |i shurimaka. i df . i |dr op Frst packet isn't SN drop 10
2.53.158. 68 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
37.76. 203. 100 g";'cisgiigcija” Territoryis 47 237. 77. 216 |dover.idf.il |drop First packet isn't SN drop 9
2.53.22.185 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 8
2.53.22.185 I srael 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂﬁ'ﬁ;;ggﬁl& . th monitor (8
46. 19. 85. 19 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 8
212.126. 121. 186|i rag 147.237.77. 212 |e.dover.idf.il  |Geo-1 ocati on enf or cement er]fO'r ng:ein?n I nbound drop 8
46. 19. 86. 52 | srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 85.19 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |8
46. 19. 85.53 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 105 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
80.178.110.19 [Israel 147.237.77. 176 |matpash.icf.il  |Bad TCP sequence wﬁtﬁ&?x?& ‘(’; th moni tor |7
46.19. 86. 4 I srael 147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |7
46. 19. 85. 105 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 7
2.53.22.185 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
62.0.244.1 | srael 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop 6
46. 19. 85. 53 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
82.81.197.203 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
84.108.42.131 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.7 I'srael 147237, 76,31 |nakeralior i1 |2 S NG Bngine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
84.108. 42. 131 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
62. 0. 252. 145 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop
46.19.85.91  [israel 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁtﬁ&?x?& ‘(’; th moni tor |6
109. 66. 96. 114 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
176. 13. 21. 161 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
66. 249. 66. 6 Lited Sates 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
176.13.231. 49 [ srael 147.237.77. 243 |rwbi e i i1 |/ €AM NG Engine: TCP Inval id invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
109. 66. 96. 114 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
80.178.198.75 |Israel 147, 237.76. 200 [ei tan aka. i o, 11 | SAM NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
176.13.21.161 |[lsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber mnitor |6
80. 178. 110. 19 | srael 147.237.77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
176.13. 21. 161 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19.86. 4 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
176. 13. 21. 161 | srael 147.237.72. 166 |aka.idf.il SYN Att ack noni t or 5
82. 80. 196. 44 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5




09-20-2016-12:04:04 to 09-20-2016-13:04:04

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
2.53.158. 38 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 129
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 100
2.53.56. 15 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 93
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 85
109. 253. 143. 250|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 34
2.53.158.38  [Israel 147. 237.77. 243 |nobi | e. i df . i | P! ?&T’i'f’?s\;cﬂaiic‘;‘gnggaﬂﬁjwd in Bl ock 16
37.26.146.179 |lIsrael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 13
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
192.118.12. 102 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 118. 12. 102 B ock 7
84. 95. 208. 20 I sr ael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 6
10. 102. 70. 28 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 4
87.70. 3. 146 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
109. 253. 146. 137|I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 82 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 3
176. 13. 237. 150 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
79.181.141.150 |[Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed LRL Access to ww i df . il/banahane Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 2
176.13.231.49 |lIsrael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 2
62.0.110.137  |israel 147.237.77. 226 V\TA:W chanmat z. aka. i df m”tc:;;tzzed aku:'i gfc-ciels/st ;:T’pl at o5/ horepage! B ock 2
62. 90. 35. 105 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
46. 19. 85. 101 I srael 147.237.76.42 |refuah.idf.il Distributed Ml forned LR Bl ock 1
212.199.103.82 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP At t enpt B ock 1
2.53.152.122  |israel 147.237.76.42 |refuah.idf.il Distributed thauthori zed URL Access on B ock 1

147.237. 76. 42/ 1518- he/ r ef uah. aspx

. . Unhaut hori zed Met hod HEAD f or
79.178.247.130 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai v/ gi yus/ ki osk/ ki osk. aspx B ock 1

Uhaut hori zed URL Access to

66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 br ot her s/ gal | ery/ showpi ct ur e. asp B ock 1
46.19. 86. 249 I srael 147.237.76.42 |refuah.idf.il Uhknown HTTP Request Method e-il in URL B ock
80. 246. 140. 240 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . D stributed Unaut hori zed URL Access on
37.26.146.251 |lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or age/ {1 | es/ 8/ 1668. doc B ock 1
203.2.218.131 |Australia 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
2.53. 36. 87 | srael 147.237.72.167|i shurimaka. i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
77.138.113.8 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for v aka.idf.il/ishurim B ock 1
89.187.220.58 |Lebanon 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for ww aka. i df.il/giyus/|ogin/ B ock 1
66. 102. 9. 30 Lited Sates |147.237.72.166|aka.idf. il Distributed thauthorized Mthod for Known LR on B ock 1
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
46.19. 85. 101 I srael 147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod B ock
192.118.12. 102 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock
79.180.61.135 |[Israel 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to v idf.il/https:/wwidf.il/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp B ock 1
176.13.2.88 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 1
46.29.250.225 |Sweden 147. 237. 76. 147 |chi nuch. aka. i df . i | Dstributed PHP Attenpt B ock 1
. . Unhaut hori zed Met hod HEAD f or
82.80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | v aka, i o i |/ nai 1V gi yus/ | ogi n. aspx B ock 1
37.142.250. 230 |[lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock 1
: . . D stributed Waut hori zed Met hod for Known URL on
209. 95. 56. 53 Lhited Sates [147.237.72.166|aka.idf.il W aka. i df i 1/ gi yus/ | ogi 1/ B ock 1
176.13.247.12 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ reset . css |B ock 1
77.138.160. 140 |France 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
94.188.139. 68 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ sachar B ock 1
: . . Unaut hori zed Met hod HEAD for
66.228.41.233 |lnited Sates |147.237.72.166|aka.idf.il ww aka. i of i 1/ el tany prat i nipi rt eyer ual B ock 1
. . Paraneter Type Mol ation search in
46. 19. 86. 52 I srael 147.237.77.233|atal .idf.il ww atal i df.i1/1437- hel atal . aspx B ock 1
192.118.12. 102 |israel 147.237.72. 166 |aka. i df . i | Wnknown Paraneter anmp;t in None 1

viewv aka. i df . i | / mai n/ sachar/ scri ptresour ce. axd

. . . Uhaut hori zed URL Access to
66.249.79.131 |Israel 147.237.76.30 |hi nush.idf.il ww tech. atal i of i1/t enpl at es/ f ag f ag. aspx B ock 1
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