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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 71
46. 19. 86. 116 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 65
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 32
2.53. 35. 87 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
195. 93. 234. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
89. 138. 199. 105 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
46. 19. 86. 36 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 7
2.55.131. 7 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
79.178.9.214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
176. 13. 13. 173 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
2.53.178.222 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 226. 44. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.55.55. 245 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
46.117.77. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
109. 65. 72. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
80. 246. 136. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
185. 32.179. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
141. 226. 217. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
82. 166. 239. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185. 3. 147. 244 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
31.168.11. 194 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 2
132.74.74.170 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
45. 32. 201. 228 Net her | ands 147.237. 76. 30 hi nush. i df .i | B ack List drop 1
176. 13. 234. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 1
109. 253. 194. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
149. 202. 89. 123 F ance 147.237.76. 38 eeneitav.idf.il |Back List drop 1
46.19. 85. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 253. 213. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
80. 246. 133. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
46. 19. 86. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
204. 42. 253. 130 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
52.53.222.9 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
46.19. 85. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
46.19. 86. 172 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 1
45.32.196. 8 Lhited Sates 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 1
176. 13. 231. 185 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
193. 106. 54. 21 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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89.139.198.51 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
37.26.148.132 |147.237.77. 216l srael dover . idf.il portscan: TGP D stributed Portscan 1
84. 94. 159. 34 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 82. 69. 134 147.237.0.34 [Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
62.90.107. 145  |147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
212.235.62.27 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.19. 86. 213 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
202. 65. 138. 2 147. 237. 72. 167 [Indi a i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 23 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
176.13.224.18  [147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.19. 86. 14 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
124.106. 31, 107 |147. 237, 77. 216 |Fhi 1 ppi nes dover i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 85. 60 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
114.35 149, 124 |147. 237 8. 28 |Tai ven o robil eks. idf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
37.46.38.171 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.229. 36. 11 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
2.53.10.20 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 69. 134 147.237.76. 148 |Netherl ands  |gqcenter. aka. i df . il ET SCAN Potential SSH Scan 1
66.249. 66. 242 [147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
211. 149. 219. 167|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 163 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
195. 70. 44. 28 147. 237. 76. 200 [Hungar y eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 15 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
176.13. 8. 222 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 68 147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
118.8.27.72 147. 237. 72. 156 |Japan anan. i df .i | ET SCAN NVAP -sA (2) 1
37.142.2.65 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature Devi ce Action ‘Count |
194. 39. 218. 10 Eur ope 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 63
2.53.63. 22 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 59
193. 171. 152. 104 |Austria 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 54
195.93.234. 8 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 44
62. 0. 208. 254 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 32
212.179.90.106 |[lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 31
192.114.91.230 |lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 24
79.178.9.214 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 24
37.26. 146. 243 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 22
31.154. 34. 246 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 21
193. 43. 246. 250 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 21
46. 19. 85. 161 | srael 147.237.77.216 |dover.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 18
46. 19. 85. 254 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence [invalid AGK nunber noni t or 17
126. 245. 22. 156 Japan 147.237.72.156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 15
176. 65. 22. 27 Pal estinian Territory, Gecupied |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 15
46. 19. 85. 254 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence [invalid AGK nunber aert 15
77.124.59. 189 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
207.241.229.68 |[Uhited Sates 147.237.72.166 |akaidf.il drop SAMrul e drop 12
176. 13. 16. 36 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 10
46. 19. 85. 64 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 253. 194. 186 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
62.0.237.1 I srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 10
46. 19. 85. 40 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 86. 46 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
109. 253. 159.19 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
45. 35. 64. 142 Lhited Sates 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
176.13. 13. 173 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 9
84. 95. 208. 20 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
212.199. 226. 66 | srael 147.237.72.156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
46. 19. 86. 147 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
80. 178. 184. 37 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
62. 16. 65. 149 Russi an Federation 147.237.77.176 |matpash.idf.il |dr op Frst packet isn't SN drop 8
46. 19. 86. 253 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
5.22.134.211 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 86. 74 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 132 | srael 147.237.77.216 |dover.idf.il |Bad TCP sequence [invalid AGK nunber alert 8
46. 19. 86. 188 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
185. 89. 217.229  |Net herl ands 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 132 | srael 147.237.77.216 |dover.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 8
85. 64.52. 168 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
62. 0. 197. 85 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 7
46. 19. 86. 168 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
77.138.52.97 France 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 7
66. 249. 93. 87 Eur ope 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 7
37.26. 146. 186 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 236 I srael 147.237.77.234 |halag.idf.il Bad TCP sequence |invalid ACK nunber noni t or 7
46. 121. 196. 63 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
185. 89. 217.228 |Netherl ands 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
82. 80. 88. 153 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
89.138.178.195 [lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 242. 114|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 190
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 129
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 50
81.218. 251. 250 |lIsrael 147.237.76.86 |navy.idf.i| Unaut hor i zed HTTP Met hod B ock 48
46. 19. 85. 255 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 45
81.218.251. 250 |[lIsrael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/styl e shared/ Bl ock 32
2.53.144.128 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 32
46. 19. 85. 82 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 18
81.218. 251. 250 |lsrael 147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 81.218. 251. 250 Bl ock 16
2.53.56. 15 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
84. 95. 208. 20 I srael 147. 237.77. 226 \fIW\:AI/ chamat z. aka. i d Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 15
46. 19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock 5
62.219.198. 6 I srael 147.237.0.34 |tikshuv.idf.il D stributed Unaut hori zed HTTP Met hod B ock 4
212.179.64.162 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 4
84.95.208.20  |Israel 147.237.77. 216 |dover. i df . i | PHP At t enpt B ock 4
84. 95. 208. 20 I srael 147.237.77. 226 :‘AM:AII chamat z. aka. i d Distributed PHP Attenpt B ock 3
176.13.244.71 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.1. 174 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
176. 13. 244. 123 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
37.26.146.170 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.21.221 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
87.70.55. 128 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
46. 19. 86. 42 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 169 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 2
82.166. 145. 160 |l srael 147.237.77. 226 \f/W\:AII chamat z. aka. i d Mil tiple Unhauthorized URL Access from 82.166. 145. 160 B ock 2
62.219.198.6  |Israel 147.237.0.34 |tikshuv.idf.il m“ttli‘;rh'u\z/eld de.;in_ //;f;fsstsorta% . Bl ock 2
46. 19. 85. 149 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte xde Character in URL B ock 2
2.53.158.38  |Israel 147.237.77. 243 |nobi | e. i df . i | o et ?Lfof?S\;cﬂaiiC%gngg;;rgm?}sgmrd n Bl ock 2
62.0.1.30 | sr ael 147.237.77. 216 |dover . i df . i | Whaut hori zed LRL Access to ww i df.il/894-ar Bl ock 2
84.95.208.20  |Israel 147.237.77.233|atal .idf .il PHP At t enpt B ock 2
77.127.34.176  |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df. i/ mai n/ sachar/ undefined |B ock 2
62.0.101. 97 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww i df.il/inmages/ 1. he/trigger.png |B ock 1
37.26.148.178 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
80.179.255.94 I srael 147.237.76.42 |refuah.idf.il o rzigl)?“_tfg igf“i;g%r_ihzji éﬁaﬁc‘;ﬁ( on Bl ock 1
207.46.13.31 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LR Access to aka.idf.il/sip_ storage/files/ 124 B ock 1
176.13.226. 181 |Israel 147.237.77. 216 |dover . i df . i | D e e el dover. aspx Bock |1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.55.149.43  [israel 147. 237.76.147 [chi nuch. aka. i df .1 [Shautheri zed Mihod FEAD Tor asix None 1
217.69. 133. 242 :32::1”' on 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wanidf.il/igf Bl ock 1
185.32.179. 119 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
79.180. 109. 144 i srael 147.237.76.42 |refuah.idf.il iét ;g?”;gd 4;;”;Ihgsiﬁaerde(ﬁ:e‘fissss on Bl ock 1
109.65.142.78  |Israel 147.237.76.42 |refuah.idf.il Paranet er Type Yo Al ??g&ggﬁﬁgfgﬁgj&em deriStxtlasthate g oge |1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 1
46.19. 85. 13 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
80. 246. 137. 183 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.61.13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.165 |Lhited Sates [147.237.72.166|aka. i df .il Dstributed Whauthorized URL Access on 147.237. 72. 166/ B ock 1
176.13. 238. 146 |Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
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