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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
109. 253. 141. 184 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6
2.53.41.148 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
2.53.42.224 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4
195. 62. 53. 168 Russi an Federation 147.237.77. 226 ww chanat z. aka. i df . il |bl ock-sp-trafl forward 2
204. 42. 253. 130 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 2
173. 208. 197. 205 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forvard 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
82.166. 140. 117 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
173. 208. 150. 115 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forvard 1
128. 208. 4. 198 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
63. 141. 242. 195 Lhited Sates 147.237.77.170 naarachot . i df . il bl ock-sp-trafl forvard 1
208. 110. 84. 68 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
173. 208. 197. 206 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
87. 69. 248. 198 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
198. 204. 224. 237 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf1 forvward 1
173. 208. 197. 202 Lhited Sates 147.237.76. 30 hi nush. i df .il bl ock-sp-trafl forvard 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 250 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 1
182. 58. 54. 210 India 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
173. 208. 197. 205 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-trafl forvard 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 226. 218 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141. 231. 196 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf1 forvward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per mit 10
199. 58. 86. 206 Lhited Sates 147.237.76. 42 refuah.idf.il [ClL000074: HTTP. najestic bot Per nirt 2

199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. mgj estic bot Per nirt 2
105.98.143.91  [Ageria 147.237.77.176 |mat pash.idf.il |9221: HITP: PUT Method Execution over HTTP/ WbDAV B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste

|Signature

105. 98.143.91  |147.237.77.176 |A geria nat pash. i df .i | Tehi | a def acenent attenpt (-Hacked By- sent to V&b Server) |4
213.57.87.140 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 2
195. 154. 184. 122 [147. 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
66.249.76.106  |147.237.72.166 [Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
213.57.193.206 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
54.70.0. 115 147.237.77. 216 [Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
212.143. 124. 206 |147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
31.154. 44,172  |147.237.77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
188. 120. 154. 174 |147. 237. 72. 166 || sr ael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.156. 146 147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 139. 50 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
89.114.97. 11 147. 237. 77. 226 |Fort ugal wnv chanat z. aka. i df . il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.111.111.84  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |1 srael aka idf.il portscan: TGP D stributed Portscan 1
65. 156. 199. 242 |147.237.8.45 [lhited States eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 51 147. 237. 72. 166 |1 sr ael aka.idf.il portscan: TCP D stributed Portscan 1
5. 29. 208. 47 147.237. 77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
138.59.200. 75 |147.237.76.34 |Razil yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 235 |Russi an Federati on |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.138.98. 148  |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 65. 61. 43 147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.94. 96. 4 147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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80. 179. 255. 94 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal & noni t or 36
85.64.159. 213 I srael 147.237.76.42 |refuah.idf il Bad TCP sequence md;it/r:cnasj'it wth different monitor |25
62.0.212. 169 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 18
62. 0. 225. 254 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 17
80. 246. 137. 3 I srael 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
176.13.224. 14 |Israel 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 15
2.55.5.173 I'sr el 147.237.76.31 |nakchal .idf. il Bad TCP sequence wﬁtrﬁggﬁ% ;“ th moni tor |13
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
2.55.5.173 | srael 147.237.76. 31 |[nakchal .idf.il drop First packet isn't SN drop 11
46. 19. 85. 36 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
81.218. 206. 12 | srael 147.237. 72. 167 |i shurimaka. i df . il dr op First packet isn't SN drop 8
31. 210. 188. 88 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
62.0.205.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 8
62.0.230.1 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
176.13.13.162 |lIsrael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
100. 92. 140. 205 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 7
46. 19. 85. 36 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
46.19. 85. 211 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
2.53.144.128  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dropped.
2.53.39.229  [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrsjﬁgzl;gth moni tor 6
95. 35. 180. 94 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
84.95.37.133 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACGK nunber aert
37.26.148.233 |Israel 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.53.47.217 I srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
84.95.37. 133 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6
199. 203. 8.2 I 'srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.53.39. 229 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
176. 13. 246. 180 |l srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 5
5.29.38.4 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
176.13. 14. 147 |Israel 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
80.246.137.3 [l srael 147. 237. 77. 216 |dover i of .i Bad TCP sequence wﬁtrﬁxgﬂggth moni tor |5
46.19. 85. 189 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
176.13.14. 147 |lIsrael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
46. 19. 85. 189 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19.85.194  |[israel 147.237.77. 226 [ " chamatz. aka.idf g TCP sequence Inval i d ACK nunber monitor |4
62.0.230.1 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop
188. 120. 154. 116]l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 36 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
176.13.14. 147  |Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence wﬁtrsjﬁgzl;gth moni tor |3
37.26.146.160 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
77.138.52. 97 France 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
46. 19. 85. 30 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |3
109. 253. 198. 247 |l sr ael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 3
81. 218. 66. 107 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 3
2.53.148. 36 | srael 147.237. 72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.55.5.173 | srael 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
62.0.222. 129 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
2.53. 4. 204 I srael 147.237.72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or
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Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
2.55. 150. 125 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 179
109. 253. 245. 151 |1 srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 99
109. 253. 230. 24 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 69
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 32
46. 19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 30
109. 253. 242. 114]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 14
46. 19. 86. 130 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 6
waww. chanat z. aka. i d ) )
84. 95. 208. 20 I srael 147.237.77. 226 £l Mil tiple Whauthorized URL Access from 84. 95. 208. 20 Bl ock 4
192.116. 177. 194|I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock
46.19. 86. 169 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
www. chanat z. aka. i d .
84. 95. 208. 20 | srael 147.237.77. 226 £l DOstributed PHP Att enpt B ock 4
37.26.147.243 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock
37.26.148.196 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock
46.19. 86. 11 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
. . Unaut hori zed URL Access to
109. 66. 59. 186 | srael 147.237.72. 166 |aka. i df . i | ww aka, i df . i 1/ nai v scri pt s/ css3pi e. ht ¢ B ock 2
2.53.149. 114 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
176. 13. 246. 180 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 2
. . Unaut hori zed URL Access to
79.181.151. 67 |Israel 147.237.77.216|dover.idf .i | vow i dff i 1/ tenpl at es/ art i cl e/ ult dpvovrikk Bl ock 1
Pal estinian Territory, . . Unaut hori zed URL Access to
176.106.46.74 | i eg 147.237.77. 170 [n@ar achot . i df . i | maar achot . i df . |/ 71954- en/ naar achot . aspx B ock 1
185. 132. 156. 3 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwwy aka.idf.il/ B ock 1
. . D stributed Unaut hori zed LRL Access on
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus f or und asp/ showf or um asp B ock 1
138.134.192. 10 |[lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wawidf.il/nil net Bl ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
. . D stributed Unaut hori zed LRL Access on
80.179. 255.94 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
_ _ www. chanat z. aka. i d . . .
195. 62. 53. 168 Russi an Federation 147.237.77. 226 £ Unaut hori zed URL Access to gnai | . condengi ne/l og. t xt B ock 1
181.215.118.89 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Ostributed PHP At tenpt B ock 1
109. 253. 218. 227|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mde None 1
2.53.159. 124 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st or age/ fi | es/ 2/ 70002. doc B ock 1
. . Unaut hori zed URL Access to
185.132.156.3 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i1 /si p. storagel il es/ &/ Bl ock 1
37.26.148.233 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
www. ch z.aka.i j stri i
157.55.39.226 |United Sates 147, 237. 77, 206 | W chamat z. aka. i d |0 stributed thaut hori zed LR Access on Bl ock 1
f.il vy chanat z. aka. i df . i1/t enpl at es/ honepage/
. . Unaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il atal i df.i1/tenpl at es/ honepage pi vi k. php B ock 1
81.97.235.193 |Wnited K ngdom 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed Met hod CPTI ONS for
212.143.104.25 |[lIsrael 147.237.72. 166 |aka. i df . i | vown aka, i o i |/ nai v gi yus/ B ock 1
181.215.118.89 [Wiited Sates 147. 237.76. 147 |chi nuch. aka. i df . i1 |hauthorized LRL Access to B ock 1
chi nuch. aka. i df .i | /bl og/ wp- 1 ogi n. php
. . Unaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
185. 159. 37. 6 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ hnapl/ Bl ock 1
- kosher - kravi . i df . i
40.77.167.3 Wited Sates 147.237.0.16 |V Wnaut hori zed LRL Access to Bl ock 1
il v ny- kosher -kravi . i df.il/robots. txt
. . Uhaut hori zed URL Access to
176. 13. 0. 200 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
. . D stributed Lhaut hori zed URL Access on
85.64.159.213  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
212.143.104.25 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/ Bl ock 1
84.95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Distributed PP Attenpt B ock 1
185. 16. 107. 42  |Russi an Federation 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod PCST for 147.237.76. 42/ B ock 1
66.102. 9. 3 Uhited Sates 147.237.72. 166 |aka. i df . i | Distributed Uhauthori zed Method for Known LRL on Bl ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
5. 22. 134. 204 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 1
] . . Paranet er Type M ol ati on PageNumin
68. 180. 229. 223 [Uhited Sates 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- en/ dover . aspx B ock 1
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