09-20-2016-09:04:01 to 09-20-2016-10:04:01

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
M dover.idf.il
M nadimatal .idf.il
W aka.idf.il
B refuah.idf.il
Nurrber B nobile.idf.il
Att(z\cks W aman.idf.il

I v chanat z. aka. i df . i |
M ishurimaka.idf.il

nat pash. i df.il
M navy.idf.il

Top Tar get

[Top Attackers |

M 69. 30.198. 178
46. 19. 86. 202

W 176.13.17. 211
176. 13. 234. 116

" réfber M 46. 19. 85. 52
Attacks M 2. 55. 186. 239

I 84. 95. 208. 20
M 62.0.214. 129
46.19. 86. 9
M 46. 19. 85. 38

Top Attackers



|Top Attackers | n DDoS- Def ence |

Attacker

Address

Attacker
Country

Address

‘Target

09-20-2016-09:04:01 to 09-20-2016-10:04:01

Signature

139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
2.53.47.6 I sr el 147.237.77.216  |dover.idt.il ;?: handshake violation, first packet not |, 4
2.53.187. 161 I srael 147.237.77. 216 dover. i df. il ;?: handshake viol ation, first packet mot ) 3
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il B ack List dr op 3
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
54.72.0.55 Irel and 147.237.77.216  |dover.idf.il ;?: handshake viol ation, first packet mot . 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
160. 80. 221. 37 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 252 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 f orward 1
198. 204. 224. 238 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl forvard 1
142.54.174. 83 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
208. 110. 84. 68 Wited Sates 147.237.0.17 o kosher-kravi. Tdf- 1 1y ook- sp-traf 1 forvar d 1
106. 186. 113. 132 Japan 147.237.77. 226 wan chanat z. aka. i df.il  |bl ock-sp-trafl forvard 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 12. 220. 86 Lhited Sates 147. 237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forvard 1
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69. 30. 198. 178 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 110
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87. 71. 30. 206 147.237.77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183.36.135 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178. 118. 218 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
67.211.219. 120 [147.237.76. 148 |thited Sates gocenter. aka.idf .i |[ET DRCOP Sparmhaus DRCP Listed Traffic | nbound 1
212.33.200.73 [147.237.76.30 :{Qﬂa:i'?c hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
2.53.181. 14 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
192.117. 138. 210(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
180.213.5.205 [147.237.8.45 |China e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 193. 108|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
89. 139. 138. 206 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
80.246. 137. 74  |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
79.178. 182. 207 |[147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
79.176.19.212  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 76 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
212.29.202. 206 |[147.237.77.216|lsrael dover.idf.il portscan: TCP O stributed Portscan 1
185. 27. 104. 160 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
119.93.77. 41 147. 237. 76. 147 |Phil i ppi nes chinuch. aka.i df . il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
109. 237. 111. 200|147. 237. 77. 61 |Russi an Federation [e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
62.0.214. 129 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 42
176.13.17.211 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |31
109. 253. 200. 44 [ srael 147. 237. 77. 243 |nobi | e. i of . | Streaning Engine: TCP Invalid segnent retransmssion. | . 30
Inval i d Retransn ssion Packet dr opped.
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 30
2.53.189. 12 I srael 147.237. 77. 243 |robi | e. i df . | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 30
Invalid Retransnm ssi on Packet dropped.

46. 19. 85. 52 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni tor |30
2.53. 147. 227 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
176. 13. 17. 211 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
176.13.17.211 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 18
93.172.154.177 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr::;”lt wehdfferent | onitor |15
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
2.55.186. 239 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 14
2.55.186. 239 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 86. 32 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
2.55.186. 239 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber monitor |14
2.55.186. 239 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout |nonitor 14
46. 19. 85. 38 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or 12
109. 253. 137.85 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 12
46. 19. 86. 98 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 98 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46. 19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 10
188. 120. 154. 215]l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
37.26. 148. 147 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
2.55. 26. 53 I'srael 147. 237. 77. 216 |dover . i . i Bad TCP sequence wﬁtrﬁf;ﬁ?&fth moni tor (8
46. 19. 85. 206 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 236 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |8
109. 253. 130. 32 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
2.53.142. 144 | srael 147. 237. 72. 167 |i shurimaka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
37.26.148.139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
109. 253. 131. 103|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46. 117. 16. 113 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
79.176.27.117 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
213.57.7.4 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46.43.73.50 _’?j”els: io:‘;‘:"”acupi o [147-237.77. 176 |nat pash.i f i1 drop Frst packet isn't SN drop 7
109. 253. 128. 17 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
2.53.157.178 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
80. 246. 130. 215 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
2.53.47. 40 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
2.54.84.74 | srael 147.237.72. 156 |anan.idf .il drop Frst packet isn't SN drop 7
176. 13. 13. 59 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 212 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 137 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 215 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 253. 215. 61 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 232 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
87.69.120. 23 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
109. 253. 156. 143l srael 147.237.77. 226 [ chamatz.aka.idf oy TOP sequence Inval i d ACK nunber aert 6
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46. 19. 86. 202 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 100
176. 13.234. 116 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 58
46.19.86.9 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 36
46. 210. 175. 250 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 17
109. 253. 245. 151 |1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
109. 253. 192. 181 ]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
79.181.176.49 |lsrael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code Bl ock 7
84. 95. 208. 20 I srael 147.237.77. 226 :N;IWV chanat z. aka. i df Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 6
2.55. 167. 178 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Gode B ock 6
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 4
46.19. 86. 103 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 3
213.57.7.4 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for wwy aka. i df.il/main/giyus/ |B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I 'srael 147.237.77. 226 :ATAW chanat z. aka. i df . Dstributed PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 3
147.236.50.70 |Israel 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 3
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 3
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 | srael 147.237.77.216|dover.i df . il PHP Attenpt B ock 3
109. 253. 134. 158|l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.55.14. 10 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 82. 80. 196. 44 Bl ock 2
84. 95. 208. 20 | sr ael 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
77.138.18.174  |France 147.237.72. 166 |aka. i df . i | m”;?:ii dﬁ?‘?lcbn;?‘:f gffsl ;:irot ansver . aspx Bl ock 2
2.53.63.178 I srael 147.237.77.216|dover. i df .il Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
46.120.203. 47 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka. i df.il/main/ B ock 2
2.55.191. 108 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 84.95. 208. 20 B ock 2
37.26.149.157 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.179. 46. 189 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404.htm |8 ock 2
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock 2
84.95.208.20  |Israel 147.237.77. 216 |dover . i df . i | mult Eforl' szgenLﬁ_afgg/eESnéSage/ 61 i k. php Bl ock 1
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?ugggr'?zef&;"‘; Fffscte;saé; {11 es/ 3/ 61353, pg B ock 1
46. 19. 85. 236 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
124.109. 61. 179 |Paki stan 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to v i df.il/894-ar B ock 1
106. 186. 113. 132Japan 147.237.76.31 |nakchal .idf.il gﬂgéi fgzlllllggall%&/te Code Craracter in Method from B ock 1
46.19.86.129  [Israel 147.237.77. 216 |dover . i df . | i IT/yi’gG)\;_?:eafégcef’_aic&TeXt n B ock 1
2. 55. 155. 233 I srael 147.237.77.216|dover.idf.i |l Untraceabl e SSL Sessi ons: (pen Mode None 1
203.45.80.198 [Australia 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwy aka. i df.il/mai n/kapat z/ B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storage/files/U [B ock 1
84.95.208.20 [l srael 147.237.77.234|hal ag.i df . i | PHP At t enpt B ock 1
66.249.75.32  [Israel 147. 237.77. 216 |dover . i df . i | A dto?/er.aspx Bl ock 1
46.19.85.236  |[Isral 147.237.76.42 |refuah.idf.i| e o e 20 aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 176 [nat pash. i df . i | PHP Att enpt Bl ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
2.53.9.37 I srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
106. 186. 113. 132|Japan 147.237.76.31 |nakchal .idf.il Mil tiple NULL Character in Method from 106. 186. 113. 132 B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
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