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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.55. 39. 26 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
2.53.29. 82 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
212.179. 64. 162 | srael 147.237.77.176 nat pash. i df.il B ack List dr op 3
156. 56. 250. 227 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 22. 150. 78 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
195. 62. 53. 168 Russi an Federation 147.237. 72. 156 anan.idf.il bl ock-sp-trafl forward 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | OWP drop 1
129.110. 125. 52 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site Sgnature Devi ce Action ‘Count |
123.126.68.101  |Chi na 147.237.77. 74 lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
173. 31. 183. 87 Lhited Sates 147.237.72.167 |ishuri maka.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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Attacker Address |Target Address Attacker Qountry |Signature

91. 224. 160. 106 147.237.8.27 Net her | ands e.madimatal .idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.0. 33 Net her | ands idf.il ET SCAN Potential SSH Scan 2
50. 87. 144. 145 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 2
31.168. 115. 66 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
212.143.154. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 190. 24 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
91. 224. 160. 106 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 16 Net her | ands ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
74. 63. 246. 42 147. 237.77.176 Lhited Sates mat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
69. 162. 69. 222 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 102 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 57. 94 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.149. 9 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 229. 183 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
105. 102. 211. 202 147. 237.77. 216 Ageria dover.idf.il portscan: TCQP Distributed Portscan 1
91. 224. 160. 106 147.237. 8. 24 Net her | ands elifestyle.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
74.63.237. 154 147.237.76. 31 Lhited Sates nakchal .i df . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
105. 102. 211. 202|A geria 147.237. 77. 216 [dover. i df . il drop First packet isn't SWN drop 1721
S reamng Engi ne: TCP i i ssi
80.246.138.19 | srael 147.237.77. 243 |mubi le.i o .11 mng tngine. 1 Invalid segnent retransmssion. Packet |, 36
Inval id Retransm ssion dr opped.
S reanming Engi ne: TCP i i SSi
2.53.163. 26 I sr ael 147.237.77. 243 |robi | e. i of . i1 mng thgine. Invalid segnent retransmssion. Packet | 30
Inval i d Retransnission dr opped.
2.53.154. 63 | srael 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |20
2.53. 154. 63 I 'srael 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence nonitor |14
62. 0. 235. 160 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 12
63.143.198.43 |Lhited Sates [147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni tor |10
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |10
. . S SYNVACK retransmit with different .
2.53.154. 63 I srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence vi ndow scal e nonitor |10
213.71.171. 203 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
63.143.198.43 |lLhited Sates [147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 10
62. 90. 144. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
212.150.61.66 |lsrael 147.237.72. 167 |i shuri maka.idf .il drop Frst packet isn't SN drop 9
185. 89. 217.231 |Netherlands |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
203. 81. 85.2 Myannmar 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
185. 89. 217. 227 |Netherlands |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
2.53. 154. 63 I srael 147.237.72. 167 |i shurimaka. i df . i | drop First packet isn't SWN drop 7
46. 19. 85. 212 I srael 147, 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST nonitor |7
46.19.85.5 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST monitor |7
2.53.169. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
62. 0. 200. 202 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
109. 253. 244. 130|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence alert 6
Sreamng Engi ne: TCP i i ssi
213.57.12.56 | srael 147. 237. 72. 167 |i shuri maka. i df .i | mng tngine. 1 Invalid segnent retransmssion. Packet |, 6
Inval id Retransm ssion dr opped.
109. 253. 244. 130|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence nonitor |6
S reaning Engi ne: TCP SYN Dat a recei ved before SYN AXK was
50. 87. 144.145 |lhited Sates [147.237. 77. 216 |dover.idf.il .. 9 9 .. acknow edged. Sripping all packet drop 6
Mbdi fied Retransm ssion dat a.
46. 19. 86. 65 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 196 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 196 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.242  |israel 147.237.77. 226 "} chamatz.aka.1df |gaq TOP sequence Inval i d ACK number moni tor |4
46. 19. 85. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
2.53. 154. 63 I srael 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence I'nvalid ACK nunber monitor |4
46. 19. 85. 201 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
80.246.140.32  [Israel 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
46. 19. 85. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
2.53.154. 63 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 86. 236 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
46. 19. 85. 246 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST nonitor |3
S reamng Engi ne: TCP i i ssi
109. 226.17. 221 |Israel 147.237.77. 243 |mubi le.i o i1 mng tngine. 1 Invalid segnent retransmssion. Packet |, 3
Inval id Retransm ssion dr opped.
217.194.206.30 |[lIsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |3
46. 19. 85. 40 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |3
80.246.130.81 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |3
109. 253. 244. 130|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber nonitor |3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
188. 120. 134. 183l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
79.176.73. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
46.19. 86. 151 I srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |2
2.55.32.97 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber nonitor |2
77.138.52. 97 France 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
109. 253. 202. 89 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST nonitor |2




09-20-2016-08:04:05 to 09-20-2016-09:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.157 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 98
46. 19. 85. 202 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 50
46.19.86.9 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 42
182.42.48.192 |China 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 182. 42, 48. 192 B ock 17
182.42.48.192 |China 147.237.76.200|ei tan. aka. i df .i | PHP At t enpt Bl ock 6
213.8.115.172 |Israel 147.237.76.31 |nakchal .idf.il D stributed Waut horized HTTP Met hod B ock 4
37.26.149.181 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
185. 120. 124. 39 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut horized HTTP Met hod Bl ock 4
80. 246. 139. 229 |[Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
176. 13. 231. 142 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.28.13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
77.139.208.38 |France 147.237.72.166 |aka. i df . i | m“;:g | Czjfe_di I'\frtn:o:/ gﬁ /fn‘:'yun / mhyunder ugshi kul | m aspx B ock 2
213.8.115.172 |[lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed UR. Access to ww nakhal .idf.il/sip_storage/files/2/ |B ock
5. 29. 203. 40 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
79.178.47.109 | srael 147.237.76.42 |refuah.idf il ﬂ?&;g;r;éefz/ggcsi?etdﬂ ayout . css Bl ock 1
2.53.0. 49 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css |Bl ock 1
185. 120. 124. 39 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/sip storage/files/2/ Bl ock 1
91.231.193. 150 |[Israel 147.237.72.166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/gius Bl ock 1
66.249. 64. 124  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . il/1152-he/ chi nuch. aspx |Bl ock 1
31.210.187.83 |Israel 147.237. 72. 166 |aka. i df . i | shaut hort zed /'\':;jr:/’:i ;fg%efnoerr . a5 Bock |1
80.246.136.22 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
193.34.57.101 [l srael 147.237.72. 166 |aka. i df . i | L'u'ri%asl , i?r/tageeg?in(g:a;:g;;oibgcﬁi/ fm’j "V kapat 2/ /1 esi012 B ock 1
93.172. 148. 107 |l srael 147.237.72. 166 [aka. i df . i | Dstributed |llegal Byte Qde Character in URL B ock 1
Unaut hori zed URL Access to
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ mai n/ gi yus/ gener al . aspx?cat i d=58604&doci d=7355 |B ock 1
2
213.8.115.172 [israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 213. 8. 115. 172 Bl ock 1
182.42.48.192 |[China 147.237.76.200|ei tan. aka. i df . i | Unhaut hori zed Method HEAD for ww eitan. aka.idf.il/ None 1
46.19.86.176  |Israel 147.237.72. 166 |aka. i df . i | mn:k“gi??w;;r n/c;lig?:}cltplaggficBZﬁSfcph%char$ctI 8rin None 1
2.53.56. 16 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
195. 62. 53. 168 :ZZ::FI on 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to gnai | . condengi ne/| og. t xt Bl ock 1
176. 12. 130. 227 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
182.42.48.192 |China 147.237.76.200|ei tan. aka. i df .i | Lhaut hori zed URL Access to w ei tan. aka. i df.il/index. asp B ock 1
82.81. 105. 80 | srael 147.237.77. 226 }IW\:MI/ chamat z. aka. i d Lhaut hori zed URL Access to waww chanat z. aka. i df . i|/404. aspx B ock 1
62.0.98. 170 I srael 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.186.70 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
207.46.13.165 |lnited Sates [147.237.72.166|aka. i df.i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
79.176.79.215 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/nain/ B ock 1
46.19. 85. 73 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Unauthorized URL Access to ww kosher-kravi.idf.il/default.aspx |B ock 1
66.102. 9. 26 Lhited Sates |[147.237.72.166|aka.idf .il Uhaut hori zed Met hod PCST for aka.idf.il/nain/hone/ defaul t.aspx [B ock 1
212. 235. 103. 203 I srael 147.237.77. 234 |hal ag. i df . i | 'Izgll‘tzg?.r'?;egszﬁ‘mpgg:/s:h;oe &bl let L, gi Bl ock 1
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