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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
176.13. 2. 99 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 27
168. 235. 196. 91 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
212.25.74.130 | srael 147.237.77.216 dover.idf.il B ack List drop 3
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 112 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 62. 53. 168 Russi an Federation 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 f orward 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|lnetwork flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
51. 254, 131. 246 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
51. 254, 131. 246 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2




09-20-2016-07:04:00 to 09-20-2016-08:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

213. 162. 105. 152 147.237.77.176 Uni ted Ki ngdom nat pash. i df . Tehila - Perl LWP wth fake user agent 2
66. 249. 93. 66 147.237.76. 42 Eur ope refuah.idf.il ET SCAN NVAP -sA (2) 1
58.220.2.5 147.237.8. 24 Chi na elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 4. 85. 112 147. 237. 76. 198 Ger many e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.76. 30 Net her | ands hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
195. 70. 44. 28 147.237.77. 61 Hungary e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
164. 52. 227. 101 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 160. 155 147. 237.72. 167 Net her | ands i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74. 63. 246. 42 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 66. 173 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76. 34 Net her | ands yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
164. 52. 227. 101 147. 237. 8. 45 Lhited Sates e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
105. 102. 211. 202 147.237.77.216 Ageria dover.idf.il portscan: TCP Distributed Portscan 1
78. 46. 36. 168 147.237.76. 42 Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
105. 102. 211. 202|A geria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1210
168. 235. 196. 91 |[Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 78
195. 229. 120. 98 ;ii]rtaetdesﬁrab 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
37.26.149.132 [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Seacre reansm wehdifferent |onitor |15
37. 26. 149. 132 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 15
31.168.90.94  [Israel 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence mdﬁr::aslnlt wth different monitor |14
62. 0. 200. 202 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
37. 26. 149. 132 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 12
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
168. 235. 196. 91 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack noni t or 10
31.168.90.94  [israel 147. 237.77. 216 |dover i df .1 Bad TCP sequence v?':dgtvr:':;rzt wth different monitor |10
46. 19. 85. 131 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 6
213.57.109. 136 |[Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
84.111.120.9 | srael 147.237.77.233 |ata .idf.il Bad TCP sequence Invalid ACK nunber alert 5
84.111.120.9 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.53.143.99 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
157.55.30.87  |United Sates  |147. 237. 76. 200 |eitan aka icr. i1 [oF @M NG Bngine: TP Invalid invalid segnent retransmission. | 4
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 51 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46.19. 85. 131 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46. 19. 86. 143 | srael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
109. 67. 31. 20 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
79.177.165. 176 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
37.46. 38. 61 I'srael 147237, 72. 167 [i surimaka i i | | SAM NG Engine: TP Invalid  limvalid segnent retramsmission. | 3
Ret r ansni ssi on Packet dr opped.
66.249.66.21  |ited Sates  [147.237.77. 243 |nviteicp i1 | €AMNG Engine: T Invalid - invalid segnent retramsmssion. | 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 110 | srael 147.237.77. 243 |nobi le.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 2
89.139.207.93 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or 2
109. 253. 147. 149|l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber roni t or 2
46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
89.139. 207.93 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
173.252.74.99 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
37.26.149.132 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
203.83.20.138  |oroe MW 1147, 23777 216 |dover.ict.il  [Bad TCP sequence Inval i d ACK nunber moni tor |2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
5.22.134.228 I 'srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 152 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
46. 19. 85. 18 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
79.182.21. 84 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.138.52. 97 France 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 86. 213 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46.19. 86. 213 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46. 4. 120. 149 Ger many 147.237.76.197 [e.hinush.idf.il |Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf or cenent |drop 1
78. 46. 36. 168 Ger many 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.50 |Whited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
70. 45. 206. 227 Puerto Rco 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

Qount ry Target Address Sgnature Action ‘Count

46.19. 86. 42 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 33
176.13.6.76 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 12
209.88.198.1 |Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 9
209.88.198.1 |Israel 147.237.76.31 |nakchal .idf.il Mil tiple Unaut hori zed URL Access from 209. 88.198. 1 Bl ock 4
209.88.198.1 |[lsrael 147.237.76.31 |nakchal .idf.il |Wauthorized LR. Access to ww nakhal .idf.il/sip_storagel/files/4/ B ock 3
80. 246. 139. 229 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149. 196 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 2
66.249. 76. 112 |l srael 147.237.72. 166 |aka. i df . i | m“;gr: éfe.di I%aipﬁf;s;ust . ogi . aspx2od el 0got 0=0 Bl ock 1
84.229.59.201 |lsrael 147.237.77.216|dover.idf . il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm Bl ock 1
185. 89. 217. 230 |Net her | ands 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waww aka. i df.il/mai n/ gi yus/ bookl et's. aspx |B ock 1
2.53.3.39 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141. 226. 217. 71 |I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 73 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
195. 62. 53. 168 gz::tnl on 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to gnail . cond engi ne/ | og. t xt B ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to ww i df.il/defaul t.aspx B ock
31.154.19.5 I srael 147.237.77.216|dover . i df . i Mil ti pl e Wnaut hori zed URL Access from 31.154.19.5 B ock 1
157.55.39.51 |lhited Sates 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
84.109.18. 232 |l srael 147.237.76.42 [refuah.idf.il \/\L:/]\:\zurt(:‘ot:al\.za\?il %ffaflcle:ispjs? orage/ fil es/ 3/ 2823. pdf DODD NN NN Bl ock !
31.154.19.5 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/inages/ 1. he/ sear chback. png B ock 1
66.102.9. 26 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/nai n/ hone/ def aul t. aspx B ock
84.110.178.91 |Israel 147.237.72.166|aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
31.168.90.94 [l srael 147.237.76.31 |nakchal .idf.il ﬂ?f’;ggf;éf&gﬂ?‘pﬁtcgf:géﬁi | o5/ 8] 1668. doc Bl ock 1
180. 76. 15. 153 |Chi na 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx B ock 1

09-20-2016-07:04:00 to 09-20-2016-08:04:00




