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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
106. 186. 113. 132 Japan 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 41 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1




09-20-2016-06:04:07 to 09-20-2016-07:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
108. 59. 8. 70 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

193. 201. 227. 81 147.237.8. 28 kr ai ne e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
193. 201. 227. 81 147. 237.76. 199 krai ne e. nakchal .idf .i | ET SCAN Potential SSH Scan 2
46. 4. 120. 149 147.237.77. 212 Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 147. 237. 8. 46 Ukrai ne e.chinuch.idf.il ET SCAN Potential SSH Scan 1
46.4.85.112 147.237.77. 212 Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 147.237.77. 226 krai ne waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.8.14 Ukrai ne e.orchot.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.77.176 kr ai ne nat pash. i df . i | ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147. 237.0. 33 krai ne idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.0. 16 kr ai ne ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147. 237. 76. 148 kr ai ne gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
163. 172. 238. 45 147.237.72. 167 Uhi ted Ki ngdom i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 147.237.76. 44 Ukrai ne e.refuah.idf.il ET SCAN Potential SSH Scan 1
82.118. 236. 156 147.237.77. 226 Bul garia ww chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 147.237.72. 167 krai ne i shuri maka.idf.il ET SCAN Potential SSH Scan 1
69. 162. 69. 222 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 81 147. 237. 8. 50 krai ne e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
46.4.85.112 147.237.77. 233 Ger many atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 147. 237. 8. 45 Ukrai ne eeitanidf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.8.24 krai ne elifestyleidf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.77. 216 krai ne dover.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.0. 35 Ukrai ne akaws. i df .i | ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.77. 61 kr ai ne e.cogat.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147.237.0. 17 kr ai ne mny- kosher -kravi .idf il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 147. 237.76. 196 Ukrai ne e.svivaidf.il ET SCAN Potential SSH Scan 1
163. 172. 238. 45 147.237.77. 235 Uhi ted Ki ngdom svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 81 147. 237. 76. 147 krai ne chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
89. 248. 160. 155 147. 237. 8. 45 Net her | ands e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 81 147. 237. 76. 39 kr ai ne nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
78. 46. 36. 168 147. 237.77. 170 Ger many naar achot . i of . i | ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 147.237.72. 14 kr ai ne dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

2.53.134.82 I srael 147.237.77. 243 |mobile.idf .i | .. dro 30
Ret ransni ssi on Packet dr opped. P
79.178.180. 131 |Israel 147.237.72. 156 |anan.i df .i | dr op First packet isn't SYN drop 6
46. 19. 86. 90 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 86. 90 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 226. 26. 171 |Israel 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37.26. 147. 210 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 4
. . SWNretransmt wth different .
109. 66. 116. 89  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
84.109. 14.223 |lIsrael 147. 237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19. 86. 216 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert 4
109. 253. 243. 109l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 86. 216 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreaning Engine: TGP Invalid i i ssi
80. 246. 136. 250 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
84.111.122.96 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
Sreaning Engine: TGP Invalid i i ssi
157.565.39. 142 |lhited Sates |147.237.77. 243 |nobile.idf. il g =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
109. 253. 221. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
109. 253. 221. 69 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
108. 180. 145. 49 |Canada 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 215. 213l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
31.13. 110. 99 Irel and 147.237.77. 216 |dover. i df .i drop First packet isn't SN drop 2
. . SYNWACKK retransmt with .
109. 64. 168.57 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent vi ndow scal 6 noni t or 2
74.63.246.42  |Wited Sates |147.237.76. 197 |e. hinush.idf. il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
185. 20. 5. 157 z‘;;gom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 1
46.4.120.149  |Ger many 147. 237, 77. 227 |e. haraz. i of . | Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
109. 253. 215. 213|I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
104. 156. 240. 158|wnited Sates [147.237.77. 226 "‘f"l’“ chamatz. aka. i df 1N At t ack SYN -> SYN-ACK -> Timeout  |mnitor |1
218.22.211.69 [China 147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
66. 249. 69. 224 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212.122.60 |Uhited Sates [147.237.77.179|e.mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 4. 120. 149 Ger many 147.237.0.19 |nadi matal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
185. 20. 5. 157 LKTI;;(cijom 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout  |monitor |1
74.63.246.42  |Wited Sates |147.237.76. 198 |e. yohal an.idf il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46.4.85.112 Ger many 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or
79.178.180. 131 |[lIsrael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or
69.162. 69. 222 |Wnited States |147.237.72. 217 |e.idf. il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.61 |Uhited Sates |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 4. 120. 149 Ger many 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
109. 67.97.51 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
2.53. 156. 236 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
74.63.246.42  |Wited Sates |147.237.76. 199 |e. nakchal i df .l Geo- 1 ocati on enf or cenent i?olr gzi'mon I nbound drop 1
185.20.5.157  |Jted 147.237.77.74 [lawidf.il Bad TCP sequence SINWACK retransmt with monitor 1
Ki ngdom different wndow scal e
46.4.85. 112 Ger many 147. 237. 77. 212 |e. dover . i of .1 Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
106. 186. 113. 169|Japan 147. 237.72. 156 |anan. i df . i | SYN At ack SYN -> SYN-ACK -> RST noni t or 1
79.178.180. 131 |[lsrael 147.237.72. 156 |anan. i df . i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
74.63.237.154 |Uited Sates |147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 226. 217. 65 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |1
46.4.120.149  |Germany 147.237.77. 212 |e. dover. i df . i1 Geo- 1 ocati on enf or cenent Go- | ocati on i nbound drop 1
enf or cenent
2.55. 49, 154 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or
78. 46. 36. 168 Ger many 147.237.72. 167 |ishurimaka. i df .i| SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.199. 57. 205 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
176.13.17.167 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 20
46.19. 86. 65 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
60. 9. 180. 234 Chi na 147.237.77.216|dover.idf . il Mil tipl e Unhaut horized URL Access from 60. 9. 180. 234 B ock 17
60. 9. 180. 234 Chi na 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 6
113. 109. 24. 191 [Chi na 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed LRL Access from 113.109. 24. 191 B ock 6
113.109.27.69 |China 147.237.77.216|dover.idf . il Mil ti pl e Wnaut hori zed URL Access from 113.109. 27. 69 B ock 4
113. 109. 24. 191 [China 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 4
113. 109. 25. 151 |Chi na 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed LRL Access from 113.109. 25. 151 B ock 4
109. 66. 116. 89 |l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf .il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
113. 109. 25. 151 |Chi na 147.237.77. 216 |dover.idf.il PHP Att enpt B ock 1
113.65.21. 111 |Cnina 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from113.65.21. 111 Bl ock 1
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il |NULL Character in Header Nane at B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
113.109. 25.47 |China 147.237.77.216|dover.idf . il Mil ti pl e Wnaut hori zed URL Access from 113.109. 25. 47 B ock 1
113.65.21. 110 [China 147.237.77. 216 |dover . i df . i Dstributed PHP Attenpt B ock 1
106. 186. 113. 132|Japan 147.237.0.34 [tikshuv.idf.il [Abnormally Long Request nethod B ock 1
113. 109. 25. 151 |Chi na 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww idf.il/index.asp B ock 1
113.65.21. 111 [China 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to wwwuidf.il/about.asp B ock 1
NLLL Character in Method
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il [[[#0]]1cR[#O1][[#1]1[[#26]] +<M[#O11[[#U]1[[#O]1[[#011[[#101[[#O]1[[#0]1[[#0]1[ |8 ock 1
[HO ] [[#O1 [[#O1T [[#2] 1 [[#O1] [[#O1 [[#O]1[[#2]1[[#O1][[#0]]
66. 249. 76. 83 I srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v idf.il/elram B ock 1
113. 109. 25. 47  |Chi na 147.237.77.216|dover.i df . il Lhaut hori zed LRL Access to wwuidf.il/default.aspx Bl ock 1
113. 65.21. 110 |China 147.237.77. 216 |dover.idf .l Mil tipl e Unhaut hori zed URL Access from 113.65. 21. 110 B ock 1
106. 186. 113. 132|Japan 147.237.0.34 [tikshuv.idf.il |illega Byte Gode Character in Header Nane Bl ock 1
Unknown HTTP Request Met hod
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il [[#0]]1cR[#O] 1 [[#1] 1 [[#26] 1 +<M[#O] 1[[# 1 [[#O] 1 [[#O] 1 [[#U1[[#O1[[#O11[[#O11[ |B ock 1
[HO] [[#O [[#O] ] [[#] 1 [[#O1] [[#O]] [[#O] ] [[#]]1[[#O1][[#0]] in R
66.249. 76.102  |Israel 147.237.72. 156 |anman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
113. 109. 25. 151 |Chi na 147.237.77. 216 |dover.idf .l Distributed PHP Attenpt B ock 1
113.65.21.110 |China 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/contacts. asp B ock 1
Illegal Byte (de Character in Mthod
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il [[[#0]]1cR[#01][[#0]1[[#26]]1+<M[#O11[[#U]1[[#O]1[[#011[[#11[[#O]1[[#O]1[[#0]]1[ |8 ock 1
[#O1 ] [[#OIT[[#O1] [ [#A 1 [[#O1 ] [[#O11 [[#01] [[#2]]1[[#O]1[[#0]]
60. 9. 180. 234 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/index. asp B ock 1
113.109.27.69 [China 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwidf.il/index. aspx B ock
109. 65. 112, 198 |Israel 147.237.76.42 |refuah.idf.il m”: :fol:;.zafil .u:;f éflcle;sp_tsﬁ oragel 11 65/ 3/ 2623, pd hob b e Bock |1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
113.65.21.111 |China 147.237.77.216|dover.idf . il Dstributed PHP At tenpt B ock 1
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il [Malforned UR B ock 1
66. 249. 76. 57 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
113.109. 24. 191 |China 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/default.php B ock 1
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