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Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 4
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
147. 83. 29. 234 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195. 62. 53. 168 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 201. 227. 81 Lkrai ne 147.237.77.19 lawforumidf.il JLMPurple Gon Linit_Tcp drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
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162. 210. 196. 129 Lhited Sates 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
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At acker

Signature

Target Address ‘

Gountry
66.249.66. 176  [147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 312
66.249. 64. 124  |147.237.72. 166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 142
193. 201. 227. 81 |147.237.77. 235 |krai ne sviva idf.il ET SCAN Potential SSH Scan 2
193. 201.227.81 |147.237.76.86 |kraine navy.idf.il ET SCAN Potential SSH Scan 2
66. 249. 79. 99 147.237.77.170|Wnited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
125.130. 62. 100 |147. 237.0. 19 Okfrea' RepUbl i C ) i matal i i ET SCAN Potential SSH Scan 2
200. 6. 65. 102 147.237.8.45 |Ghile eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
24.173.213.138 [147.237.76.31 |lhited Sates |nakchal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125.213.243.10 |147.237.0.17 |Thailand mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
125.130. 62. 100 |147. 237.0. 35 g?rea, Republ i C | evs. i f i | ET SCAN Potential SSH Scan 1
193. 201. 227. 81 |147.237.77. 121 |Wkrai ne e navy.idf.il ET SCAN Potential SSH Scan 1
125.130. 62. 100 |147.237.0. 16 okfrea’ Republic) o vosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
193. 201. 227. 81 |147.237. 76. 198 |Wkrai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
115 214 107. 200|147, 237 76. 177 |cni ncore.i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . 1 ha 3 . .
Potential Scan or Brute Force
74.63. 246. 42 147.237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 |147. 237.72. 156 |kr ai ne aman. i df il ET SCAN Potential SSH Scan 1
193.201.227.81 |147.237.8.28 |kraine e. nobi | e-ks. i df.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237. 76. 201 LKJ?';:gom eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.160.222.18 [147.237.0.34 |South Africa [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125.213.243.10 |147.237.0.35 |Thailand akaws. i df . i ET SCAN NVAP -sS w ndow 1024 1
200. 6. 65. 102 147.237.8.27 |Giile e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
125.130. 62. 100 |147. 237. 0. 200 Okfrea’ RepUbl i C it i ET SCAN Potential SSH Scan 1
193. 201. 227. 81 |147.237.77. 227 |Wkrai ne e. hanaz.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 |147. 237. 76. 201 |kr ai ne eatal.idf.il ET SCAN Potential SSH Scan 1
192 54135 121 |147. 237 76.30 |Fri 11 poi nes hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . |11 | | L N .
PP Potential Scan or Brute Force
193. 201. 227. 81 |147.237.76. 177 |krai ne ncore. idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.0.19 |kraine madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 81 |147.237.76.34 |Wkraine yohal an.idf . il ET SCAN Potential SSH Scan 1
69.162.69.222 |147.237.77.74 |Lited Sates |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227.81 |147.237.72.14 |Wraine dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
193. 201.227.81 |147.237.0.16 |kraine ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
46.4.85.112 147.237.0.15 |Ger many kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
128.232.110. 28 |147.237.77. 227 Eimntgec(ijom e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
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A tacker
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212.179. 140. 133|lI srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
141. 0. 14. 228 Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 19
46. 19. 86. 63 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 247 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 247 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 23 | srael 147.237.76. 31 |nakchal .idf.il drop Frst packet isn't SYN drop 4
46. 19. 85. 230 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
66.249.76.106  |Lnited Sates [147. 237. 72. 166 |aka i of il Streamng Engi ne: TCP Inval id finvalid segnent retransnission. Pecket |y 3
Ret r ansni ssi on dr opped.
46. 19. 86. 63 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
77.138.128. 113 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
177.23.224.11 |Bazil 147.237.72. 217 |e.idf .il Geo- | ocati on enf or cement Geo-1 ocation inbound enf or cenent drop 2
68.180. 229. 223 |United Sates [147. 237. 76.86 |navy.idf. il Streamng Engi ne: TCP Inval id |invalid segnent retransnission. Packet |, o, 2
Ret r ansni ssi on dr opped.
197. 40. 80.214  |Egypt 147.237.77. 216 |dover. i df .i Bad TCP sequence noni t or
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
77.138.113. 155 |France 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Inval id |invalid segnent retransnission. Pecket |y 2
Ret r ansni ssi on dr opped.
141.212.122. 63 |lLhited Sates |147. 237. 76. 197 |e. hinush. i df . i | Geo- | ocati on enf or cement Geo-1 ocation inbound enf or cenent drop 1
197. 40. 80. 214  |Egypt 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber moni tor |1
138. 246. 253. 19 |Ger nany 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent drop 1
74.63. 246. 42 Lhited Sates |147. 237. 76. 177 |ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 86. 63 I'srael 147.237.76.31 |nakchal .idf.il Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission. Packet |, o, 1
Ret r ansni ssi on dr opped.
46. 4. 85. 112 Ger many 147.237.0.15  |kosher-kravi.idf.il |[SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
85. 250. 214. 228 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
46. 19. 86. 23 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 1
197. 40. 80. 214  |Egypt 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |1
138. 246.253. 19 |Ger many 147.237.8.50 |e.tikshuv.idf.il |Geo-|ocati on enfor cenent Geo-l ocati on i nbound enf or cenent drop 1
75.76.248. 31 Lhited Sates |147.237. 72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46.10.86.63  |Israel 147.237.76.31 |nakehal.idf.il  |Bl ock HTTP Non Conpl i ant e :zaidﬁrrfegze":tt detected: Ilegd| oo |1
46. 4. 85. 112 Cer many 147.237.0. 33 idf.il dr op drop 1
108. 184. 188. 229|Unhited Sates |147.237. 72. 167 |ishurimaka.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 1
69.162. 69. 222 |Lhited Sates |147.237. 76. 148 |gqcenter. aka.i df . i | |dr op drop 1
46. 19. 86. 23 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
199. 241. 27. 33 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 4. 85. 112 Cer many 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
197. 40. 80. 214  |Egypt 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 1
109. 64. 111. 57 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.63. 237. 154 Lhited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.62 |lhited Sates [147.237.76. 197 |e. hinush.idf.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
197. 40. 80. 214  |Egypt 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
123.125.71. 84 Chi na 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
74.63. 246. 42 Lhited Sates |147.237. 76. 34 |yohal an.idf.il dr op drop 1
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79.176.27.83 |[Israel 147.237.0.19 |[nadimatal .idf.il |Suspicious Response Code B ock
84.95.208.20 |[lIsrael 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock
46.19. 86. 63 I srael 147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method .; in URL _pk_ses. 119. 2366=* B ock
5. 3. 236. 34 gz:::t”l o 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147.237.76. 42/ B ock 1

Russi an nobi le.neitav.idf.i _ , _
195. 62. 53. 168 . 147.237.76. 39 Unaut hori zed URL Access to gnai | . comd engi ne/ | og. t xt B ock 1

Federati on |
46.19. 86.247  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
84.95.208.20 |[lIsrael 147.237.77.74 |lawidf .il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock
40.77.167.73 |Wited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock

. . Uhaut hori zed URL Access to
213.57.13.153 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
Paraneter Type Mol ation
73.165.154.36 |[Lhited Sates |147.237.77.216|dover.idf.il ct1 00$Cont ent P acetbl der 1$ucArti ¢l eLobbyCont rol $txt Search in B ock 1
wa i df . i | /1283- en/ dover . aspx
. . Uhaut hori zed URL Access to

84.95.208.20 |[lIsrael 147.237.77.74 |lawidf.il v | awi df i1/t enpl at es/ general / pi wi k. php Bl ock 1
46.19. 86. 63 I srael 147.237.76.31 |nakchal .idf.il Illegal HITP \ersion B ock 1
217.69. 133. 247 :3::;”' on 147.237.77.216|dover. i df .il Unaut hori zed URL Access to ww i df.il/newsite/english/nain. asp B ock 1
73.188.157. 161 |Lhited Sates  [147.237.72. 166 |aka. i df .i | Unaut hori zed Met hod PCST for waw aka. i df.i|/sachar Bl ock 1
91. 108. 178. 210 [Sweden 147.237.77.234|hal ag. i df . i | Distributed PHP Attenpt B ock 1
46.19. 86. 63 I srael 147.237.76.31 |nakchal .idf.il Mal formed URL _pk_ses. 119. 2366=* B ock 1
91. 108. 178. 210 |Sweden 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogistics.atal.idf.il/wo/wp-Iogin. php |B ock 1
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