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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195. 62. 53. 168 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-trafl forward 1
128.223. 8. 112 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

121. 32. 129. 130 147.237.77. 212 Chi na e.dover.idf.il GPL SCAN nmap TCP 2
46.120. 122. 219 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth Wser Agent 2
74. 63. 246. 42 147.237.77. 243 Lhited Sates nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
74.63. 237. 154 147.237.8. 28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
54.249.13. 70 147.237.77.170 Japan naar achot . i df .| ET SCAN NVAP -sS w ndow 1024 1
46. 4. 120. 149 147. 237.76. 176 Ger many test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
74. 63. 246. 42 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 79. 99 147.237. 77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
41. 248. 236. 112 147.237.77. 235 Mor occo sviva idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
157.55.39.66  |Wited Sates |147. 237. 7. 243 |nubil e.i df .i g =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dropped.
93.104. 215. 125 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
187. 65.170. 100 |Brazil 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
93.104. 215. 125 |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 2
46. 19. 85. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
154. 105. 120. 245|Tuni si a 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
78. 46. 36. 168 Ger many 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
213.57.165. 175 |l srael 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
46. 19. 86. 83 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
154. 105. 120. 245|Tuni si a 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
78. 46. 36. 168 Ger many 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
138.246. 253. 19 |Ger many 147.237.0.17 ;nlnly kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST monitor |1
74.63.237.154 |uwited Sates [147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
R . Geo-1 ocati on i nbound
78. 46. 36. 168 Ger many 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent onf or coment drop 1
141.212.122.57 |Wited Sates [147.237.76. 176 |test. ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.63.237.154 |Whited Sates |147.237.8.28 |e.nobileks.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
78.46.36.168  |Ger many 147.237.76. 202 |e. hal ag. i df . Geo- 1 ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.58 |Uited Sates |147.237.76. 176 |test.ncore.idf.il SYN At ack SYN -> SYN-ACK -> RST moni t or 1
74.63.246.42  |Wited Sates |147.237.8.50 |e.tikshuv.idf. il Geo- | ocati on enf or cenent ﬁ?;}iggi'mon I nbound drop 1
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|Top Attackers In V\AF|

At t acker . Devi ce
Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
100.2.212.58  |wited Sates  [147.237.72. 166 |aka. i df .i | Distributed Whauthori zed Method for Known UR. on B ock 2
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
46. 19. 86. 234 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to ww chi nuch. aka. i df . i|/404. htm B ock 2
195. 62. 53. 168 RJSIS:;ni on 147. 237. 76. 147 |chi nuch. aka. i df . i |Waut hori zed URL Access to gnai | . comd engi ne/ | og. t xt B ock 1
66. 249. 76. 75 | srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
: . . Unknown Paraneter 136c¢d360 in
157.55.39.7 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai r/ hone/ def aul t . aspx None 1
207.46.13.1 Lhited Sates 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249.76.115 |[Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
157.55.39. 173 |Uhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vww navy. i df.il/nai n/ gi yus B ock 1
67.170.100. 194 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for waw aka. idf.il/ishurimmain/ B ock 1
191. 101. 153. 146|United Sates 147.237.77.233|atal .idf .il PHP Att enpt B ock 1
191. 101. 153. 146|Lhited Sates 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to waw atal . idf.il/wp/wp-1ogin. php B ock 1
Russi an . ] D stributed Uhaut hori zed Met hod for Known URL on
109. 63. 232. 247 er ati on 147.237.72. 166 [aka. i df . i | v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
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