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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 208. 4. 99 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
141.212.113.178 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 St zerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
131.247.2. 241 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 35 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger many 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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Potential Scan or Brute Force

180. 213.5. 205 |147.237. 77. 243 [Chi na nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69.162. 69.222 |147.237.0.200 |Uhited Sates |mdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
41.230.31.128 |147.237.76. 147 |Tuni sia chi nuch. aka. i df i ET SCAN NVAP -sS wi ndow 1024 1
178. 238. 237. 157|147. 237.8.50  |Ger many e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218. 200. 137 [147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
41.230.31.128 |147.237.76. 147 |Tuni sia chi nuch. aka. i df il ET SCAN NVAP -sS wi ndow 3072 1
14.176.111. 95 |147. 237 76. 197 M et nam o himshidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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A tacker

Attacker Address count ry Target Address |Ste Signature

79.179.114.62  |Israel 147. 237. 72. 156 |anan. i df .i | SYN At ack SYN -> SYN-ACK -> RST nonitor |25

185. 32.179. 221 |Israel 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout aert

185.32.179. 221 |Israel 147.237.72. 166 |aka i of .i | SYN At ack SYN -> SYN-ACK -> Ti meout noni t or

185.32.179. 221 |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SINGACK retransmt with moni tor |9
different w ndow scal e

187. 65. 170. 100 |Brazil 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

. . . SYNWAXK retransmt with .

187. 65.170. 100 |Brazil 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 2

93. 104. 215. 125 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2

83.238.94.247 |Pol and 147. 237. 77. 227 |e. haraz. i f . | Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent

Sreaning Engine: TGP Invalid i i ssi
213.57.165. 175 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i g =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.

93.104. 215. 125 |Ger many 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2

169.229.3.91  |Wited Sates [147. 237. 77. 227 |e. haraz. i of .11 Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent

141.212.122.50 |wited Sates |147. 237. 77. 121 e. navy. i df . i Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent

69. 162.69. 222 |Wnited Sates [147.237.0.200 |mauidf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent

169.229.3.91  |wited Sates [147.237.8.28 |e.mbile-ks.idf.il  [Geo-1ocation enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent

46.4.85. 112 Ger many 147.237.8.27 |e.madimatal.idf.il |Geo-1ocation enfor cement Geo-I ocat i on i nbound drop 1
enf or cenent

141.212.122.51 |wited Sates |147. 237. 77. 121 e. navy. i df . i Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent

69.162. 69.222 |Wited Sates |147. 237. 77. 243 |nobil e.idf .il SYN At t ack SYN -> SYN-ACK -> RST nonitor |1

169. 229.3.91 Lhited Sates |147.237.76.86 |navy.idf.il dr op SAMrul e drop

106. 186. 113. 169|Japan 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or

o . Geo- | ocati on i nbound

46.4.120.149  |Ger many 147.237.72. 217 |e.i of .il Geo- | ocati on enf or cenent enf of Conpnt drop 1

141.212.122.57 |ited Sates [147.237.0. 16 i”ly'kOSher'kraV"'df' SYN At t ack SYN -> SYN-ACK -> RST monitor |1

213.57.165. 175 |Israel 147.237.77. 243 |nobil e.i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or 1

169. 229. 3. 91 Lhited Sates |147.237. 76. 200 |eitan. aka.idf.il drop SAMrul e drop 1

109. 253. 243. 152|i sr ael 147. 237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1

46. 19. 86. 215 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber noni t or 1

141.212.122.58 |Uhited Sates [147.237. 0. 16 inly'kOSher'kraV"'df' SYN At t ack SYN -> SYN-ACK -> RST monitor |1

169. 229. 3. 91 Lhited Sates |147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1

120. 132. 84. 157 |Chi na 147.237.76. 202 |e. hal ag.i df . i Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent

46. 19. 86. 234 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1

169. 229. 3. 91 Lhited Sates |147.237.0.33 |idf.il drop SAMrul e drop 1
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37.26.147.229 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
67.170.100. 194 |Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for www aka.idf.il/ishurinmai n/ B ock 2
207.46.13.115 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
82.80.187.50 |lsrael 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt Bl ock 1
66.102.9.6 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method POST for www aka. i df.il/mai n/home/ defaul t.aspx |Bl ock 1
82.80.187.50 |[Israel 147.237.77.216|dover. i df . il D stributed Waut hori zed URL Access on waw i df .il/wp- 1 ogin. php B ock 1
66.249.75.32 |lsrael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
84.108. 87.238 |Israel 147.237.77. 216 |dover . i df .i | PHP At t enpt B ock 1
66.249.76.70  [israel 147.237. 72. 156 |anan. i df .i | shaut hor| zed LR Access 10 2o 6 abp-i { 6- 45506 at | on Bl ock 1
84.108. 87.238 |lsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wa i df.il/wp-1ogin. php B ock 1
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