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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
182. 255. 0. 4 | ndonesi a 147.237.77. 235 svivaidf.il JLMPurple Gon Linit_Tcp drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
183. 60. 48. 25 Chi na 147.237.77.176 nat pash. i df .i | JLMPurple Gon Limt_Tcp drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
182.255.0. 4 | ndonesi a 147.237.77. 243 nobi | e.idf.il JLMPurple Gon Linit_Tcp drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Swi t zer| and 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
182.255.0.5 | ndonesi a 147.237. 77. 205 prisha.idf.il JLMPurple Gon Linit_Tcp drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sntzerl and 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
165. 242. 90. 129 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
182.255.0.5 | ndonesi a 147.237.77.234 hal ag.idf.il JLMPurple Con Limt_Tcp drop 1
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
122.224.153. 109 Chi na 147.237.0. 34 tikshuv.idf.il JLMPurple Gon Linmit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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91. 121. 222. 79 147.237.72.166  |France akaidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
182. 255. 0. 4 147. 237. 0. 200 I ndonesi a rdlu, i dff i | ET SCAN Potential SSH Scan 2
183. 60. 48. 25 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
182. 255.0. 6 147.237.76.148 |l ndonesi a ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
182.255.0.5 147.237.76. 30 I ndonesi a hi nush. i df il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.77.179  |Wkraine e nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.77.179  |Wkraine enazi.idf.il ET SCAN NVAP -f -sS 1
74.63. 237. 154 147.237.76.200 |wnited Sates eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.116. 72. 226 147.237.77.178  |Sweden e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 79. 107 147.237.77.170 |lnited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147.237.77.216 |China dover.idf.il ET SCAN Potential SSH Scan 1
182. 255. 0. 6 147.237.77.170 [l ndonesi a maar achot . i df . i | ET SCAN Potential SSH Scan 1
182.255.0.5 147. 237.76. 34 I ndonesi a yohal an.idf.il ET SCAN Potential SSH Scan 1
182.255.0.5 147.237.72.217  [Indonesi a eidf.il ET SCAN Potential SSH Scan 1
128. 232. 110. 28 147.237.76.198 |United Ki ngdom e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.77.179  |Wraine e.nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
212.116. 72. 226 147.237.77.178  |Sweden e. mat pash. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
74.63.237. 154 147.237.0.16 Lhited Sates ny- kosher - kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
212.116. 72. 226 147.237.77.178  |Sweden e. matpash.idf.il ET SCAN NVAP -f -sS 1




09-20-2016-02:04:01 to 09-20-2016-03:04:01

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
St ream ng Engi ne: TCP i i ssi
109. 253. 214. 183 srael 147.237.77. 243 |nobi l e.i df .| mng tngine: Invalid segnent retransmssion. drop 15
Inval i d Retransmssion Packet dropped.
Russi an wan chanat z. aka. i df . |[S{ream ng Engi ne: TCP TCP segnment out of maxi num
109.237. 111. 200 Federati on 147.231.71. 226 il Segnent Linmt Enforcenent [allowed sequence. Packet dropped. drop o
185. 32.179. 221 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout monitor |8
. . SYNPAXK retransmit with different .
185. 32.179. 221 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence wi ndow scal e monitor |8
Russi an ! o S ream ng Engi ne: TCP TCP segment out of maxi mum
109. 237. 111. 200 22~ 147. 237. 76. 147 [chi nuch. aka. i df . i | Segnent Limit Enforcement |alloved sequence. Packet dropped drop 6
Russi an Do St reaning Engi ne: TCP TCP segnment out of maxi num
109. 237. 111. 200 ration 147.237.77.74 |lawidf.il Segment Linit Enforcenent al | oved sequence. Packet dropped. drop 6
Russi an o S ream ng Engi ne: TCP TOP segrment out of maxi num
109. 237. 111. 200 eration 147.237.0.15  |kosher-kravi.idf.il Segnent Limit Enforcenent |allowed sequence. Packet dropped. drop 5
46.19. 85. 10 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |4
i . - i.id|SSreamng BEngi ne: TCP i
109. 237. 111. 200 Russi an 147.237.0 17 m.r'ry kosher - kravi .id g. .9 TCP segnent out of nmaxi mum drop 3
Feder ati on flil Segnent Limt Enforcenent [allowed sequence. Packet dropped.
Russi an . S St reaming Engi ne: TCP TCP segnent out of maxi num
109. 237. 111. 200 Federat i on 147.237.76. 200 |ei tan. aka.i df . il Segnent Limt Enforcenent |alloved sequence. Packet dropped. drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
St ream ng Engi ne: TCP i i ssi
46.19.85.178  |israel 147.237.77. 243 |nobi l e, i df .1 mng tngine: Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.55.11. 182 I'srael 147.237.77. 243 |robi L e. i of .| mng tngine: Invalid segnent retransnission drop 3
Inval i d Retransnissi on Packet dropped.
43, 227.229. 103 |S ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46.19. 86. 121 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST nmoni t or
Russi an - Streamng Engi ne: TCP TCP segnent out of naxi mum
109. 237. 111. 200 oo - 147.237.77. 176 |nat pash. i df . i | Segnment Limit Enforcement |alloved sequence. Packet dropped drop 2
123. 30.135. 177 |Vietnam 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcement |drop 2
69. 47.51. 19 Lhited Sates [147. 237.72. 156 |anan.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
69.47.51.19 Lhited Sates [147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
169. 229. 3. 91 Lhited Sates [147.237.77.235|svivaidf.il drop SMrul e drop 1
74. 63. 246. 42 Lhited Sates [147.237.77. 178 |e. nat pash.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
141.212.122. 48 |Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
69.162.69.222 |lLhited Sates |147.237.76.202|e.halag.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcement |drop 1
109. 237. 111. 200 RJSf;:I”i on 147. 237. 77. 227 |e. hanez. i of . i | Geo- | ocati on enforcement  |Geo-location inbound enforcenent |drop 1
109. 237. 111. 200 R‘SIS:;”i o 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enforcement  |Geo-location i nbound enforcenent |drop 1
187.185. 220. 50 |Mexi co 147. 237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> Ti meout monitor |1
5.102. 253. 92 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
Russi an m ny- kosher-kravi .id . .
109. 237. 111. 200 ration 147.237.0. 17 £l Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.72.217 |e.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 1
74.63.237.154 |lnited Sates |147.237.76.200 |eitan aka.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
122. 224. 153. 109|Chi na 147.237.0.33 [idf.il drop drop 1
69. 47.51. 19 Lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout mnitor |1
218.29.231.23 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |1
46. 4.85. 112 Ger many 147.237.0.17 ;”I”Iy kosher-kravi.id|oyn At t ack SYN -> SYN-ACK -> RST monitor |1
Russi an . .
109. 237. 111. 200 erati on 147.237. 76. 148 |ggcent er. aka. i df . i | drop drop 1
176. 13. 236. 244 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
74.63. 246. 42 Lhited Sates [147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122.61 |Uhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enforcenent |drop 1
69.162.69. 222 |tnited Sates |147.237.77.226 ;’“I‘”"‘Cha”atz' aka idf- oy At ack SYN -> SYN-ACK -> RST monitor |1
109. 253.196. 61 |l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
62.234.8.60 Net her | ands 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 237. 111. 200 RJSf;:I”i on 147. 237.76. 200 |ei tan. aka. i df . Bad TCP sequence Inval i d ACK nunber monitor |1
188. 120. 154. 73 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
169.229.3.91 Lhited Sates [147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
5.102. 253. 92 | srael 147.237.77. 243 |nobi | e.i df . i | drop Frst packet isn't SYN drop 1
74.63.237.154 |lnited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
122. 224. 153. 109|Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |1
69.162.69. 222 |lnited Sates |147.237.0.17 ]["I"Iy kosher-kravi. Td|qyN At t ack SYN -> SYN-ACK -> RST nonitor |1
109. 237. 111. 200 R‘Sf;:t”i o 147.237.76. 196 |e. sviva i df . i Geo-| ocati on enforcement  |Geo-location i nbound enforcenent |drop 1
185.3.147.223 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Oount
176. 13. 233. 135 |l srael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 62
203.45.80.198 |Australia 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishuriniexanpcert/ B ock
66.249.76.83 |Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wan i df.il/894-he B ock
87.69.179. 197 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1250- he/ at al . aspx Bl ock 1
Russi an . . Unaut hori zed Met hod PCST for
213.59.174.91 | o o 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ i) ui ndt enpl at es/ i nner . asp Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | vown aka, i o i |/ val t and asp/ per sonal ent r ance. asp B ock 1
68.180. 229. 223 |Lhited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ati on PageNumin waw i df . il/1381- he/ dover. aspx |[B ock 1
191.96.143.19 |lnited Sates 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 69. 224 B ock 1
76.78.206.192 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for ww aka. i df.il/drushi m B ock 1
191.96.143.19 |lnited Sates 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal .idf.il/wo/wp-1ogin. php B ock 1
66.249. 69. 224 |1 srael 147.237.77. 216 |dover. i df . i | thaut hor | zed URL Access to . B ock 1
wwy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/
. . Paraneter Read Qhly Molation in
79.177. 225. 167 |l srael 147.237.72. 166 |aka. i df . i | vy aka i df i 1/ti znor et/ f aqy def aul t. asp None 1
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