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Top Attackers
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 5
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 29. 178. 14 Pol and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger nany 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 2
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger nany 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
202. 4. 2.148 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
202. 4. 4.147 Phi | i ppi nes 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
194. 254. 215. 12 F ance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 4
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address

|Tar get Address Attacker Qountry Ste

Signature

66. 249. 79. 103 147.237.77.170 |lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 3
74. 63. 246. 42 147.237.77.170 |Lhited Sates naar achot . i df . il ET SCAN NMAP -sS wi ndow 1024 1
74.63. 237. 154 147.237.77.212 |wnited Sates e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
69. 162. 69. 222 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
128.199. 254. 234  |147.237.76.200 |9 ngapore eitan. aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
78. 46. 36. 168 147.237.8. 45 Ger many eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
74. 63. 246. 42 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.63. 237. 154 147.237.0.15 Lhited Sates kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
128. 232. 110. 28 147.237.76.198 |united Ki ngdom e.yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 237.111. 200 |147.237.77.234 |Russian Federation |halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1




09-20-2016-01:09:39 to 09-20-2016-02:09:39

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

SYNFAK retransmit with different

Action

‘Count

73.179. 153. 86 Lhited Sates |147.237.72.166|aka.idf.il Bad TCP sequence Vi ndow scal e noni t or 12
73.179. 153. 86 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
46. 19. 86. 183 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
23. 27. 45. 227 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 10 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
65.113. 49. 85 Lhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
65.113.49.85  [Uited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence mﬁsg ;a”S"“ wehdifferent | oonitor |3
46. 19. 85. 36 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 2
46.120.93.206 | srael 147. 237. 77. 243 |nobi l e.i df .i | Streamng Engi ne: TCP Inval i d finvalid segnent retransmission. Packet | 2
Ret ransm ssi on dr opped.
172.56.7.73 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 36 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 86. 121 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 248 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
69.162.69.222 |lhited Sates |[147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
141.212.122.63 |Uited Sates |[147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent drop 1
109. 237. 111. 200 g;z:;nl on 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |1
74. 63. 246. 42 Lhited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
138. 246. 253. 19 |Ger many 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 4. 120. 149 Ger many 147. 237. 76. 148 |gqcent er. aka. i of . i |dr op drop 1
106. 186. 113. 169|Japan 147.237.77. 121 |e. navy. i df .i| Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent drop 1
2.53.158. 94 | srael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.63.237.154 |wnited Sates [147.237.77.212|e dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 1
69. 162. 69. 222 Lhited Sates |147.237.77. 170 |maarachot.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op SAMrule drop 1
109. 237. 111. 200 2;2::3 o 147. 237.77. 216 |dover. i df . ?e;rerz:lt n?_i Ir_:::?l r;:f (;I;?::;nent ;Clpov\seedgg‘;zse&‘g cF’faC::tXi d’:‘;g“pe 4 drop 1
46. 4. 85. 112 Cer many 147.237. 8. 45 eeitanidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.63. 246. 42 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.63.237.154 |lhited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST nmoni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76. 147 |chinuch. aka.idf.il [dr op SAMrul e drop 1
141.212.122. 48 |Uhited Sates |[147.237.76.198|e.yohalan.idf.il |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
108.29.132. 251 (lLhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 1
5.86.3.31 Italy 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
74.63. 237. 154 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
173.35.169.75 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
69. 162. 69. 222 Lhited Sates |147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169.229. 3. 91 Lhited Sates [147.237.8.24 |elifestyle.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent drop 1
109. 253. 222. 60 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 1
46. 4. 85. 112 Cer many 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74. 63. 246. 42 Lhited Sates |147.237.77.227|e. hanaz.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
74.63.237. 154 Lhited Sates |147.237.0.33  |idf.il dr op drop 1
169. 229.3.91 Lhited Sates |147.237.77.74 |lawidf.il dl’Op SAMrul e drop 1
141.212.122.54 |lhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19.85.19 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
108. 29.132. 251 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
5.86.3.31 Italy 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
74.63.237. 154 Lhited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
199. 212. 66. 27 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
69. 162. 69. 222 Lhited Sates |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count

176. 13. 233. 135 [l srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock 12

: . . Unaut hori zed Met hod PCST for
23.27.45.227 |Whited Sates [147.237.72.166|aka.idf.il vow aka i f i 1/ mai n/ il Ui v about . aspx B ock 2
176.13.233.7 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ 960. css  |B ock 1

. . Unhaut hori zed Met hod HEAD f or

46.4.74. 42 Ger many 147.237.72.166 [aka. i df . i | ww aka. i df . i 1/brot hers/ ski ral defaul t . asp Bl ock !
217.132. 63. 221 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.108. 87.238 |Israel 147.237.76.86 |navy.idf.il PHP At enpt Bl ock 1
66.249.76.79 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
84.108. 87.238 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vww navy. i df.il/wp-1ogin. php B ock 1

i wwv, chamat z. aka. i d
181. 215. 98. 148 |Lhited Sates |147.237.77.226 i PHP Attenpt B ock 1
69.116.75.74 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock
87.69.179.197 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx Bl ock

www. chanat z. aka. i d i
181. 215. 98. 148 |Wited Sates |147.237.77.226| . Wnauit hori zed LRL Access to . Bl ock 1
f.il wan chamat z. aka. i df . i |/ wp/ wp-1 ogi n. php

: . . Unaut hori zed Met hod PCST for
73.7.32.83 Lhited Sates |147.237.72.166|aka.idf.il vow aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1

: . . D stributed Lhauthorized URL Access on
157.55.39. 50 United Sates |147.237.77.233|atal .idf. il vwwy at al . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
207.46.13.115 |Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
79.180.54.55 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 127.0.0. 1/ cal | back. j son B ock 1
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