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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 5
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223.8. 111 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
134.197. 113. 3 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 St zerl and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 2
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
108.59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP: mgj estic bot Per nit 2
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 2
46.165. 197. 142 Ger nany 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per it 2
151. 80. 31. 160 France 147.237.0. 34 tikshuv.idf.il |Ccl000146: HITP. AhrefBot craw er B ock 1
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128.232.110. 28 |147.237. 76. 38 LKJ?';;gom e.eneitav.idf.il ET SCAN Potential SSH Scan 2

14.186. 69. 222  |147.237. 76. 200 |M et nam eitan aka.idf.il ET SCAN NVAP -sS w ndow 2048 1

164.52.227.101 |147.237.76.197 |Lhited Sates |e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1

163. 172. 177. 160|147. 237. 76. 199 E;Ir:;cci]om e. nakchal i df i ET SCAN Potential SSH Scan 1

89. 248.172. 103 |147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

89.248.172.103 [147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

50. 62.22. 73 147.237.77.226 |thited Sates |wwu chamatz. aka.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1

o _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

49. 145. 239. 183 |147.237.76.39 |Phili ppi nes nobi | e.nei tav.idf.il . 1
Potential Scan or Brute Force

42.112.28.187 [147.237.77. 212 |V et nam e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1

14.186. 69. 222  |147.237. 76. 200 |\ et nam eitan aka. idf.il ET SCAN NVAP -f -sS 1

164.52.227. 101 |147.237.76. 147 |Uhited Sates |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1

138.59.200. 75 |147.237.77.216|Brazil dover.idf.il ET SCAN NVAP -sS w ndow 1024 1

L ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2

109. 253. 209. 135|147. 237. 76. 42 [I srael refuah.idf.il 1
DDos attack

89. 248.172. 103 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

. L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,

71.110.53.226 |147.237.77.205|Whited Sates |prishaidf.il . 1
Potential Scan or Brute Force

50.62.22.73 147.237.77. 226 |Wnited Sates |wwchamatz.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1

46. 19. 85. 215 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

2.53. 46. 187 I srael 147.237.77. 243 |nobi l e. i df . i | o dro| 60
Ret r ansni ssi on Packet dropped. P
Sreaning Engine: TCP Invalid i i ssi
217.132.99.86 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransnission. drop 30
Ret r ansmi ssi on Packet dropped.
73.69.21. 69 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |11
: . . SYN+AK retransmit with different .
73.69. 21. 69 Lhited Sates 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence wi ndow scal e monitor |11
73.69.21.69 Lhited Sates 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
185. 28.18. 242 |Pol and 147. 237. 72. 156 |aman. i df . i | drop First packet isn't SWN drop 10
Sreaning Engine: TGP Invalid i i ssi
109. 253. 228. 124/ srael 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dropped.
Sreaming BEngine: TP Invalid i i ssi
46.19.86.186  |Israel 147. 237. 72. 167 |i shuri maka. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
46.19.85. 1 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence Inval i d ACK nunber nonitor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
176.13. 21. 86 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |6
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
176.13.237.33  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |5
46.19. 86. 138 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i ssi
37.142.193.7  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
213.8.204.56  |Israel 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
109. 253. 209. 119l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
89. 34. 56. 246 'F;zz'bl 1M 1147, 237 77. 176 |marpesh.icf i1 [Bad TCP sequence Inval i d AGK nunber al ert 3
Iran, Islamc . . . .
89. 34. 56. 246 Republ i ¢ of 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence Invali d ACK nunber monitor |3
Sreaning Engine: TAP Invalid i i ssi
40.77.167.14  |Wited Sates  |147.237.77. 243 |nobile.idf. il g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
109. 253. 209. 119l srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST mnitor |2
37.26.149.137 |[Israel 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
85. 64. 54. 54 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2
46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 133. 102|l sr ael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
62.201. 219. 91 Irag 147.237.72. 217 |e.idf.il Geo-1 ocati on enf or cenment Geo- | ocati on i nbound enf or cerent drop 2
46. 19. 85. 48 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 2
5.22.134.75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
46.19. 86. 143 | srael 147.237.77. 176 |nat pash. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 2
78.240.113. 198 |France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
46. 19. 85. 48 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |2
78.240.113. 198 [France 147.237.77. 216 |dover. i df .i | Bad TCP sequence SINACK retransmt with different | oniior |2
w ndow scal e
87.71. 36. 189 | srael 147.237.77. 216 |dover.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
84.108.224.16 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
85. 64.231.143 |[Israel 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
169. 229. 3. 91 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-| ocation enf orcenent Geo-l ocati on inbound enforcenent  |drop 1
79.178.100.43 |lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST mnitor |1
109. 237. 111. 200 R‘Sf:;”ion 147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
195. 154. 14. 134 |France 147.237.0.33 |idf.il drop drop 1
46. 19. 86. 40 | srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 13. 242. 241 |l srael 147.237.77. 243 |nobi l e.i df . il drop Frst packet isn't SYN drop 1
141.212.122. 61 |lnited Sates 147.237.0.35 |akaws.idf.il drop drop 1
74.63.246. 42 Lhited Sates 147.237.76.202|e.halag.idf.il CGeo-| ocati on enf or cenent Geo- | ocation i nbound enforcenent  |drop 1
Russi an S S reanming Engi ne: TCP TCP segnment out of maxi num
109. 237. 111. 200 Federat i on 147.237.76.86 |[navy.idf.il Segment Linit Enforcenent al | oved sequence. Packet dropped. drop 1
213.57.243.34 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
50.184.163.91 |[Lhited Sates 147.237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
Russi an o
109. 237. 111. 200 o 2 147.237.0.33 [idf.il drop drop 1
87. 69. 36. 187 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout mnitor |1
169.229.3.91 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il [drop SAMrul e drop 1
2.55.4.251 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
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Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
79.178. 60. 37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 60
77.139. 233. 184 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 77.139. 233. 184 B ock 2
109. 253. 228. 124]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
2.53.47.183 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/dover/sit e/ mai npage. asp B ock 2
66. 249. 69. 224  |Israel 147.237.77. 216 |dover . i df .i | Paraneter Type M ol ation aspxerrorpath in wanidf.il/error.htm B ock 1
212.150.214.90 |[israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77 138. 166. 207 |France 147.237.72. 166 |aka. i df .i | Unknown _Para}rret er ctl 00$ct | 00$(_:phMa| n$cphSachar $ct 175 in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
46.19. 86. 40 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 1
92.241.32. 26 Jor dan 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
66.249. 69. 224 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ watch B ock 1
77.139.103.137 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . il/mai n/ sachar B ock 1
46.19.86.175  |[israel 147. 237. 72. 166 |aka. i df . i | IIlegal Byte Qde Character in LR /nainkapat2//resi0l2 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
93.173.212. 214 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/scripts/css3pie. htc B ock 1
. . Unhaut hori zed URL Access to
66.249.75.32  |Israel 147.237.77. 216 |dover. i df . il 147.237.77. 216/ 1133- 21616- he/ i df gdover . aspx B ock 1
] ; ; Unaut hori zed Met hod PCST for
66.102. 6. 21 Lhited Sates |147.237.72.166|aka.idf.il wiw aka, i df . i 1/ nai n/ sachar / vi ewpaysl i p. aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ i p storagel fi | es/ 7/ 61267, gi f B ock 1
2.53.8.56 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed Met hod PCBT for
77.139. 233. 184 |France 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ por tal nil ui it enpl at es/ hone. asp B ock 1
66.102. 9.8 Uited Sates |147.237.72. 166 |aka. i df .i | Distributed hauthorized Mthod for Known LRL on B ock 1
v aka. i df . i |/ nai n/ gi yus/ bookl et s. aspx
. . . Unhaut hori zed URL Access to
176. 13. 242. 241 |l srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 1
66.249.76.81 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed URL Access 10 Bl ock 1

147.237. 72. 166/ i t uri i asp/ di spl ayal | sol di ers. asp
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