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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130.217.77. 4 New Zeal and 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195. 62. 53. 168 Russi an Federati on 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forvard 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Bazil 147.237.72.217 eidf.il network flood | Pv4 | QWP dr op 1
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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Potential Scan or Brute Force

79.176.114. 169 |147.237.76.86 |lsrael navy.idf.il ET SCAN NVAP -sA (2) 4
198 134.17. 77 |147 237 0. 34 |FOrea Republic . o ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 3
of Potential Scan or Brute Force
163. 172. 177. 160|147. 237.8.27 |United Ki ngdom |e. nadi matal .idf.i|[ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
109. 237. 111. 200|147. 237. 77. 19 ?;Z:;:I”ion lawforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 65. 153 147.237.0. 15 Net her | ands kosher-kravi .idf.i ET SCAN Behavi ,Or al Uhusual | y fast Termnal Server Traffic, Potenti 1
Scan or Infection
78. 46. 36. 168 147.237.8.28 |Ger many e.nobi le-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
185.120.124.2  |147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
58.218. 200. 137 [147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
163.172. 177. 160|147. 237. 76. 197 |Uhi ted Ki ngdom |e. hi nush. i df . i ET SCAN Potential SSH Scan 1
46. 19. 85. 60 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
117.21.248.87 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 237. 111. 200(147. 237. 77. 121 ?éjj;’}m e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.237.68.167 |147.237.72. 166 |France aka.idf.il portscan: TGP D stributed Portscan 1
69.162.69.222 [147.237.8.24 |uwited Sates elifestyleiidf.il [ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 177. 160|147. 237. 77. 243 |Uni ted Ki ngdom |nobi | e.i df . i1 ET SCAN Potential SSH Scan 1
49.145. 230, 183 |147.237.0.35  |Prili poi nes akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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Sreaning Engi ne: TCP

Inval id segnent retransnission.

79.177.162. 202 |Israel 147.237.77. 243 |nobil e.idf . i | ) o drop 30
Inval i d Retransmi ssi on Packet dr opped.
Stream ng BEngi ne: TCP i i ssi
2.53.163. 26 I srael 147. 237, 77. 243 |robi 1 e. i of . i | mng thol ne- 7 nvalid segnent retransmssi on. drop 30
Inval i d Retransnissi on Packet dr opped.
193. 43. 246. 250 |l srael 147. 237. 77. 216 |dover.i df . i | drop First packet isn't SN drop 22
S reamng Engi ne: TCP i i ssi
46.19. 85. 33 I srael 147.237.76. 42 |refuah.idf.il mng thgl ne. 7 nvalid segnent retransmssi on. drop 14
Inval i d Retransnissi on Packet dr opped.
46. 19. 86. 39 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert 14
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
Stream ng BEngi ne: TCP i i ssi
2.53.55. 22 I srael 147. 237, 77. 243 |robi 1 e. i of . i | mng thol ne- 7 nvalid segnent retransmssi on. drop 12
Inval i d Retransnissi on Packet dr opped.
2.55.0.25 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence SINHAK retransmt with different ooy vor |11
w ndow scal e
46.19.85.4 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |11
80.246.133.0  |Israel 147.237.76.31 |nakehal .idf.il Bad TCP sequence SN retransmt wih different moni tor |11
w ndow scal e
Streaning Engine: TCP Invalid segnent retransnission
46. 19. 85. 33 I srael 147.237.77. 176 |nat pash. i df . i | . .. ' dro 9
pas Inval i d Retransnissi on Packet dr opped. P
46.19. 85. 33 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
Russi an . . s Sreamng Engi ne: TCP TCP segnment out of maxi num
109. 237. 111. 200 eration 147.237.72. 167 |i shurimaka.i df . il Segnent Linmit Enforcenent |alowed sequence. Packet dropped. drop 6
37.26.147.213 | srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence SNAK retransmt with different oo vor |
w ndow scal e
Stream ng BEngi ne: TCP i i ssi
2.55.29. 20 I srael 147. 237, 77. 243 |robi 1 e. i of . i mng thol ne- 7 nval i d segnent retransmssi on. drop 6
Inval i d Retransnissi on Packet dr opped.
Sreamng Engi ne: TCP i i ssi
2.53.29. 71 I'srael 147. 237.77. 243 |nobi l e. i . i | mng tngine. 1 Inval i d segnent retransmssi on. drop 6
Inval i d Retransmissi on Packet dr opped.
168. 235. 206. 250|Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 4
168. 235. 206. 250|Uni ted Sates |147. 237. 7. 216 |dover. i . | Bad TCP sequence SAXK retransmt with different oo vor  |a
w ndow scal e
109. 66. 17. 42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
5.22.134.103 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
46.120. 216. 108 |[lIsrael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or
Russi an . e Streaming Engine: TCP TCP segnent out of maxi num
109. 237. 111. 200 ration 147.237. 76. 147 |chi nuch. aka. i df .i | Segment Linit Enforcenent al | oved sequence. Packet tr opped. drop 3
46.120.216. 108 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence SAK retransmt with different oo vor |3
w ndow scal e
46.19.86.237  |Israel 147.237.77. 226 | "}" chamatz.aka.1df |ga4 TOP sequence Invalid ACK nurber moni tor |3
Streamng Engi ne: TCP i i ssi
109. 253. 134. 216 I srael 147.237.77. 243 |robi L e, i of . i1 mng thgine: 1 nvalid segnent retransmssi on. drop 3
Inval i d Retransmi ssi on Packet dr opped.
S reamng Engi ne: TCP i i ssi
185.32. 179. 105 |Israel 147. 237. 77. 243 |nobil e.i df .i | mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransnissi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
84.229.80.103 |[Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST nmonitor |3
77.139.119. 239 |France 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |2
109. 253. 195. 107|I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
109. 67.14. 112 |l srael 147.237.77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> RST nmonitor |2
. . SYNtAXK retransnmit with different .
77.139.119. 239 |France 147.237.72. 166 |aka. i of .i | Bad TCP sequence wi ndow scal monitor |2
46.19.86.73 | srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
79.183.84.137 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
188.120.154.0 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |2
176.13.16.5 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
37.26.148.139 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
Russi an . Streamng Engi ne: TCP TCP segnent out of maxi mum
109.237.111. 200(C_ 1~ ~ o 147.237.76.42 |refuah.idf.il Segment Linit Enforcement |aloved sequence. Packet dropped drop 2
216.145.5.42  [lhited Sates [147.237.0.34  [tikshuv.idf.il Header Rgj ection ?eqeadueser o ecttonpattern fand in- oo or o
109. 253. 209. 89 |l srael 147.237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST nmonitor |2
46. 19. 85. 16 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
185.120. 125. 70 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 86. 152 I'srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST nmonitor |2
77.138.107. 174 |France 147.237.72. 156 |anan. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |2
109. 237. 111. 200 stls;;”i o 147.237.72. 167 |ishurimaka.icf.il  |Bad TOP sequence Inval i d ACK nurber moni tor |2
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
. . SYNretransmit wth different .
79. 176. 78. 62 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 2
109. 237. 111. 200 F“SS;:I”ion 147.237.76. 147 |chinuch.aka.idf.il  |Bad TOP sequence Invalid ACK nunber monitor |2
46. 19. 86. 198 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
2.53.21.135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
2.53.55.22 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 3
109. 253. 156. 54 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.177.114. 224 |l srael 147.237.77.216|dover. i df . il Unaut hori zed HTTP Met hod B ock 2
109. 253. 194. 197 |l srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
79.177.114. 224 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df . il/1133-8416- he/ Bl ock 2
37.142.196.29 |[Israel 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 1
195. 62. 53. 168 RJF Sﬁ::ﬂ on 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to gmai | . condengi ne/ | og. t xt B ock 1
. . Unaut hori zed URL Access to
80. 246. 133.0 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc Bl ock 1
. - Unaut hori zed URL Access to
66.249.76.115 |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 21537- he/ i df gdover . aspx B ock 1
. . Paraneter Type Mol ati on SearchText in
87.68.34.72 | srael 147.237.77.74 [lawidf. il wa | aw i df . i |/ 163- 7383- he/ pat zar . aspx Bl ock !
77.125.78.249 |[israel 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
109. 253. 211. 141|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |B ock 1
79.178.211.140 |[israel 147.237.72. 166 [aka. i df . i | |Ilegal Byte Code Character in LR rai kapatz//resh0l2 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
66.102. 9. 2 Wited Sates  |147. 237.72. 166 |aka. i df . i | Whautt hor i zed Method PCST for B ock 1
wan aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx
. . Parangter Type Mol ation ctl 00$Cont ent A acetbl der 1$txt Bhai | in
87.187.136.222 |Ger many 147.237.77.216|dover.idf . il v i df i 1/ 1081- en/ dover . aspx Bl ock 1
77.138.183. 144 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waww anan. i df.il/favicon.ico B ock 1
- kosher - kravi . i df
157.55.39.230 |lhited Sates 147.237.0. 16 niyl Lhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
79.178.211. 140 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR from79.178.211.140  [B ock
66. 249. 75. 40 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx  |B ock
- - Unaut hori zed URL Access to
93.173.212. 214 |[Israel 147.237.72. 166 |aka. i df . i | v aka i o i 1/ nai 1V scri pt s/ css3pi e ht B ock 1
77.138.224. 125 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . i |/ sachar B ock 1
173.35.67.215 |Canada 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.179.15.186 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/giyis B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
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