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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
109. 65. 147. 150 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 24
129.97.74.12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 3
168. 235. 197. 33 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republi c 147. 237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 2
46.19. 85. 3 | srael 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 1
198. 82. 160. 238 Lhited Sates 147.237. 72. 156 anan.idf.il |network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 156 anan.idf.il |network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 156 anan.idf.il |network flood | Pv4 | QWP dr op 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount‘
91.121.193.159 |Rance 147.237.77.216 |dover. i df.i19863: HITP. VérdPress Revslider/ Showoiz PHP File Wl oad B ock 1
78.183. 208. 206 |[Turkey 147.237.77.216 |dover.idf.il5141: HITP: Sgl map HITP Request B ock 1

91.121.193. 159 |France 147.237.77.216 |dover. i df.i19813: HITP. WrdPress Thene Ovi Drectory Traversal Ml nerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address

At acker

Signature

Gountry
178. 238. 237. 157|147. 237. 77. 234 |Ger many hal ag.idf.il ET SCAN Potential SSH Scan 1
178. 238. 237. 157|147. 237. 76. 197 |Ger many e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
178. 238. 237. 157|147. 237. 76. 38 |Ger many eeneitav.idf .il ET SCAN Potential SSH Scan 1
163. 172. 177. 160|147. 237. 72. 167 LKJ?i;;gom i shurimaka.idf.il ET SCAN Potential SSH Scan 1
128.232.110. 28 |147.237.8.28 LK?i;gegom e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
91.121.193. 159 (147.237.77. 216 |France dover.idf.il SERVER- WEBAPP backup access 1
61.240. 144. 65 |147.237.77.233|Chi na atal.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
222.186.56.179 |[147.237.0.200 [China nau. i df il ET SCAN Potential SSH Scan 1
46. 4. 120. 149 147.237.0.200 |Ger many . i df il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.61 |Lhited Sates |e. cogat.idf.il ET DRCP Bshiel d B ock Listed Source 1
5. 255. 90. 133 147. 237. 77. 226 |Net her | ands waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
178. 238. 237. 157|147. 237. 77. 179 |Ger nany e mazi.idf.il ET SCAN Potential SSH Scan 1
178. 238. 237. 157|147. 237. 76. 147 |Ger many chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
178. 238. 237. 157|147. 237. 76. 34 |Ger many yohal an. i df . il ET SCAN Potential SSH Scan 1
163.172. 177. 160(147. 237. 0. 16 E?i;;gom ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
94.102.54.157 |147.237.0.19 |Netherlands nadi matal .idf.il ET SCAN Behavi or al Uqusugjly fast Termnal Server Traffic, 1
Potential Scan or Infection
78.183.208. 206 [147.237.77.216 |Turkey dover.idf.il portscan: TCP D stributed Portscan 1
61.240. 144. 65 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
222.186.56.179 |[147.237.0.19 |[China madi matal .idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address ‘S’te ‘Signature Action ‘Count
168. 235. 197. 33 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 115
79.176.78.62 |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdr;tvrsacr:lnzt Wth different monitor |46
45.74.1.195 Saudi Arabia 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 43
2.53.163.26  |Israel 147237, 77, 243 |mbi e i o1 | €M NG Bngine: TP Invalid  linvalid segnent retransnissi on drop 30
Ret ransni ssi on Packet dropped.
46.19.85.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
84.229. 31. 246 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
46.19.86.170 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
31.146.114.66 |[Georgia 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
109. 253. 207. 61 |I srael 147, 237. 77, 243 |mwbi e i o1 | €@ NG Engine: TCP Invalid Ivalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19.86.135 [Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 135 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
2.53.185.82  |Israel 147, 237 76. 200 |ei tan. aka i of | | @M NG Bngine: TP Invalid  linvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
109. 253. 206. 94 |l srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 5
46.19.86.135 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.86.135 [Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19.86.155 [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 4
85. 250. 174. 216 |I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
46. 19. 86. 155 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
2.53.155. 179 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
79.178. 158. 134 |I srael 147, 237 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
46.19. 85. 138 | srael 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
2.53.164.27  |Israel 147.237.77. 243 ot 1 e i or 1 |7 €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
157.55.30.240 |Uited Sates  |147.237.77. 243 |noti 1. ior 1 | @M NG Engi ne: TCP Invalid Ivalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
185. 3. 147. 107 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 3 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
79.178.122.39 |israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
185.32.179. 42 |lsrael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
176. 13. 10. 48 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
84.111.76. 29 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
37.26.149.186 |Israel 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
185.32.179. 42 |Israel 147.237.72. 166 |akaidf.il  [Bad TOP sequence Swacere reansm wehdifferent | onitor |3
176. 13. 10. 48 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
37.142.242. 174 |I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
68. 180. 229. 223 [Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
46.19.86.145 |Israel 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
5.22.134. 87 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19.86.124  [Israel 147.237.77.233|atal .idf.il |Bad TCP sequence I'nval i d ACK nunber alert 2
46.19.85.3 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.134. 252 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19.85.191 [lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 2
84.94.115.122 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19.86.124 |israel 147.237.77.233|atal .idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 2
5.72.47.174 ?éjj;’}m 147.237.77. 216 |dover.idf.il |Bad TOP sequence Invalid ACK nunber aert 2
2.53.185.15 |[Israel 147.237.77.234|nalag.idf.il |Véb Server Enforcenent Mol ation Vszfvisfévers St ow HITP Denial - of rej ect 2
46.19.85.191 [Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
74.216.182.82 |Canada 147.237.77. 176 |matpash.i of .i | [SYN At t ack SYN -> SYN-ACK -> RST noni t or
176.13.14.17 |[Israel 147.237.77. 243 |mobile.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count
46.19.85.119 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 208
176. 13. 234. 116 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
46.19.86.170 |lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
109. 253. 215. 67 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
84.111.233.17 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from84.111.233.17 |H ock
Wwv. chamat z. aka. i d ) o
46. 116. 114. 188 |l srael 147.237.77. 226 £l Unaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx B ock 2
46.19.85.140 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 2
: . . Unaut hori zed Met hod PCST for
95. 158. 49. 179 |Wkrai ne 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 2
185. 3. 147. 165 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/ B ock
46.19.86.157 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ nai n. asp |B ock
www. chanat z. aka. i d .
195. 154. 41. 132 |Fance 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
31.154.81.70 |Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ Bl ock 1
91. 121. 193. 159 |France 147.237.77.216|dover . i df . il PHP Attenpt Bl ock 1
77.138.65.252 |France 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
84.111.233.17 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df .il/mai n/ gi yus/ | ogi n. aspx |B ock 1
66.249.64.64 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed LRL Access to 147.237.77. 170/ robot s. t xt B ock 1
. ] . D stributed Unaut horized Method for Known URL on
195. 154. 41. 132 |France 147.237.77.235|sviva. i df . il 147 237, 77. 235/ B ock 1
46.19.85. 74 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
Unaut hori zed URL Access to
91.121. 193. 159 |Fance 147.237.77.216|dover.idf .l ww i df . i 1/wp-content/ pl ugi ns/ cherry-pl ugi n/ adm n/i nport - export/ u|B ock 1
pl oad. php
77.139. 161. 239 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to ww aka. i df . i/ main/sachar/undefined |B ock 1
85. 250. 174. 107 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock
66.249.65.51  |lIsrael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wwu i df.il/page/ 35/ Bl ock
. . D stributed Lhaut horized URL Access on
95. 86.102. 180 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css B ock 1
. . Unaut hori zed Met hod HEAD f or
78.46.42.235  |Ger many 147.237.72. 166 [aka. i df . i | vwv aka. i o i |/ brot her s/ ski ral def aul t . asp B ock 1
. . . DO stributed Unaut hori zed Met hod for Known URL on
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il vaww aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.154.81.27 |israel 147.237.72.166 |aka. i df . i | vaw aka. i df . |/ nai v sachar/ nai | box. asp None 1
185.3.147.78  |[Israel 147.237.72.167|i shurimaka. i df .i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
- . . Paraneter Type Mol ation ctl00$Cont ent Pl acetbl der 1t xt Capt cha i n
87.71.24. 60 I 'srael 147.237.0.19 |nadimatal .idf.il nadi matal i cf . i1/1 ogin. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. . D stributed Lhaut hori zed URL Access on
79.176.78.62 I st ael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ st yl e/ shared/ reset . css Bl ock !
66.102.9. 22 Lhited Sates |147.237.72.166|aka. i df .i | Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
31.154.81.27 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
91. 121. 193. 159 |France 147.237.77.216|dover . i df . il Admin Bl ocki ng Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 76. 115 |l srael 147.237.77.216|dover . i df . i | 147. 237.77. 216/ 1153- 22231- he/ dover . aspx B ock 1
109. 253. 207. 61 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 1
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