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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 3
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 3
87.181.1.70 Cer many 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 3
195. 113. 161. 83 Czech Republi c 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237. 72. 156 anan.idf.il |network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Sai n 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
194, 254. 215. 12 France 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sii t zer| and 147.237. 72. 156 anan.idf.il |network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
91. 200. 12. 47 Lkr ai ne 147.237.77.233 atal.idf.il |clo00016: HTTP. administrator in R Per nirt 8
59. 108. 60. 58 Chi na 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 2
62. 210. 250. 212 France 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per nirt 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
80.246.130.58  |147.237. 77. 233l srael atal .idf.il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 6
DDos attack
123.56. 190. 151 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
37.26.146. 164  |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
186. 232. 216. 154|147. 237. 77. 226 |Brazi | waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
186. 232. 216. 154|147. 237. 76. 197 [Rrazi | e. hinush. i df.il ET SCAN Potential SSH Scan 1
163. 172. 177. 160|147. 237. 76. 42 E;ir:;cci]om refuah.idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 [147. 237. 76. 30 E?i;;gom hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
117.135.131. 60 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147.237. 76. 202 |krai ne e halag.idf.il ET SCAN NVAP -f -sS 1
46. 4. 120. 149 147.237.0. 200 |Ger many . i df il ET SCAN NMAP -sS wi ndow 1024 1
186. 232. 216. 154|147. 237. 77. 243 |Brazi | nobi l e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 232. 216. 154|147, 237. 77. 216 | azi | dover.idf.il ET SCAN Potential SSH Scan 1
180. 121. 164. 175|147. 237.0.16  |Chi na ny- kosher - kravi . i df.il ET SCAN Behavi oral Lhusual ly fast inbound Tel et Connections, 1
Potential Scan or Brute Force
163. 172. 129. 15 |147. 237. 76. 44 LKJ?i;:gom e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address |Ste Signature Acti on ‘Count
87.112.92.0 United Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
Sreaning Engine: TQP Invalid i i ssi
37.26.147.202 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 36
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.244. 49 |Israel 147.237.76.31 |nakehal ior.i1 | S NG Engine: TP Invalid imvalid segnent retransmssion. |, op 21
Ret r ansmi ssi on Packet dropped.
212.116. 190. 55 |l srael 147.237.72. 166 |aka. i df . i drop First packet isn't SN drop 9
89. 237. 107. 221 |France 147.237.77. 233|atal i df il Bad TCP sequence SiNretransmt with different | oo g
w ndow scal e
80. 246. 130. 58 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 8 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |9
85. 65. 120. 234 |l srael 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46.19.85.8 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d AGK nunber alert 7
Sreamng Engine: TCP Invalid i i ssi
66.249.66.6  |lLnited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
80.179.72.19 |israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
213.57.70.132 |[Israel 147.237.72. 167 |i shurimaka.idf.i [|]SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
Sreanming Engine: TQP Invalid i i SSi
2.53.173.1 I srael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. |, o, 6
Ret r ansmi ssi on Packet dropped.
176.13.0.184 |lsrael 147.237. 72. 167 |i shuri maka.i df . i I{dr op First packet isn't SN drop
80. 246. 130. 58 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber aert
46.19.85.66  |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |5
different w ndow scal e
80. 246. 138. 184 |I srael 147.237. 77. 216 [dover. i df i Bad TCP sequence noni t or 5
185. 3.147. 220 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber monitor |5
46.19.86.140 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber nonitor |4
5.22.134.103 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreanming Engine: TQP Invalid i i SSi
212.179. 21. 194 |I srael 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |, o, 4
Ret r ansmi ssi on Packet dropped.
46.43.114.86 | A SStNan TerMitonyy 42 537 77,176 |natpash.icr.il  |dr op Frst packet isn't SN drop 4
Qccupi ed
46. 19. 86. 29 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
109. 65.51.63 [l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
176. 13. 3. 85 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
5.22.134.165 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |4
87.181.1. 70 Ger nmany 147.237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4
46. 43. 114. 86 gazlcisgi';'ja“ Territory)147. 237, 77. 216 |dover . i df i drop First packet isnt SWN drop 4
62.103. 116. 130 |G eece 147.237.77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreaning Engine: TGP Invalid i i ssi
95. 86. 90. 4 I srael 147.237.76. 200 |ei tan. aka. i of . i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 85. 37 | srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval id ACK nunber noni t or 3
185.20.5.157 |United Ki ngdom 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN ACK -> Ti meout alert 3
185.20.5.157 |United Ki ngdom 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
185. 3. 147. 195 |l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
2.55.53. 177 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
176. 13. 235. 240 |l srael 147.237.72. 166 |aka. i df.i | drop First packet isn't SN drop 3
212.116. 190. 55 |l srael 147.237. 72. 167 |i shuri maka.i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3
46.19.86.176 |[Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
185.20.5.157 |Wnited Kingdom  |147.237.72.166 |aka i df.il Bad TCP sequence SINPACK retransmt wi th monitor |3
different wndow scal e
185.3.147.195 |[lsrael 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |3
. . e SYNtACK retransmt wth )
212.116. 190. 55 [l srael 147.237.72. 167 |ishurimaka.idf .il|Bad TCP sequence di fferent vindow scal e noni t or 3
212.116. 190. 55 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or
5.22.134.172  |lIsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
46.19.85.247 |israel 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. |, o, 3
Ret r ansmi ssi on Packet dropped.
87.71.15.209 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
46.19.86. 11 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 2
80. 246. 137.51 |[lIsrael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
79.176. 146. 28 |l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
37.26.147.157 |[Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 203. 189l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 239
46.19. 86. 170 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 195
2.53.58.72 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 109
2.53.33.13 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 89
109. 253. 214. 207|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |32
46.19. 85. 140 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
79.180.16.179 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
79.180. 248. 44 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR Bock |[5
46.19. 86. 96 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 140 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
216. 244.66.236 |[Lhited Sates [147.237.0.34 |ti kshuv.idf.il Ml tiple Uhauthorized URL Access from 216. 244. 66. 236 Bock |[2
72.193.162.44 |Wnited Sates [147.237.72.166|aka.idf .il Unaut hor i zed Met hod PCST for v aka. i df . i|/mai n/ hone/ def aul t. aspx B ock 2
46.19. 85. 211 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.139. 8. 215 France 147.237.76.42 |refuah.idf.il Unaut hori zed Method PCST for 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
217.69. 133. 247 :3::;’} on 147.237.77.216|dover. i df .i | Illegal Byte Gode Character in UR /engl i sh/#012 B ock 1
163. 172. 52. 197 Ei“ir]tgegom 147.237.0.19 |nadi matal . idf.il{wauthorized URL Access to 147.237.0.19/ adnin/i 18n/ r eadne. t xt Bock |1
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf .il PHP Att enpt B ock
37.26.149.252 |lsrael 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None
Il'l1egal Paraneter Encoding
79.176.118. 2 I srael 147.237.72. 156 [aman. i df . i | ct100$ct | 00$cphMai n$CPHVAI nCont ent $ct | 76$ct | 07$ct | 03$txtFiel d in None 1
wan anan. i df . i |/ nodi i n/ quest i onnai r es. aspx
213.151. 35. 220 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . il /yohal an/ mai n/ nai n. asp B ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 1
37.142.9. 104 I 'srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 1
2.53.142. 246 I srael 147.237.72. 156 [aman. i df . i | Dstributed Whaut hori zed URL Access on www aman. i df . il/favi con.ico B ock 1
79.181.122. 160 |[lsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | aw i df.il/inages/ 1. he/infocenteritent Bl ock 1
77.139. 10. 88 France 147.237.72. 156 [aman. i df . i | Ostributed Whauthorized URL Access on ww anan. i df .il/favicon.ico Bl ock 1
163. 172. 52. 197 LKTir:ge(cjjom 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ adnin/i 18n/ r eadrre. t xt Bl ock 1
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-1ogin. php Bl ock 1
37.26.149.252 |[Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
2.53.6.31 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.176.118.2 | srael 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessi ons: (Qpen Mbde None 1
66.249. 76.116 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237. 77.216/ 1133- 17380- he/ dover . aspx |Bl ock 1
46.19. 85. 37 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm Bock |1
Gooki e Tanpering on cooki e Logi n: Expect ed
ean b bt n RSO AP AR D ettt
P
109. 253. 214. 207 I srael 147.237.0.19 [madi matal .idf . i|[********* Chserved None 1
ok ok kb ok ok kb ko ko ko ko ko ko ko ko ko
P
::::**H**************************************************H*****H*****H
2.53.173.1 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
79.182.88.116 |[Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
77.139.92.202 |Rrance 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka.idf.il/ishurim Bock |1
180. 76. 15. 18 Chi na 147.237.72. 156 |aman. i df . i | Lhaut hori zed LR Access to list.ips.gov.il/list6.htm B ock 1
94.124.15.138 |Pol and 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to www anman. i df .il/favicon.ico B ock 1
37. 46. 38. 194 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
79.176.146.28 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
216.244.66.236 |lLhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
87.71.15. 27 I srael 147.237.72. 156 [aman. i df . i | Distributed Suspicious Response Code B ock 1
5.3.154.76 :Z:::tr} on 147.237.72.166 [aka. i df . i | mU;E:’il éfedl I'\/brtr:ior?/ gmlfrgryun/ m yunder ugshi kul i m aspx Bl ock !
77.139.116. 210 |France 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed Method for Known URL on waw aka.idf.il/ishurim |B ock
180. 76. 15. 154  |Chi na 147.237.72. 156 |aman. i df . i | D stributed Lhaut hori zed UR. Access on list.ips.gov.il/robots. txt B ock
46.121.213.190 |israel 147. 237. 76. 147 |chi nuch. aka. i df . i m“tcnf’:]héﬁd at’:iﬁ??ieﬁ ttecr’ml at es/ homepagel honepage. aspx Bock |1
Unknown Par arret er
109. 67. 96. 214 |l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetHol der $passwor dUpdat e$t xt Password in  [None 1
v aka. i df . i |/ mai n/ gi yus/ f ag. aspx
37.142.9.28 I srael 147.237.77.216|dover.i df . il SSL Untraceabl e Connection - Uhknown SSL Sessi on None 1
217.69. 133. 246 gz::;”i on 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/1283-11349-en/ dover. aspx B ock 1
77.138.243.23 |France 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed URL Access on ww anan. i df .il/favicon.ico Bl ock 1
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