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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
79.176. 105. 139 | srael 147.237.77. 233 atal.idf.il B ack List drop 6
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
195. 62. 53. 168 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 129 Japan 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address Signature

Gountry
66.249.93.135 |147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 2
46.19.85. 8 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
45.33.116.208 |[147.237.76.42 |Uited Sates refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
200. 98. 129. 133 |147.237.76.31 |Razil nakchal .idf il ET SCAN Potential SSH Scan 1
185.32.179.18 |147.237.77.216|Israel dover . idf.il portscan: TCQP D stributed Portscan 1
109. 60. 153. 178 |147.237.0. 34 23::;'}0'1 tikshuv. i df.il ET SCAN NVAP -sS wi ndow 1024 1
106. 120. 118. 2  |147.237. 72. 166 [Chi na aka idf.il GPL SCAN nmap TCP 1
66.249.93.139  [147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
46.120. 61. 23 147.237. 72. 166 I srael aka. idf.il portscan: TCQP D stributed Portscan 1
46.4.85.112 147.237.0.200 |Ger many ndu. i df i | ET SCAN NVAP -sS w ndow 1024 1
37.26.146.189  [147.237.77. 216l srael dover . idf il portscan: TCP D stributed Portscan 1

Korea, Republic |, . o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
210.121. 115. 189(147. 237. 0. 34 tikshuv.idf.il ) 1

of Potential Scan or Brute Force
200. 98. 129. 133 [147.237.0.200 |Brazil ndu. i of . i | ET SCAN Potential SSH Scan 1
129. 194. 184. 66 |147.237.76. 42 [Satzerland refuah.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147.237.0. 15 gj::;”ion kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
69.162.69.222 [147.237.76.38 |[Lhited Sates eeneitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Sreanmng Engine: TCP Invalid

Inval i d segnent retransnission.

81.218.153. 201 [Israel 147. 237. 76. 200 |ei tan. aka.i df . i | S dro 16
Ret r ansm ssi on Packet dropped. P
Sreanming BEngine: TCP Invalid i i ssi
79.180.181.34 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.
185. 32.179. 221 |l srael 147.237.77. 216 [dover.i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 11
185. 32.179. 221 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
. . SYNWAXK retransmt with .
185. 32.179. 221 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent i ndow scal e nonitor |11
87.69.180.230 |[Israel 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 10
109. 253. 147. 23 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |10
176.13.11. 23 | srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 9
Sreaning Engine: TGP Invalid i i ssi
79.178.177. 223 |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 8
Ret r ansm ssi on Packet dropped.
37.26.148.138 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 74 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or
212.235.16.21 |lsrael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
) . . SYNWAXK retransmt with .
185.32.179. 171 |lIsrael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence di fferent i ndow scal e nonitor |7
. . SYNWACK retransmt wth .
37.26.148.185 |lsrael 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal e noni t or 6
Sreaming BEngine: TCP Invalid i i ssi
109. 66. 173. 152 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
. . . . SYNWACK retransmt wth .
2.55. 35. 247 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence di fferent i ndow scal e noni t or 6
84.229.43. 14 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
31.154.81.9 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST moni t or
Sreaning Engine: TGP Invalid i i ssi
176. 13. 229. 204 |Israel 147.237.77. 243 |nubi le.i . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
79.176.143. 131 |l srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval id ACK nunber nonitor |6
80.246.138. 112 |[Israel 147.237.77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 93 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber alert 5
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 186 I srael 147.237. 77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
46. 19. 86. 60 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19.86.186 | srael 147.237. 77. 216 |dover . i df i Bad TCP sequence STNACK retransmt with monitor (4
different wndow scal e
73.1.125. 243 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 86. 186 I srael 147.237.77. 216 [dover.idf . il SYN Attack SYN -> SYN-ACK -> Timeout |alert 4
2.53.2.251 | srael 147.237.72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST moni t or 4
178.39.218.11 |Swtzerland 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
. . . SYNWAXK retransmt with .
73.1.125.243 Lhited Sates 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent i ndow scal e nonitor |4
109. 253. 158. 144 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
109. 66. 19. 85 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
Sreaming BEngine: TCP Invalid i i ssi
82.81.16.155 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
82. 205, 124. 207 (F;ajcis;i';'ja” Territory1 47, 237. 77. 216 |dover. i of . i1 SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |3
185.32.179. 171 |[Israel 147.237.0.19 nadimatal .idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
185.32.179. 171 |l srael 147.237.0.19 |madimatal .idf.il [drop First packet isn't SYN drop 2
77.138.177.161 |France 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
. . . SYNWACK retransmt wth .
37.54.220.176 |Wkraine 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 2
Sreaming BEngine: TCP Invalid i i ssi
84.109. 236. 130 |israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
109. 253. 147. 23 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 2
185. 3. 147. 90 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber nonitor |2
46. 19. 85. 80 | srael 147.237. 76. 147 |chinuch. aka. i of . i [Bad TCP sequence Inval id ACK nunber noni t or 2
176.13.22.137 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
. . SWretransnmit wth different .
109. 66. 62. 230 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal noni t or 2
5.29.182. 23 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
. . SYNWAXK retransmt with .
46.19. 85. 93 I srael 147.237.77. 216 [dover.i df . il Bad TCP sequence di fferent vi ndow scal @ noni t or 2
37.54.220.176 |lkrai ne 147.237.76.86 |navy.idf.il drop First packet isn't SN drop
141. 226.232.16 |l srael 147.237. 77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
213. 151. 35. 220 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 55
176.13.15.216 |lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 26
109. 253. 214. 207 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 24
5.29. 84. 146 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 21
85. 65. 170. 62 I srael 147.237.72. 156 |anan. i df . i | O stributed Suspici ous Response Code B ock 17
46.19. 85. 46 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 11
77.138.167.221 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df.i |/ mai n/ gi yus/ general . aspx |B ock 10
77.138.167. 221 |France 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized Method for Known URL from 77.138. 167. 221 B ock 8
46.19. 85. 132 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 7
185.32.179. 171 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
37.26.148.178 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 5
46.120.255.17 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
87.70.242.152 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
84.108.24.213 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1440-he/atal . aspx B ock 2
77.138.29.153 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method PCST for waww aka. i df.il/negurin B ock 2
77.139.236.27 |France 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method PCBT for . B ock 2
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx
- . D stributed Lhaut horized URL Access on
66.249.93.156 |l srael 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
192.116.81.41 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] . . Mil tiple Uhtraceabl e SSL Sessi ons from64. 41. 200. 101 (Protocol viol ation
64.41.200.101 |Wited Sates [147.237.77.216|dover.idf.il (SSL. OONN LI ENT_KEY EXCHANGE) ) None 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
213.151.61.29 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ br ot her s/ news/ B ock
46.19. 85. 146 I srael 147.237.77. 216 |dover. i df . i | Mal formed URL B ock 1
176.13.1.242  |israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Cavacter in URL /mai kapatz//res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
80.246.139.96 | srael 147. 237.72. 166 |aka. i df . i | Doubl e LRL Encoding - paraneter: search in B ock 1
wwn aka. i df . i |/ mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch
66.249.93.157 |[Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ favi con.ico B ock 1
194. 187. 170. 130|France 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v |l awidf.il./robots. txt Bl ock
64.41.200.101 |Wited Sates |147.237.77.216|dover. i df .i | g“:);;rp)l e Wntraceabl e S Sessions from64.41.200. 101 (Lhsupported .o 1
106. 186. 113. 132|Japan 147.237.77.233|atal .idf.il I11egal Byte Gode Character in Mthod B ock 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72.166/eitan/prati mpirteyerua/  |B ock 1
46.19. 85. 146 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method & =he&f =1133&d=21240 in URL B ock 1
82. 81. 63. 147 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.149.186 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
] - - Paraneter Type M ol ati on PageNumin
68.180.228. 159 |Uited Sates  |147.237.77. 176 |mat pash. i df i1 | /' e i1 1035 hel cogat . aspx B ock 1
195. 62. 53. 168 RJSIS:;ni on 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to gmai | . cont engi ne/ | og. txt B ock 1
] - - SS. Lhtraceabl e Gonnection - Protocol violation
64.41.200.101 |wited Sates [147.237.77.216|dover.idf.il (SSL_CONN CLI ENT KEY EXCHANGE) None 1
106. 186. 113. 132|Japan 147.237.77.233|atal .idf.il NULL Character in Method B ock 1
. ; D stributed Lhaut horized URL Access on
46.19. 85. 46 I srael 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
- . D stributed Unaut hori zed Met hod for Known URL on
77.139.184.54 |Rance 147.237.72. 166 |aka. i df . i | vaw aka. i df .|/ nai v kapat 2/ B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
. - D stributed Lhaut hori zed URL Access on
46. 19. 86. 94 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ st yl ef shar ed) r eset . css Bl ock 1
176. 13. 229. 204 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
) - . Unaut hori zed URL Access to
37.54.220.176 |kraine 147.237.76.86 [navy.idf.il vww navy. i df i1/l . storage/ fil es/ 5/ 2635 | pg Bl ock 1
207.46.13.165 |[Wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
64.41.200.101 |lhited Sates |147.237.77.216|dover.idf.il SSL Lhtraceabl e Gonnection - Lhsupported Q pher None 1
- . D stributed Lhaut hori zed URL Access on
109. 66. 62. 230 |l srael 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
2.53.57.153 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
- - Unaut hori zed URL Access to
66.249. 76. 77 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
40.77.167.55  [lhited Sates |147.237.77.176|matpash.idf.il |Wauthorized URL Access to 147.237.77.176/ robots. t xt Bl ock
77.138.117.58 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/drushim B ock
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