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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.226. 161. 121 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In |D|

Attacker Address

66. 102. 6. 17

Target Address

147.237.77. 216

At acker
Gountry

Lhited Sates

dover.idf.il

Signature

ET SCAN NVPP - SA (2)

139. 215. 201. 243

147.237. 8. 28

Chi na

e.nobil e-ks.idf.il

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

Potential Scan or Brute Force

2
45.63.116.255 |147.237.76.44 |Ger many e.refuah.idf.il ET SCAN Potential SSH Scan 1
200.98.129. 133 [147.237.77.176|Brazi nat pash. i df . i ET SCAN Potential SSH Scan 1
43. 245, 183. 109 |147.237.8.50 |l ndonesi a e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
200. 98. 129. 133 [147.237. 72. 156 |Brazi | aman. i df.il ET SCAN Potential SSH Scan 1
23.92. 20. 154 147.237.0.19 |Whited Sates |nadimatal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
163.172.129. 15 |147.237.0.17 LK?i;gegom mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
139. 162. 168. 200|147. 237. 77. 227 [Lhited Sates |e. hanaz.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
108. 61.188.59 |147.237.77.205|Netherl ands  |prisha.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |[147.237.76.30 |lkraine hi nush. i df . il ET SCAN NVAP -sS w ndow 3072 1
74.63.237.154 |147.237.77.227 |Whited Sates |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 146. 251. 139|147. 237. 0. 200 |Chi na . i df i | ET SCAN Potential SSH Scan 1
43. 245, 183. 109 |147.237.8.50 |l ndonesi a e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
200. 98. 129. 133 |147.237.77.61 |Razil e.cogat.idf.il ET SCAN Potential SSH Scan 1
23.239.31.132 [147.237.76. 147 [Wited Sates |chinuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129. 15 (147.237.77.19 E?ir:;gom lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
2.55.38. 47 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
139. 162. 168. 200|147.237.0. 17 |lhited Sates |mny-kosher-kravi.idf.il |[ET SCAN Potenti al VWNC Scan 5900- 5920 1
91. 201. 236. 155 |[147.237.76.30 |lkraine hi nush. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
17 138, 230,68 |147. 237 77 233 |France atal idh il ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 1

DDos attack

69.162.69.222 [147.237.0.200 |lLnited Sates |mdu.idf.il ET SCAN NMAP -sS wi ndow 1024 1




09-19-2016-19:04:02 to 09-19-2016-20:04:02

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Action

‘Count

79.179.202. 1 | srael 147.237.77. 243 |nobi le.idf.il . L. dro 30
Inval i d Retransnission Packet dropped. P
87.69. 36. 127 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 23
87.69. 32. 254 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 22
87.69.32.254  |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SINWACK retransmt w th monitor |18
different wndow scal e
. . SYNWAXK retransnmit with .
80. 246. 139. 235 |[lIsrael 147.237.77. 216 [dover.i df .i | Bad TCP sequence different vindow scal e monitor |18
87.69.36.127  |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SINWACK retransmt w th monitor |17
different wndow scal e
98.210.174.0 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 14
. . . SYNWAXK retransmt with .
98. 210. 174.0 Lhited Sates 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vi ndow scal & monitor |14
80. 246. 139. 235 |[Israel 147.237.77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |13
S reaning Engi ne: TCP i i ssi
2.53.172.19 I'sr ael 147.237.72. 167 |i shuri maka. i of . i mng tngine. Invalid segnent retransmssion. | ., 12
Inval i d Retransm ssion Packet dropped.
46. 19. 85. 242 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
80. 246. 139. 235 |[lIsrael 147.237.77. 216 [dover.idf . i drop First packet isn't SWN drop 12
46. 19. 86. 186 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 11
46. 19. 86. 186 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |monitor |11
46.19.86.186 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence SYNRACK retransmt with monitor |11
different wndow scal e
37.105.240.43 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
62.219.198. 6 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
. . SYNtAXK retransmt with .
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 8
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 8
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout |nonitor 7
5.102.195. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.55.10.151 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 7
S ream ng Engi ne: TCP i i ssi
109. 253. 156. 47 |Israel 147. 237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
185.3.147.219 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 251 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
192.114.5.10  [Israel 147.237. 77. 216 |dover . i of . i Bad TCP sequence SYNWAQK retransmt with moni tor (6
different wndow scal e
S ream ng Engi ne: TCP i i ssi
2. 55. 38. 246 I'srael 147.237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransm ssion Packet dropped.
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
Pal esti ni an . . ) .
82.205.81.223 |t i vy qpoupi ed | 147 237- 77. 176 nat pash. i df i SYN At tack SYN -> SYN-ACK -> Tineout [monitor |5
176. 13. 235. 178 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.235.16.21 |lsrael 147.237. 72. 156 |anan. i df . i | drop First packet isn't SYN drop 4
100. 92. 180. 208 147. 237. 72. 166 |aka. i df . i | drop First packet isn't SWN drop 4
79.181. 249. 132 |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 4
St ream ng Engi ne: TCP i i ssi
131.253.25.179 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 4
Inval i d Retransm ssion Packet dropped.
2.53.135. 217 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
87.69. 206. 200 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
87.69. 206. 200 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
St ream ng Engi ne: TCP i i ssi
141. 226. 217. 130|i srael 147.237.77. 243 |robi L e. i df . | mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
: . . SYNWAXK retransnmit with .
98. 230. 26. 29 Lhited Sates 147.237.77. 216 [dover.i df . i Bad TCP sequence different vindow scal e monitor |3
212.235.16.21 |Israel 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
87.69. 206.200 I srael 147.237.77. 226 [} chanat z. aka. 10 1pad TGP sequence Invalid ACK nurber moni tor |3
46. 120. 45. 146 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
. . SYNWAXK retransnmit with .
46.19. 86. 37 I srael 147.237.77. 216 [dover.i df . i Bad TCP sequence different vindow scal e monitor |3
77.139.212.21 |France 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
37.26. 148. 149 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Acti on ‘Count
46. 19. 85. 132 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 200
62.219.198. 6 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bl ock 14
62.219.198. 6 I srael 147.237.76.31 |nakchal .idf.il Ml tiple Unauthorized URL Access from 62.219.198. 6 Bl ock 12
109. 64. 194. 130 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut horized HTTP Met hod B ock 11
80. 246. 139. 184 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 4
. . Unaut hori zed URL Access to
37.26.147.220 |l srael 147.237.77.74 |lawidf.il vow | aw i f i1 /i nages/ 1. he/ i nf ocent er i t end B ock 2
77.125.88. 4 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
109. 64. 194. 130 |l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut horized URL Access from 109. 64. 194. 130 Bl ock
. . . Unaut hori zed URL Access to
2.55.38.246 |Israel 147.237.77. 243[mobi l e i df i1 | oo i of i1/ cat egoryt enpl at es/ i st chi | ddocunent s/ 1071 Bl ock 2
40.77.167. 33 Lhited Sates |147.237.0.19 |nadimatal .idf.il|authorized LR. Access to nadimatal .idf.il/robots. txt Bl ock 2
77.138.16.110 |France 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
77.138.128.113 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waww aka. i df . i1/ mai n/ kapat z/ B ock 2
31.210. 186. 9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
192. 116. 2. 47 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hor i zed UR. Access to www cogat . idf.il/894-ar Bl ock 1
. . Unaut hori zed URL Access to
2.53. 161. 163 I srael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
77.139.38.209 |France 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
62.219.198. 6 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storagel/files/2/ Bl ock
. . D stributed Lhaut hori zed URL Access on
147. 236. 232. 252l srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
84.109. 72. 73 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84.109. 72. 73 Bl ock 1
46. 19. 85. 132 | srael 147.237.0.19 |nadimatal .idf.il|[SSL Wntraceabl e Connection - Qpen Mde None 1
197.89.111.179 [South Africa 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/giyus/ Bl ock 1
2.55. 38. 246 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
77.139.174.62 |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to wwv aman. idf.il/favicon.ico Bl ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9.8 Lhited Sates  [147.237.72.166|aka. i df . il vow aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
37.46.38. 172 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock
148. 251. 176. 212|Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 148.251.176.212 |B ock 1
84.109. 72. 73 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip storage/files/ U Bl ock 1
77.126.45.21  |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00$cphM nScphSachar $ct 175 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
- . . (|Whaut hori zed URL Access to
46.19. 85. 132 I srael 147.237.0.19 |nadimatal .idf.il naci matal i df.i1/mubil ef tenpl at s/ basket / basket . aspx B ock 1
212.179.21.194 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SS Sessions: Unhknown SSL Sessi on None 1
109. 64. 194. 130 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storage/files/8/ Bl ock 1
68.180.229.223 |lnited Sates  |147.237.77.216|dover.idf.i | Paraneter Type Mol ati on PageNumin vww i df .il/1133-he/ dover.aspx  |B ock 1
148. 251. 176. 212 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
85. 64. 225. 17 I srael 147.237.72.167|i shuri maka. i df . i|untraceabl e SSL Sessi ons: Cpen Mde None 1
. . D stributed Lhaut hori zed URL Access on
213.57.183. 183 |[Israel 147.237.72. 166 |aka. i df . i | e aka, i i1 /v ti kshav. i df i B ock 1
109. 253. 135. 156 srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ | ayout . css B ock
2.55. 143. 155 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
. . . D stributed Unaut hori zed Met hod for Known URL on
82.34.78.113 Lhi ted Ki ngdom|147.237.72. 166 |aka. i df .i | vw aka. i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1
68. 180. 229. 223 |lhited Sates 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm Bl ock 1
. . . Unaut hori zed URL Access to
46.19. 85. 121 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 1
Russi an . . D stributed Whaut horized Met hod for Known URL on
178.252.94.5 er ati on 147.237.72. 166 |aka. i df . i | vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
87.69. 122. 69 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx Bl ock 1
2.53.24.191 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code Bl ock 1
217.69. 133. 245 stﬁ::ﬂ on 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/english/news/jeninkilled/ stn Bl ock 1
109. 253. 156. 47 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
82. 81. 63. 147 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
77.125.66.125 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css Bl ock 1
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