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|Top Attackers | n DDoS- Def ence |

09-19-2016-18:04:00 to 09-19-2016-19:04:00

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
147. 83. 29. 234 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 62. 53. 168 Russi an Federation 147.237.0.15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
195. 62. 53. 168 Russi an Federati on 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 f orward 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1




09-19-2016-18:04:00 to 09-19-2016-19:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
195, 154. 185. 20 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 3
195. 154. 185. 20 France 147.237.77. 216 dover.idf.il |ClL000074: HITP. majestic bot Per nirt 2
63. 110. 26. 25 Lhited Sates 147.237.72. 166 aka.idf.il 24910: HITP: Python urllib User-Agent Header B ock 2




09-19-2016-18:04:00 to 09-19-2016-19:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\
91.121. 142, 227 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 5
109. 60. 153. 178 |147. 237. 76. 30 ?ézzgzm himush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
77.138.52. 97 147.237. 77. 216 |France dover.idf.il [portscan: TCP D stributed Portscan 1
66. 249. 66. 56 147.237.0.34 |Wnited Sates tikshuv.idf.il |ET SCAN NVAP -sA (2) 1
138.59.200. 75  [147. 237. 76. 200 |Brazi | eitan aka.idf.JET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 77. 233 |Chi na atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.117 |147.237.72.166|lhited Sates aka.idf.il SER\/ER APAG_E_ Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
23.239.31.132 |147.237.76.202|lnited Sates ehalag.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
178. 238. 237. 157|147. 237. 77. 121 |Ger many enavy.idf.il |ET SCAN Potential SSH Scan 1
123.56.190. 151 |147.237.76. 44 |China e.refuah.idf.i|ET SCAN NVAP -sS wi ndow 1024 1




09-19-2016-18:04:00 to 09-19-2016-19:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
46.19. 85. 96 I 'srael 147.237.77. 233 [atal .idf.il Bad TCP sequence Invalid ACK nunber rmoni t or 33
S SN retransnmit wth different .
79.178.143.8 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 28
46. 19. 86. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
46.19.86.78 I'srael 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK number monitor |16
46. 19. 86. 78 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 16
46.19. 85. 96 I 'srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 15
46.19.86.78  [Israel 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK nunber aert 14
Sreanming Engine: TCP Invalid i i ssi
2.55.140.182  |israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dropped.
46. 19. 85. 129 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber aert 12
Sreaming Engine: TGP Invalid i i ssi
109. 253. 128. 160|I srael 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. . 12
Ret ransni ssi on Packet dropped.
46.19. 85. 129 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
5. 102. 198. 65 | srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 11
46. 19. 85. 96 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 11
. ) SYNtAXK retransmt with .
2.53.137.80 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 10
46. 19. 85. 129 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 10
46.19. 85. 129 I 'srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
Sreanming Engine: TP Invalid i i ssi
31.154.33.190 |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
2. 55. 146. 60 I srael 147.237. 77. 216 |dover. i f . i Bad TCP sequence SINACK retransmt with monitor |8
di fferent w ndow scal e
Sreanming Engine: TP Invalid i i ssi
85.64.137.78  |Israel 147.237.72. 167 |i shuri maka. i df .i 9 =9 Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
2.55.10. 151 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
. ) SYNtAXK retransmt with .
2.55.10. 151 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 7
46. 19. 86. 81 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 86. 81 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 250 I 'srael 147.237.77. 216 [dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout aert 6
46. 19. 86. 81 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 241. 91 |israel 147.237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 59 I 'srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.26.146.217 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence roni t or 6
46. 19. 86. 81 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.250 | srael 147.237. 77. 216 |dover. i of . i Bad TCP sequence STNACK retransmt with monitor |6
di fferent w ndow scal e
46. 19. 85. 89 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
84.108. 120. 145 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
2.53.162. 146 I srael 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreamng Engine: TCP Invalid i i ssi
31.168.13.78  [Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
46.19. 86. 118 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
80.246. 136. 62 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
109. 253. 158. 212|I srael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 4
2.55.10. 151 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46.19. 86. 118 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
Sreaning Engine: TCP Invalid i i ssi
66.249.65.12  |Uited Sates |147. 237. 7. 243 |nobi e i o i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 118 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
37.26.146.217 |Israel 147. 237. 72. 166 |aka.i df . i Bad TCP sequence Invalid ACK nunber aert
R SYN+ACK retransmt with .
46. 19. 85. 250 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vindow scal e noni t or 3
Sreanming Engine: TCP Invalid i i ssi
207.46.13.31  |Wited Sates |147. 237. 72. 167 |i shuri maka i df .1 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 118 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
37.26.146.217 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
212.117. 156. 225l srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.55.183. 39 | srael 147.237.0.19 |nadimatal .idf.i| [DOstributed Suspicious Response Gode Bl ock 30
87. 69. 64. 132 I srael 147.237.72. 156 |anan. i df . i | Distributed Suspicious Response Code B ock 13
77.138.205.170 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/nai n/ sachar/vi ewpayslip. aspx [B ock 8
. . . Unhaut hori zed URL Access to
89.139.40.151 [Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 6
31.168. 146. 237 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 6
77.138.88.28  |France 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod POST for B ock 4
wan aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
79.183.6.84 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
185.120.126.2 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 128. 160|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 2
84.109. 241. 161 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
63. 110. 26. 25 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for ww aka. i df . il /mai n/ rabanut/ B ock 2
2.55.43. 94 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
] . . D stributed Unauthorized Method for Known URL on
151.181.47.34 |lhited Sates [147.237.72.166|aka. i df.i | v aka i df . i 1/ mai v home/ def aul t . aspx B ock 2
79.183.70.168 |l srael 147.237.77. 170 |n@ar achot . i df . i| [Waut horized HTTP Met hod B ock 2
66.249. 64. 181 |lsrael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72.166/tizrmoret/ gal | ery/ B ock
. . D stributed Unauthorized Method for Known URL on
82.245.169. 120 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v har edi i gener al . aspx B ock 1
79.180.61.135 |[lIsrael 147.237.77.216|dover.idf .i | Uhaut hori zed LR Access to wan idf.il/https:/wwidf.il/ B ock 1
Russi an - . Unhaut hori zed URL Access to
217.69.133. 246 Federati on 147.237.77. 216 [dover . i df . i | ww i df. i | /tenpl at es/ shared/ usercontrol s/traj ector/ Bl ock !
157.55.39. 172 [wnited Sates [147.237.72. 156 |aman. i df . il Uhaut hori zed LRL Access to wwwy aman.idf.il/... B ock 1
77.138.66. 74 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/ishuriniexanpcert/ Bl ock 1
41.109. 156. 142 |Ageria 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df . i|/894-he/ dover. aspx' B ock 1
79.183.70.168 |[Israel 147.237.77. 170 [maarachot . i df . i |  [Wauthori zed URL Access to naarachot.idf.il/sip storage/files/7 B ock 1
77.237.146.28 |Czech Republic |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to / Bl ock 1
195. 62. 53. 168 RJF Sﬁ::} on 147.237.0.15 |kosher-kravi . i df . i|unhaut hori zed URL Access to gmail . contengi ne/| og. t xt B ock 1
66. 249. 65. 10 | srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association |B ock
109. 253. 241. 91 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 1
. . Paraneter Type M ol ati on SearchText in
5.29.167.154  [Israel 147.237.77. 176 [mat pash. i df . i | v cogat . i dff . i | / 938- eny cogat . aspx B ock 1
79.180. 241. 238 |l srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code Bl ock 1
181.215.119. 92 [lhited Sates [147.237.76.200|eitan. aka.idf.il [PHP Attenpt B ock 1
46.19.85.205  [Isreel 147.237.72. 166 |aka. i df . i | thauthorized Method PCBT for . Bock |1
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugshi kul i m aspx
93. 158. 152. 49 RJSf;;”i o 147. 237. 76. 147 |chi nuch. aka. i df . i |{Uhaut hori zed UR. Access to waw chi nuch. aka. i df . i |/404. htm B ock 1
80. 246. 136. 191 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.55.183 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
195. 62. 53. 168 RJSIS;:Fi on 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to gmail . condengi ne/ | og. t xt B ock 1
66. 249. 66. 138 I srael 147. 237. 72. 156 |anan. i df . i | thaut hori zed LR. Access to oo B ock 1
v aman. i df . il /. wel | -known/ asset | i nks. j son
117.201.111.52 |india 147.237.77.216|dover.i df .i | Paranet er Type M ol ation SearchText in wwidf.il/1065 en/dover.aspx [B ock 1
. . DO stributed Uhauthorized URL Access on
85.64.203. 142  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
181.215.119. 92 |lnited Sates [147.237.76.200(ei tan. aka. i df .il |Wauthorized URL Access to wwu eitan. aka.idf.il/wp/ wo-1 ogin. php B ock 1
93.172. 98. 64 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed LRL Access to waw anan. i df.il/https:/ww aman.idf.il/ [B ock 1
80.246.138.51 |[lIsrael 147.237.77.243|nobi | e. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
79.177.103. 167 |Israel 147.237.72. 167 |i shuri maka. i df . i ||Untraceabl e SSL Sessions: (pen Mde None 1
. . D stributed Unauthorized Method for Known URL on
204. 112. 199. 253|Canada 147.237.72. 166 |aka. i df . i | vown aka. i df .|/ nai v kapat 2/ B ock 1
. . Unaut hori zed Met hod PCBT for
141. 0. 14. 87 Eur ope 147.237.72. 166 |aka. i df . i | wiw aka. i df .i 1/ nai v har edi i gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
85.250.99. 201 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR /mai nkapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
Unknown Par anet er
37.26.146.165 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt cha$capt ch [None 1
aText in ww aka.idf.il/nain/giyus/
79.183.70.168 |l srael 147.237.77. 170 |m@ar achot . i df .i| |Miltiple WLhauthorized URL Access from 79.183.70. 168 B ock 1
77.139.156. 181 |France 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76. 31/ favi con. i co B ock 1
66.249. 64.128 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yorman/ yoman. asp |[Bl ock 1
109. 64. 7. 222 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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