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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
46.19. 86. 118 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 35
194. 29. 178. 14 Pol and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 4
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
8. 37. 225. 233 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
194. 29. 178. 14 Pol and 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
147. 83. 29. 234 Spai n 147.237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il(old) [network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
170. 140. 119. 70 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
77.138.71. 164 France 147.237.77. 216 dover.idf.il B ack List dr op 1
194, 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
82. 81. 86. 73 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 2
77.125.7.120 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 2
217.132. 106. 49 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 139 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
192. 114. 23. 208 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
46. 19. 86. 44 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
163. 172. 67. 13 147. 237.76. 42 Uhi ted Ki ngdom refuah.idf.il [ET SCAN NMAP -sS w ndow 1024 1
31.154. 86. 194 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
109. 67. 180. 48 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
89. 237. 70. 26 147.237.77.216  |France dover.idf.il [portscan: TCP D stributed Portscan 1
79.181.37. 128 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
77.126. 14. 48 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
62. 64. 93. 154 147.237.72.166  [lkraine aka idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 58. 110. 199 147.237.77.233  |Uhited Sates atal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 115 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
163. 172. 129. 15 147.237.77.216  |United Ki ngdom dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
40.121. 139. 43 147.237.0. 33 Lited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
128. 232. 110. 28 147.237.77. 74 Uhi ted Ki ngdom lawidf.il ET SCAN Potential SSH Scan 1
5. 189. 201. 50 147.237.77.216  |Egypt dover.idf.il |ET WEB SERVER PyQurl Suspi ci ous User Agent | nbound 1
109. 64. 170. 210 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
84.229.70. 19 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 58 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.176. 48. 173 147.237.77.216  [Israel dover.idf.il |portscan: TCP D stributed Portscan 1
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8. 37.225. 233 Lhited Sates |147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 386

8.37.225. 233 Lhited Sates |147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 63

141. 0. 14. 217 Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 57
Sreaning Engine: TGP Invalid i i SSi

2.53.180. 6 I'srael 147.237.77. 243 |nobi l e, i f . 9 =g Invalid segnent retransmssion. Packet . 30
Ret r ansm ssi on dr opped.

193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

2.53.150. 191 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 11

147. 236. 34. 168 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or

46. 19. 85. 160 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or

147. 236. 34. 168 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert
Sreaning BEngine: TCP Invalid i i ssi

217. 132. 100. 141|i srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. Packet 8
Ret r ansm ssi on dr opped.

176. 13. 242. 148 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Sreaning Bngine: TCP Invalid i i ssi

77.127.93.223 |israel 147.237.76.31 |nakchal .idf il 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansm ssi on dr opped.

87.68.23.0 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or

46.19. 85. 154 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval id AGK nunber aert

. . SYNWACK retransmt wth different .

87.68.23.0 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e monitor |6

46.19. 85. 154 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or

46. 19. 85. 154 I srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Inval i d AGK nunber aert

176.13.7. 46 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

192.117.236.29 |Israel 147.237.77.233|atdl .idf.il  [Bad TCP sequence ?nge”ansmt with different wndow —fooiior |6

46. 19. 85. 154 I srael 147.237.77.233atal .idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor |6

82. 81. 88. 212 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5

46. 19. 86. 30 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber nonitor |5

77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

46. 19. 86. 30 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5

37.26.149.188 |[Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |4

46.19. 85. 170 I srael 147.237.77. 176 [matpash.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 4

176. 12. 130. 227 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4

2.53.187.21 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

46. 19. 85. 160 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 4

109. 253. 130. 134/l srael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence nonitor |4

196.217.73.19 |Morocco 147.237.0.34 |tikshuwv.idf.il [drop drop 4

37.26.147.236 |lsrael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4

192.115.248.2 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreaning BEngine: TCP Invalid i i ssi

80. 246. 133. 174 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. Packet 4
Ret r ansm ssi on dr opped.

109. 64. 106. 68 |l srael 147.237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or

109. 253. 130. 134|I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYNACK -> Ti meout noni t or
Sreaning BEngine: TCP Invalid i i ssi

46.19.85.103  |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansm ssi on dr opped.
Streani ng Engi ne: TCP Segnent i

147.236.34. 168 |Israel 147.237.77. 216 |dover.idf.il | 9 =g g TOP segnent out of maxi mumal loved 4 ) 3
Limt Enforcenent sequence. Packet dropped.

185. 20. 5. 157 z‘;;gom 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK - > Ti meout alert 3

185. 133. 224. 126|Iraq 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or

46.19. 86. 30 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACGK nunber alert
Sreanming Engine: TGP Invalid i i ssi

176.13.4.128  |israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansmi ssi on dr opped.

185. 20. 5. 157 LKJ?'r:gegom 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout monitor |3

46. 19. 85. 128 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3

46. 19. 86. 30 | srael 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3

37.26.149.188 |[Israel 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST monitor |3

139. 162. 216. 112|tnited Sates [147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 3

185.20.5.157  |Jited 147.237.72.166|aka icf.il  |Bad TOP sequence SINACK retransmt with different monitor |3

Ki ngdom w ndow scal e
46. 19. 85. 170 I srael 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence I'nvalid ACK nunber alert 3
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46.19.85.103 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 56
176. 13. 229. 254 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 34
2.55. 183. 39 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 32
2.53.36.75 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 27
46.19.85.8 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 23
185. 32. 179. 48 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 22
175.44.17.50 |China 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 175. 44. 17. 50 B ock 17
46. 19. 85. 69 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 15
175.44.17.50 |thina 147.237.77.74 [lawidf.il PHP At t enpt B ock 6
185.120.126.2 |[lIsrael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 6
84.94.164.47 |Israel 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response Qode B ock 5
141. 226. 217. 71 |1 srael 147.237.76.31 |nakchal .idf.il |[Distributed Wnauthorized HITP Mt hod B ock 4
80. 246.137.76 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185. 32. 179. 244 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.55.159. 156  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79. 180. 241. 238 |l srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 3
37.26.146. 247 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
2.53.36.75 | srael 147.237.0.19 |madimatal .idf.i|Miltiple Whauthorized URL Access from 2.53.36.75 B ock 2
212.199. 57. 194 |l srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
85. 65. 13. 42 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response Qode B ock 2
80. 246. 130. 146 |l srael 147.237.77.216|dover.idf .il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 2
66.249.76.112 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized LRL Access from 66.249. 76. 112 Bl ock 2
85. 64.26.233 |[Israel 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Qode B ock 2
71.185. 168. 245 [Uhited Sates  |147. 237, 72. 166 |aka. i df . i | Dstrbuted thauthor zed d'\ef;:‘l’?_;g;xm‘m R on Bl ock 2
136. 243. 67. 234 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df . il/brot hers/ skira/defaul t.asp |B ock 1
74.216.182.82 |Canada 147.237.77. 176 |nat pash. i df . i | mzué:;;'_fz‘:_ iLﬁ_sips_csi?rath/ {11 65/ 614616, pg Bl ock 1
2.55.182.49  [Israel 147.237.77.233atal . i df .i | el o zed R .pgscs)fs on Bl ock 1
79.181.176. 49 |Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in ww aka.idf.il/main/ hone/ None 1
37.26.148.148 |lIsrael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 1
2.53.36.75 I srael 147.237.0.19 |[nadimatal .idf. i |Unhauthorized URL Access to nadi matal.idf.il/php B ock 1
77.138.167. 190 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i1/ giyus B ock 1
213. 151. 35. 220 |l srael 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod POST for waw aka. i df .il/ mai n/ kapat z/ B ock 1
89.107. 127. 178 gj::‘;”l o 147.237.72. 156 |aman. i df . i | Oistributed Unauthorized URL Access on www anan. idf . il/favicon.ico B ock 1
37.142.11. 184 |israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
141. 226. 217. 71 |l srael 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from 141.226.217.71 B ock 1
2.53.150.191 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138. 234. 231 [France 147.237.72. 156 |arman. i df . i | Distributed Lhauthorized UR. Access on waw anan. i df.il/favicon.ico B ock 1
175.44.17.50 |China 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to waw | aw i df.il/index. asp B ock 1
46.19.86.115 [Israel 147.237.77.233|atal .idf .il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 1
5.22.134.99 | srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i nages/ shared/ bul | et 1. gif  |B ock 1
93.174.95.106 [Netherl ands 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ robots. t xt B ock 1
80. 246. 130. 146 |l srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwn i df.il/894-he B ock 1
66.249.76.112 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/.well-knowV assetlinks.json |B ock 1
192, 117. 236. 29 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
141. 226. 217. 71 I srael 147.237.76.31 |nakchal .idf.il |Uhauthorized URL Access to nakhal .idf.il/sip_storagel/files/ 2/ B ock 1
37.142.11.231 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
85.64.190. 172 |l srael 147.237.72. 166 |aka. i df . i | 'OL'reC%ZJ/ i?r’;geeg?inga;;g;féogcﬁi/ fm’j "V kapat 2/ /1 esi012 B ock 1
2.55.59. 165 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/wwutikshuv.idf.il B ock
77.139.168.79 |Fance 147.237.72. 156 [aman. i df . i | Dstributed Unaut hori zed LRL Access on v anan. i df .il/favicon.ico Bl ock 1
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